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Foreword

This book is the second to appear in the IOS Press “Studies in Health Technology and In-
formatics” in order to describe a follow up of research projects and the development of
standards for “e-Health in Belgium and in the Netherlands”."

It is first based on the Belgo-Dutch Medical Informatics Congress (Medische Infor-
matica Congres), MIC 04. Its Proceedings are published in the first part of this book.
MICs started in Rotterdam, the Netherlands, in 1978 and in Antwerp in 1979, in Belgium.
For its 22" edition, it is held in Brussels on 25-26 November 2004.

The collection of papers covers timely areas such as nursing and care process, the elec-
tronic patient record and knowledge bases, as well as ICT assessment. Applications are de-
scribed by short abstracts.

The second part of the book is devoted to the description of the development of stan-
dards by the Belgian Commission “Norms for Telematics in the Health Care Sector”. It is a
written support to the “Telematics@health.be 5" Symposium” held jointly with MIC04
in Brussels. A general introduction to the work of this Federal Commission in Belgium has
been published in 2002.”

These two Conferences share new trends in health informatics and present many timely
ideas and practical proposals. They are directed to health care professionals who are lead-
ing the transformation of health care by using information and knowledge.

MICO04 is organised by the two national societies for Medical Informatics : MIM
(Medische Informatica, Informatique Médicale) in Belgium and VMBI (Vereniging voor
informatie verwerking in de zorg) in the Netherlands.

Telematics@health.be is an annual symposium managed by the Public Federal Service
of Public Health.

We wish to thank all authors, as well as reviewers of the papers, and translators of rec-
ommendations. We express also our gratitude to Mrs Chris De Hollander and Mrs Domi-
nique Pironet for the follow up and the technical editing, as well as of Mrs Dominique Di-
eng from INFOPOLE for her support.

F.H. Roger France
E. De Clercq

G. De Moor

J. van der Lei

Editors

F.H. Roger France, A. Hasman, E. De Clercq, G. De Moor
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F.H. Roger France and M. Bangels

Norms for Telematics in Health Care : Priorities in Belgium

(in E-Health in Belgium and in the Netherlands, 10S 2002, 93, 179-183)



This page intentionally left blank



Contents

Foreword

Part One: Scientific and Application Sessions

Scientific Session

1. Nursing and Care Process

The Added Value of a Process Oriented Hospital Information System Supporting the
Integrated Patient Care
1. Liesmons

Classifying Clinical Pathways
L. De Bleser, J. Vlayen, K. Vanhaecht and W. Sermeus

Introduction of Wireless Integrated Care Plans at the Bedside
T. Fiers, D. Lemaitre and Ch. Jolie

A Nation-Wide Project for the Revision of the Belgian Nursing Minimum Dataset:
From Concept to Implementation

W. Sermeus, K. Van den Heede, D. Michiels, L. Delesie, O. Thonon,

C. Van Boven, J. Codognotto and P. Gillet

2. Electronic Patient Record

From Patient Data to Information Needs
L. Braun, F. Wiesman, J. van den Herik, A. Hasman and E. Korsten

Quality of Care Assessment using GPs’ Electronic Patient Records: Do We Need
Data from Home Visits?

H. Vandenberghe, V. Van Casteren, P. Jonckheer, M.F. Lafontaine and

E. De Clercq

Exploitation of Electronic Medical Records Data in Primary Health Care. Resistances
and Solutions. Study in Eight Walloon Health Care Centres
M. Vanmeerbeek

PropeR and Archetypes
H. van der Linden, H. Tange and J. Talmon

3. ICT Assessment

Incorporating Evaluation into the Design of a Decision-Support System
S. Visscher, K. Schurink, M. Bonten, P. Lucas, J. van Wolffelaar and
P. van de Werken

vii

15

21

27

27

35

42

49

54

54



viii

Introduction of an Operating Room Information Management System Improved
Overall Operating Room Efficiency
C. De Deyne and R. Heylen

“The Declaration of Innsbruck”: Some Reflections
J.L. Talmon and E. Ammenwerth

Testing the ISO Nursing Reference Terminology Model for Mapping
W. Goossen

Application Session (Abstracts)

A Web-based Support System for the Belgian Breast Cancer Screening Program
E. Husson, M. Guillaume and A. Albert

The Minimum Medical Record for Practitioners on Duty (DMMG)
D. Leclercq

The JaWS Project: Knowledge Engineering for Mobile Prevention Advisors
B. Viaene, P. Vercammen and V. Keunen

A Medical Telematics Association in Brussels
D. du Boullay, L. Cuvelier, G. Hanique and P. Lambrechts

Part Two: Be-Health Related Topics

Digital Signature and Electronic Certificates in Health Care
Advice nr 2 of the Belgian Telematics Commission “Telematics Standards
in relation to the Health Sector”

Implementation Framework for Digital Signatures for Electronic Data Interchange
in Healthcare
G. De Moor, B. Claerhout and F. De Meyer

Recommendations Regarding National Development of Standardized Electronic
Health Care Messages

Advice nr 4 of the Belgian Telematics Commission “Telematics Standards

in relation to the Health Sector”

Long Term Preservation of Hospital Patients Records
Advice nr 7 of the Belgian Telematics Commission “Telematics Standards
in relation to the Health Sector”

Coordination of Medical and Hospital Information
Advice nr 8 of the Belgian Telematics Commission “Telematics Standards
in relation to the Health Sector”

Subject Index

Author Index

61

68

75

&3

84

85

86

87

90

112

118

120

123

125



Health Continuum and Data Exchange in Belgium and in the Netherlands 1
Francis H. Roger France et al. (Eds.)
10S Press, 2004

The Added Value of a Process Oriented
Hospital Information System Supporting
the Integrated Patient Care

Ilse LIESMONS
Administratief Centrum Caritas vzw,
Interleuvenlaan 10, 3001 Heverlee, Belgium
iliesmons@accnet.be

Abstract. This paper will demonstrate the added value of a Process Oriented Hospi-
tal Information System based on the current trends and changes in the organisation
of patient care in hospitals. To support the integrated patient care with IT, basic
functionalities will be described.

Keywords. Process Oriented Hospital Information System, Integrated electronic pa-
tient organizer, Clinical pathway, Computerized, Order communication

Introduction

The first part of this paper will be dedicated to the current developments in the organisation
of patient care in hospitals, linked to the importance of a process oriented hospital
information system. In the second part the consequences of an implementation process on
the hospital structure will be analysed. Finally the basic functionalities necessary for an
optimal process oriented hospital information system will be described.

1. Important Developments in the Organisation of Patient Care and the Effects on the
ICT Components of a Modern Hospital Information System

1.1. Increasing Operational Care Efficiency

There is currently a clear trend in patient care towards increasing the productivity and
controlling the cost. Each national government is confronted with the need to implement a
health care policy that decreases the ever-raising expenses. On the other hand the popula-
tion’s need for care is increasing.

This situation where the care request (and the expenses linked to it) is increasing more
rapidly than the government financing, leads to:

— an increase of private financing: the patient will have to pay more “out of pocket”
resulting in a growing private insurance market.

— an ever-increasing pressure on hospital management to control its budget: to increase
productivity and cost-effectiveness [9].
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The pressure to increase the operational efficiency within the hospitals can be felt not
only in the supporting processes but also in the basic care process. This pressure on the care
process will continue in the future. Under government pressure the hospital basic care
process has been influenced towards reducing the number of hospital days. Working with
Diagnostic Rated Groups is the future: in Germany the new DRG system started on January
1, 2004. The government pays hospitals a fixed rate for each diagnosis regardless of how
many days a patient stays in the hospital or the degree of costs incurred during that stay.
This will cause a paradigm shift: the length of stay will no longer generate revenue; it will
become the most important cost driver. In the future process management will be the
keyword, in other words guiding the patient throughout the chain of tests and treatments.
This creates an important additional requirement for the hospital information system:
computerizing the patient care process and the expenses linked to it.

1.2. The Transition from Traditional Mono-Disciplinary Care to Multi-Disciplinary Care

The transition from traditional mono-disciplinary care to multi-disciplinary care has
become an important issue for hospitals. Due to growing scientific knowledge and new
medical technologies the care has become so complex and diversified that it has become
impossible for one person to manage the clinical problem. A multi-disciplinary and multi-
professional approach implies the cooperation of several medical and non-medical experts
in the patient care process. Patient care is developing to an integrated, continuous, all
inclusive care package bundling all professional health workers skills, each of them
contributing his/her own specific expertise [6]. This represents a double challenge for the
modern hospital information system. On the one hand there is the need to support the
professionals to perform at their best in their indispensable individual professional
expertise. On the other hand it must support a coherent team contributing to the complete
patient care process.

1.3. Patient Care Intensification

An evolution is going on in the hospital treatment and care activity. Hospitals are changing
into high-technology intervention centres. New diagnostic techniques lead to faster and
more accurate patient care. New therapeutic technologies lead to a less invading, less
aggressive and a more agreeable health care. Through these technological developments,
hospitals are becoming specialized care institutions. This is the logical effect of a strong
diagnostic and therapeutic process concentrated in an ever-shorting hospital stay. New
information and communication technology makes it possible to bring the right patient
information to the medical and nursing staff on an integrated way.

And exactly this point is important: the more intensive the care, the more frequent and
nearer to the patient decisions need to be taken. It is a great advantage for the hospitals that
the current information and communication technology allows an information decentralisa-
tion on an integrated way. The era of “island automation” and the result information
fragmentation is definitely over [6].

1.4. The Patient Health Care Request is the Leading Factor

At this moment the nature and the amount of care given within hospitals is based on the
care package, which is more or less “available” in the hospitals. Currently many of the
diagnostic and therapeutic procedures and interventions are performed out of habit or for
financial reasons, not necessarily what the patient requires. Times are changing. Home care,
meaning that part of care, which takes part outside the hospital walls, is on its way up. It is
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obvious that in the future it will be necessary to have an information system, which sustains
in a computerized way the extra-murus cooperation with the first line health caretaker.

In short: do whatever is necessary for the patient, do what connects to the specific care
need, the patient care request and the patient’s expectations, not less, not more but what is
necessary. At this time a number of instruments are available to achieve this. These
instruments have their relevant justification in common applying the principles of “evi-
dence based clinical care”: clinical practice codes, clinical pathways, evaluation proto-
cols... These instruments have been invented for care processes and they enable to define
the start of the care program [5].

2. The Effects on the Hospital Being an Organisation
2.1. The Functional Hospital Organisation

Hospitals often have a functional organisation structure based on input, more specifically
using human resources, in general ordered on a functional department base: medical,
nursing, administrative, technical, etc... Within the hospital these departments are usually
structured in a hierarchical way.

Traditionally hospitals separate the clinical process from the management process. The
board in a functional hospital organisation consists of a general director and the heads of
the departments. The board is responsible for lining out the policy and executing the day to
day hospital policy. The medical department represents the medical specialists. In first
instance physicians are the clinical process managers.

Typical for these hospital organisations is that the physician and the operational units
communicate using channels of medical prescription. This is no longer efficient.

An analysis of the activities of this kind of hospitals shows that only 24% of the time is
dedicated to the basic hospital function: patient care and stay. 76% of the total time is
dedicated to documentation, coordination, transport, supervision and waiting.

As we know from Abersnagel and Van Vliet [1], the Academic Hospital Utrecht, during
an average process of a hospitalisation, meaning an eight to ten days stay, a patient goes
through five departments, eighteen disciplines and meets more or less a hundred employ-
ees. The management process and the clinical process in this functional organisation
communicate by a number of requests and prescriptions resulting in an overload of
administration and communication. The different services treat all requests separately as if
they were not connected.

When the hospital as well as the individual physicians try to achieve separately their
proper efficiency without inter-tuning, it very often results into a mutual lack of under-
standing resulting in patient care deficiencies. A preliminary study of Vincent et al. [7]
shows that from the 1 014 stays in two emergency hospitals of the Big-London area, in
10.8% of the cases unexpected events have happened of which 6% result in a permanent
injury and 8% in a lethal ending.

2.2. A Process Guided Hospital Model

In a process guided hospital the patient is the basis for structuring the hospital organisation.
The hospital process is the central axis shaping the care process.

According to Sermeus and Vleugels [6] by supporting the clinical process it will be-
come possible to define the care concept in a better way, to respond in a better way to the
patient needs and expectations, to enhance interdisciplinary and interprofessional coopera-
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Figure 1. The patient, the central figure in the process oriented hospital information system. The patient will
be assigned with his/her care request to a care program and will follow a specific care process. In exceptional
cases the patients will be assigned to a individual treatment plan.

tion. Clinical care quality criteria and objectives can be established. This way a full
program in the shape of a care program can be offered to the patient instead of a series of
separated, uncoordinated interventions.

Hospitals that have instituted clinical pathways have seen substantial improvements in
both clinical and operational dimensions. Efficiency in clinical operations requires
administrators to manage three things well: patient throughput (getting the right patient in
the right bed at the right time), clinical resource management (using the right supplies,
drugs and devices), and nursing (delivering the appropriate treatment team at all times) [4].

By introducing clinical pathways in the United States, length of stay has fallen by 33 %.
Hospitals that have instituted clinical pathways have seen substantial improvement in both
clinical and operational dimensions. In one specific hospital the introduction of clinical
pathways brought about 25% reduction in average length of stay across the hospital, which
reduced overall costs by approximately 10% [2].

3. The Process Guided Hospital Information System

In the above sections we have tried to show the importance of a process-oriented hospital.
To support this process with IT we will establish in the following sections the basic
functionalities necessary for an operational process oriented hospital information
system. A reference site where the integrated system is up and running is the
Maaslandziekenhuis Sittard-Netherlands. In Germany round 130 hospitals are working on
the process oriented way. A few examples are Charité Universititsmedizin Berlin Campus
Benjamin Franklin (1255 beds); Klinikum der Friedrich-Schiller-Universitit Jena (1394
beds); Klinikum der Universitdt Regensburg (804 beds); Krankenhaus Bad soden (327
beds).[3]
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Figure 2. A clinical work environment gives the multi-disciplinary team members an optimal follow-up of the
patient care process and results in big administrative simplification.

3.1. Electronic Work Environment for all Multidisciplinary Team Members

Once the patient is assigned to a specific care program by the physician, the patients
individual care process can start. The patient will go through a number of hospital services,
each of them administering a part of the care, during which he/she will meet different care
professionals who are member of a multidisciplinary team. Each team member will
contribute to the care program from his/her own clinical work environment. Each team
member will have his own personalised view on the patient. The sample screens below give
a view of a clinical work environment of a physician and a nurse of the patients on the a
working day. The physician has a view on his own hospitalised patients while the nurse on
the other hand has a view of all hospitalised patients on the ward she is working on. Both
displays are integrating the same data, which are entered only once in the central database.
From this view specialists and nurses have the possibility to consult lab results, RX
protocols, anamneses documents,...

3.2. Order Communication

The ability to electronically request orders by means of order communication is another
important functionality. Starting from a central environment the physician can request all
kinds of tests electronically, e.g. medical technical tests such as lab, RX, anatomic
pathology or the opinion of another physician specialist, appointments, bed planning,
electronic request for operation theatre-planning, etc....

At all times the physician has an overview of the orders he asked for a particular patient
included an integrated overview of the results and protocols.
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Figure 4. Computerised clinical pathway.
3.3. Patient Clinical Treatment Process

A clinical pathway is a method for organising the patient’s care in the hospital intended to
produce the best health outcome in the shortest time using the fewest resources. Patients are
assigned to a specific pathway by their admitting diagnoses. The pathway includes a day-
by-day checklist of the care the patient should receive, incorporating diagnostic tests,
medical therapy, and other therapeutic interventions. The daily checklists permit hospitals
more accurately to assess demand for services. Having a daily plan of care helps physicians
align themselves with the patient’s and hospital’s best interests. It reminds the physician of
best practices, helps them organize their day, reduces the amount of effort devoted to
documentation, improves communication to nursing staff and all the other members of the
multidisciplinary team, synchronizes expectations and underlines the importance of starting
discharge planning at the time of admission [2]. As shown below, it is possible to call the
patient clinical treatment pathway function from the clinical work station of the physician.
In addition, it is possible to adjust the layout of the clinical work station so that it becomes
clear whether pathways are assigned, whether tasks have to be completed...

The component contains the following tools for creating and using patient clinical
treatment pathways:
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Tool Function
System Administration Creation of new treatment pathways and changing existing pathways.
Monitor Overview of all treatment pathways. Performances of the necessary activities,

e.g. activate, deactivate, transport.

Patient Pathway Assignment Assignment of predefined treatment pathways to patients. These then become
patient pathways.

Patient Pathway Processing Patient pathways are displayed as work lists. The user can process the individual
steps, display relevant information, or trigger system activities.

Figure 5. Tools for creating and using patient clinical treatment pathways.
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Figure 6. Patient organizer.

3.4. The Integrated Management of the Electronic Patient File Data in the Patient
Organizer

The next important step in the integrated computerization of the patient care process is the
central management of the electronic patient file. Through the electronic patient organizer
the patient history, the anamnesis, the electronic order requests, the result, the medical
documents, the diagnosis, master patient files, etc.... is available. All multidisciplinary
team members will have access, from their own working environment, to the information
which is/or will be relevant for them. Even more, the electronic patient organizer offers a
central and structured survey of all patient linked data with the possibility to change this
data a.o. to create, modify, consult, erase, search...[8]. The patient organizer gives a status
of the patient data: medical history, the current status (requests and results, exe-
cuted/viewed) and even gives the possibility to verify what has been planned on a later
date.

3.5. The Electronic Patient Data Access

It will be possible for the general practitioner, other referring institutions, physical
therapists, home nurses and other caretakers, who are involved in the patient care process,
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to access the electronic patient file data through the internet. The process oriented hospital
information system makes networking possible, which will lead to better quality of the
patient care.

4. Conclusion

Working with a process oriented hospital information system is the computerized answer to
a number of modern developments within the health care. They are: the need of an
increasing operational and financial care efficiency, the need of transparent policy
information, the transit of mono-disciplinary care towards multi-disciplinary care, a support
to increase patient care intensification, the trans-murus patient information availability,...
A very important aspect in the response to these tendencies is the need for the hospitals
themselves to evolve from a functional hospital organisation towards a process oriented
hospital. Using the patient care request in the clinical paths will not only improve the
clinical practice but also lead to the correct policy information. Hospital will be more
transparent and efficient as decisions will be made on facts

In order to be able to evolve to a fully process oriented hospital system a process ori-
ented hospital information system should be based on offering automated concepts such as:
patient clinical care process, an electronic working environment setup for all multi-
disciplinary team members, order communication between the operational departments,
central data management through patient organizer and the electronic and extra-murus
access the patient data.
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Abstract. Background: Clinical pathways are commonly developed for homogenous
patient groups. We were wondering if the traditional patient classification systems
could be used for classifying clinical pathways.

Methodology: To examine the utility of patient classification systems for clini-
cal pathways, a sample of 13 clinical pathways was analyzed, involving a total of
412 patients. Three classification systems were tested: International Classification of
Diseases, Ninth Revision (ICD9-CM), Clinical Coding System (CCS) data and All-
Patient Redefined Diagnosis Related Groups (APR-DRG).

Results: Categorization with ICD9-CM and CCS shows rather wide variation.
However, when restricting for the principal codes, CCS classification shows an al-
most homogeneous relationship with clinical pathways. APR-DRG’s are already
corrected for secondary procedures and are difficult to assess. Categorization with
the Risk Of Mortality (ROM) is more homogeneous than with the Severity Of Ill-
ness (SOI).

Conclusion: Patient groups in clinical pathways are rather heterogeneous. When
restricting for the principal procedures, the strongest relationship seems to exist be-
tween clinical pathways and CCS. Further research is needed to refine this relation-
ship.

Keywords. Clinical pathway, Diagnosis Related Groups, Classification

Introduction

Clinical pathways are defined as “Schedules of medical and nursing procedures, including
diagnostic tests, medications, and consultations designed to effect an efficient, coordinated
program of treatment” [2]. Clinical pathways have several goals: reduction of unintended
variation in care delivery, patient education, reduction in resource utilization, and im-
provement in quality of care [5,9]. One of the characteristics of clinical pathways is that
they are mainly developed for homogenous patient groups [4]. Generally, specific inclusion
and exclusion criteria are used to decide if a patient is taken into a clinical pathway. Be-
cause of this characteristic, classification systems can be used to classify clinical pathways.
Well-known examples of classification systems are the International Classification of Dis-
eases, Ninth Revision, Clinical Modification (ICD9-CM), the Clinical Coding System
(CCS) and the All-Patient Redefined Diagnosis Related Groups (APR-DRG).

International Classification of Diseases, Ninth Revision (ICD9-CM) is based on the
ICD9 coding, that was developed to classify mortality data in a more consistent way.

However, the ICD9-CM also maps morbidity data and has a special section to code pro-
cedures. This coding system has approximately 12 000 different codes for diagnosis and
3500 codes for procedures [6]. A key-characteristic of ICD-9 is that it is classifying diagno-
ses and procedures and is not classifying patients. One patient can have more problems or
procedures which lead to more than one code per patient.
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Clinical Coding System (CCS) is a tool for grouping conditions and procedures into a
manageable number of clinically meaningful categories (Agency for Healthcare Research
and Quality (AHRQ) [1]. This ‘clinical grouper’ makes it easier to quickly understand pat-
terns of diagnosis and procedures so that health plans, policymakers, and researchers can
analyze costs, utilization, and outcomes associated with particular illnesses and procedures.
CCS consists of two related classification systems, single level and multilevel CCS. Single
level CCS is most useful for ranking diagnoses and procedures. Multi-level CCS is most
useful when evaluating larger aggregations of conditions and procedures or exploring them
in greater detail. Because CCS is only a clinical grouper of ICD-9 codes, there can be more
than 1 code per patient.

Diagnosis Related Groups (DRG’s) are systems for classifying patients by relating
common characteristics such as diagnosis, treatment, and age to an expected consumption
of hospital resources and length of stay. Its purpose is to provide a framework for specify-
ing case mix and to reduce hospital costs and reimbursement. In fact, it is the cornerstone of
the prospective payment system [3]. In this patient classification system, the major diagno-
sis (coded in ICD9-CM) is first categorized in one of the Major Diagnostic Categories
(MDC) — a classification based on the organ systems. Each MDC is divided according to
the presence or absence of a surgical intervention of technique that takes place in an opera-
tion room. The surgical and medical subgroups are further divided according to age, com-
plications and associated disorders. In this way, the categorization is determined by two
processes: the management and the clinical process [7]. There is only one DRG-group per
patient. In the 15™ version, All Patient Refined — Diagnosis Related Groups (APR-DRG’s),
355 different groups are identified. These groups are subdivided in four groups according to
severity-of-illness (SOI) or risk of mortality (ROM).

1. Methodology

Thirteen surgical clinical pathways were included in this study [8]. These pathways are part
of a broader Belgian federal project evaluating the quality of clinical pathways for patients
undergoing a surgical intervention (ref. Onderzoeksrapport). Hospitals participating in this
project were asked to collect data of a representative sample of patients passing through a
pathway. Inclusion in a clinical pathway was done prospectively by the multidisciplinary
team. The data were collected between January 2002 and June 2003.

Retrospectively, this information was compared with data from the hospital discharge
dataset that are collected compulsory in Belgian Hospital (Royal Decree of June, 21 1990).
Based on the ICD-9-CM registration, CCS-codes and APR-DRG groups were derived
based on their respectively AHRQ- and 3M-algorithms (http://www.hcup-us.ahrq.gov/
toolssoftware/ccs/ccs.jsp).

2. Results

The study sample consisted of 13 surgical clinical pathways. In total, 412 patients were in-
cluded in these clinical pathways, ranging from 7 to 112 patients per pathway. The clinical
pathways were developed for a broad range of pathologies: total hip arthroplasty (2), total
knee arthroplasty, Anterior Lumbar Intervertebral Fusion (ALIF), Anterior Cervical In-
tervertebral Fusion (ACIF), low back surgery, cataract surgery, intracranial tumors, maxil-
lary surgery, radical prostatectomy, abdominal hysterectomy, mammary carcinoma and
caesarean section (Table 1).
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Table 1. Description of the sample of clinical pathways.

Clinical pathway Hospital Period data collec- N
tion

Total hip arthroplasty Hospital 1 01-06/2003 42
Total knee arthroplasty Hospital 2 01-06/2003 37
Cataract Hospital 3 01-06/2003 97
Mammary carcinoma Hospital 4 01-06/2003 112
Total hip arthroplasty Hospital 5 07-12/2002 7

ALIF Hospital 5 07-12/2002 15
ACIF Hospital 5 01-12/2002 15
Low back surgery Hospital 5 01-06/2002 15
Intracranial tumors Hospital 5 01-12/2002 15
Maxillary operation Hospital 5 01-12/2002 16
Radical prostatectomy Hospital 5 01-12/2002 1

Abdominal hysterectomy Hospital 5 07-12/2002 15
Caesarean section Hospital 5 01-12/2002 15

Table 2. Number of different ICD9-CM, CCS and APR-DRG codes per clinical pathway.

Clinical pathway N ICD9-CM CCs APR-DRG
Total hip arthroplasty 42 2 2 1
Total knee arthroplasty 37 22 13 1
Cataract 97 7 4 3
Mammary carcinoma 112 47 32 8
Total hip arthroplasty 7 3 3 1
ALIF 15 4 3 1
ACIF 15 2 2 1
Low back surgery 15 3 2 1
Intracranial tumors 15 7 7 1
Maxillary operation 16 12 8 1
Radical prostatectomy 11 9 9 1
Abdominal hysterectomy 15 17 14 3
Caesarean section 15 10 7 1

Table 3. Number of principal ICD9-CM and CCS codes.

Clinical pathway N ICD9-CM CCs
Total hip arthroplasty 42 1 1
Total knee arthroplasty 37 2 1
Cataract 97 3 1
Mammary carcinoma 112 5 2
Total hip arthroplasty 7 1 1
ALIF 15 1 1
ACIF 15 1 1
Low back surgery 15 1 1
Intracranial tumors 15 1 1
Maxillary operation 16 2 1
Radical prostatectomy 11 1 1
Abdominal hysterectomy 15 1 1
Caesarean section 15 1 1

The number of different ICD9-CM codes for each clinical pathway varies from 2 to 47
(Table 2). There is also a strong variation in the total number of ICD9-CM codes per path-
way. When the ICD9-CM data are categorized according to the CCS classification system,
there is only slightly less variation (2 to 32 CCS categories per pathway). Classification
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Table 4. Number of patients within each pathway classified according to the Severity Of Illness.

Clinical pathway N Categories Severity Of lliness
1 2 3 4

Total hip arthroplasty 42 23 17 1 1

Total knee prosthesis 37 27 9 1

Cataract 97 80 16 1

Mammary carcinoma 112 59 52 1

ALIF 15 12 3

ACIF 15 12 3

Low back surgery 15 13 2

Intracranial tumors 15 2 1 11 1

Maxillary operation 16 16

Radical prostatectomy 11 9 2

Abdominal hysterectomy 15 8 7

Caesarean section 15 8 6 1

Total 412 276 109 24 3

Table 5. Number of patients within each pathway classified according to the Risk Of Mortality.

Clinical pathway N Categories Risk Of Mortality
1 2 3 4
Total hip arthroplasty 42 30 10 1 1
Total knee arthroplasty 37 36 1
Cataract 97 94 3
Mammary carcinoma 112 105 6 1
Total hip arthroplasty 7 7
ALIF 15 15
ACIF 15 15
Low back surgery 15 15
Intracranial tumors 15 2 9 3 1
Maxillary operation 16 16
Radical prostatectomy 11 9 2
Abdominal hysterectomy 15 13 2
Caesarean section 15 15
Total 412 372 31 7 2

with APR-DRG’s shows the least variation, with 1 to 8 APR-DRG’s per clinical pathway
(Table 2). Three of the 13 clinical pathways have more than one APR-DRG.

When restricting to the principal diagnoses (Table 3), there still exists some variation in
the number of principal ICD9-CM codes. When the ICD9-CM data are categorized accord-
ing to the CCS classification system, there are less categories than with the ICD9-CM sys-
tem. In other words, different principal ICD9-CM diagnoses are categorized in the same
CCS code. As an exception, for the clinical pathway ‘mammary carcinoma’ there still exist
2 CCS codes (mastectomy and tumorectomy). Also, in the Total Knee Arthroplasty clinical
pathway, one patient had a revision of the knee, which explains the second code. APR-
DRG’s are already taking the secondary diagnoses into account into one DRG-group per
patient.

Although most patients are categorized in SOI category 1 or 2 (93,4 %), still a consider-
able number of patients have a higher SOI category (6,6 %), again stressing the heterogene-
ity of the patient groups (Table 4). This variation is less clear for the ROM, with only few
patients classified in ROM category 3 or 4 (2,1 %, Table 5). The analysis clearly shows that
the clinical pathways are more oriented to the less severe, more predictable patient groups.
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3. Discussion

In this study, the relationship of clinical pathways with three patient classification systems
was explored. A wide variation of ICD9-CM codes per clinical pathway was found, with up
to 47 different codes in one pathway. This variation can be explained by the variable num-
ber of additional diagnoses and procedures in each clinical pathway. Less but still consider-
able variation can be found when categorization is done with CCS, which is based on
ICD9-CM. When we restrict the coding to the principal diagnosis or procedure and group-
ing the ICD9-CM-codes into the CCS classification, clinical pathways can be classified in
an acceptable homogeneous way.

The relationship between clinical pathways and APR-DRG’s is also very strong, al-
though approximately one in four included clinical pathways had more than one APR-
DRG. This can be explained by the presence of several co-morbidities related to the disor-
der or the existence of several treatment options (e.g. mammary carcinoma). In the ideal
and most simple situation, patients included in a clinical pathway are categorized in one
APR-DRG, e.g. in the case of radical prostatectomy. However, some APR-DRG’s are the
basis for different clinical pathways. APR-DRG 302 for example categorizes patients with
total hip prosthesis and total knee prosthesis.

Important heterogeneity is found within a DRG, looking to differences in SOI. This can
be explained by the fact that clinical pathways are prospective instruments. In contrast,
APR-DRG’s are retrospective instruments, giving the possibility to take complications into
account. Categorization with the ROM gives more homogeneous results, but further re-
search is needed to compare the accuracy of the ROM and the SOI.

An important limitation of the present study is the small number of patients included in
some of the clinical pathways. Therefore, additional research with a larger sample of path-
ways and patients will be needed to refine these results.

4. Conclusion

A rather high heterogeneity was found in the patient groups included in the present study
when categorization was done with ICD9-CM, CCS and SOI. More homogeneous results
can be achieved with ROM and APR-DRG’s. These results can also be achieved for CCS,
when restricted for the principal procedure codes. However, this more homogeneous rela-
tionship between clinical pathways and CCS/APR-DRG’s will have to be refined in larger
studies.
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Abstract. For years electronic care plans have been touted as an important tool to
provide better patient care. Until recently however, most efforts were hampered by
design gaps in available Electronic Patient Record (EPR) systems and the difficul-
ties involved in extending continuous care to the bedside. The growth in wireless
LAN solutions, and the emerging maturity of EPR systems have finally made practi-
cal implementations possible. An extensive analysis, development and preparation
phase followed by a pilot on the department of traumatology in the University hospi-
tal of Gent has proven the possibilities and validity of multidisciplinary electronic
care plans as an integral part of the EPR. Wireless consultation, observation and
charting enables bedside management of patient care. Roll-out on 5 more depart-
ments is planned in the coming year.

Keywords. Hospital Information Systems, Critical Pathways, Quality of Health
Care, Patient Care Planning, Outcome Assessment, Local Area Networks, Radio
Waves

Introduction

Recent years have seen a coming of age of EPR (Electronic Patient Record) developments
in many hospitals, resulting in many cases in a gradual shift from merely result servers to
an increased focus on integrated care, order-communication solutions and implementing
clinical pathways by using care plans embedded within the EPR [1]. Widespread availabil-
ity and growing popularity of wireless local area networks (WLANSs) for the general public
on the other hand have led to an increased interest from healthcare institutions into wireless
solutions, a necessity to the provision of bedside care. Lack of these possibilities has in the
past often limited potential benefits of ordercommunication and care planning [2, 3].

In the university hospital of Gent a pilot study to bring wireless clinical pathways to the
bedside started in March 2004 on the department of traumatology by using portable com-
puters attached to the nursing ward trolleys. It has been used as a test bank for the technol-
ogy involved and as a validation centre for bedside integrated care management. Rollout in
the hospital will proceed with two further full departments by the end of the year.

1. Setting up a WLAN

Wireless LAN’s became mainstream with the release of the 802.11 standard by the IEEE
[4] in 1999. The original standard was limited to 2Mbps however. 802.11a offered speeds
up to 54Mbps, but uses the SGHz spectrum and therefore has a very limited range and
would require an unreasonable number of antennas for an institution. The real breakthrough
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came with the arrival of 802.11b, and more recently 802.11g, both utilizing the 2.4GHz
spectrum resulting in increased range. Theoretically, a range of 100m or more is possible in
open air. In 802.11b speeds up to 11Mbps could be achieved, for g this is for now a theo-
retical maximum of 54Mbps, with the promise of a tenfold increase in 802.11n.

However in a hospital environment ‘open air’ is a euphemism as concrete, steel beams,
elevators, isolation chambers and heavy equipment all combine to limit achievable range
and throughput dramatically. Typically for 802.11g, about 10m to about the first wall is
achievable at full speed, but very rapidly transfer speeds degrade to 11Mbps or lower, re-
sulting in the need for more antennas. For a typical hospital ward, 3-4 antennas are neces-
sary to insure full bedside coverage. Therefore investing in hospital wide WLAN technol-
ogy is quite a considerable investment, even not taking into account interference, roaming,
security issues and organisation [5].

1.1. Data Over DECT

In our hospital as in many others DECT (Digital Enhanced Cordless Telecommunications)
networks have been installed to handle telephony. A first pilot WLAN was set up to re-
utilize the existing DECT antenna network, by using dedicated PCMCIA-DECT cards in
portable computers. On the plus side was the already installed network, the adequate range
and a relative security bonus as the hardware needed for data over DECT networks is not
mainstream. As the bandwidth of a data over DECT network is quite limited (from 32Kbps
up to 2Mbps depending on DECT architecture), Clinical Workstation (the UZ Gent EPR
client-server application) was set up to run in a Citrix [6] environment, so reasonable speed
could be achieved.

Extensive testing on 8 beds during some months revealed quite some initial problems
with connections and roaming (switching from one antenna to another). Changes in organi-
sation and hardware were necessary to handle 24 hour uptime requirements (extra batteries,
chargers, recharging procedures etc). Although most of the problems were solved, carefree
roaming could not be guaranteed at all times, resulting in rare but very user-unfriendly con-
nectivity problems. Also the limited bandwidth of data over DECT prohibits usage of
graphic-extensive parts of the EPR such as a PACS client and would also limit future ex-
pansion possibilities.

1.2. 802.11b/g Based Network

Due to the experiences with DECT more recently attention focused on implementing an
additional 802.11 based network in the hospital. The fairly limited range and need for mul-
tiple antennas for each nursing ward requires careful planning. In Europe 13 channels are
available for 802.11b and g. As there is a lot of interference from one channel to another,
antennas on a ward can only use channels fairly distant from one another (e.g. 1, 6 and 11).
Interference from one floor to another also has to be taken into account as nursing wards
are located on different floors. To solve this adjustable antenna strength is a necessity for
the access points. Access points have to be non-routing, so that roaming is not a problem.
Although available 802.11 WLAN technology has significantly improved over the last two
years and is off the shelf technology, a number of issues remain with different vendors such
as automatic roaming which is not always switching as fast as it should (e.g. keeping a 2
Mbps connection when the trolley is nearer an 54Mbs connection), access points which
power down temporarily when no activity is measured, or wireless traffic problems with
some applications. On the plus side, connectivity is sometimes slowed down but never lost
and much higher average speeds can be guaranteed, eliminating the need for the Citrix solu-
tion and opening the door to graphic intensive applications.
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1.3. Security

Security is a big issue with WLAN’s, as the network is by nature more accessible than a
wired LAN. Certainly in a hospital setting, wireless data protection is an important factor to
consider [7, 8]. The standard WLAN WEP (wired equivalent privacy) security layer which
encrypts messages with a static key known to access point and client can easily be broken
in some hours, even if additional security measures such as hiding network identifications,
channels and limiting access to known computers (MAC filtering) were taken [9]. Cur-
rently the best option is to implement WPA (Wi-Fi Protected Access), which utilizes some
of the features of the new 802.11i standard. By using WPA each packet gets its own ever-
changing encryption, and authentication is enforced using 802.1x and authentication serv-
ers, such as RADIUS (Remote Authentication Dial-In User Service). In our hospital an ad-
ditional firewall has been installed between the WLAN and LAN in order to further mini-
mize the potential risks.

2. Introduction of Bedside Integrated Care Plans
2.1. Design and Implementation

During the previous years, a lot of effort has gone into the rollout of the basic EPR func-
tionalities in our hospital. Simultaneously, in order to further improve continuity and co-
ordination of care, an evolution to clinical pathways was prepared since 2001, with the co-
operation of all users involved, in order to achieve optimal results. Clinical pathways are
structured, multidisplinary plans of care designed to support the implementation of clinical
guidelines and protocols. All existing procedures were gathered and structured in order to
create the order sets and standing orders needed for care plans. Observations, progress
charting and outcome goals were defined. The classical nursing record thus forms a subset
of a care plan. The EPR software was adapted in order to cater for these extended needs.
Thus a typical care plan is presented as a collection of all planned activities for a patient,
visualised over a given time span. Nursing orders, medical orders, paramedical orders,
problems, goals, exception charting and observations all form an integral part of it. The
medication module also forms part of the care plan but has been separately evaluated up to
now and has not yet been activated in the production environment in order not to compli-
cate the initial care plan pilot. Also, from literature, benefits of physician order entry for
medication still seem doubtful [10, 11], so integration in the integrated care plans will pro-
ceed carefully.

Depending on the needs, medical pathology and complexity of each department, differ-
ent standard multidisciplinary care plans and observation lists are predefined with their as-
sociated problems and outcomes.

Observation Nursing problem Goal Orders
(assessment) e.g. risk for acute Prevent eg reality orientation
e.g. patient is agitated disorientation
Nurse The SOFTWARE warns for possible problems and
Observes and reports |]|]|:> suggests the appropriate actions in order to prevent these
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Care plan example

From the start of the project it was clear that such an evolution to clinical pathways is
only possible in a WLAN environment with bedside access to the EPR [12]. The initial pi-
lot on the department of traumatology was set-up with a number of distinctive goals in
mind:

— Validate whether the software modules needed for care plan, observations, care plan
merging, progress and outcome management were ‘Nurseproof”.

— Test user-friendliness, feasibility and detect possible improvements.

— Evaluate the training schedules and workbooks in preparation of the bigger rollout.

— Validate the WLAN functionalities and set-up.

The department of traumatology was chosen as pilot environment, because the clinical
pathways involved are rather straightforward. Also the effects of implementing them are
well documented [13, 14]. For the pilot, 4 frequently used clinical pathways and a blank
protocol were activated (hip prosthesis, knee prosthesis, trauma lower extremities, shoulder
prosthesis). In total, about 20 clinical pathways have been parametrized in the system for
traumatology (including the 5 used for the pilot).

Eight to twelve hours of training was given to each user, and temporary extra staffing
and user support at the bedside were provided. During the first months of the pilot a lot of
new functions were gradually phased in: nursing oriented anamnesis, preoperative
checklist, nursing observations, care plan and charting.

2.2. Results

Plans are assigned to the patients according to the assessment of the physician in charge. As
each plan is only an approximation of the care needed for that patient, the plans are indi-
vidualised at the bedside. In case of mixed pathology or complex examinations, different
care plans can easily be merged together. The system allows for care plans designed for dif-
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Observations

ferent departments to be merged together, e.g. after a patient transfer. Duplicates are auto-
matically filtered out and/or presented to the user, e.g. in case different frequencies for one
and the same service have to be merged.

Using questionnaires with open and closed questions and different evaluation rounds
involving all users, the initial results showed a very good appreciation for the training, sup-
port and general acceptance of the new functionalities such as observations. Acceptance of
the key care plan module was good although smaller software issues and sometimes shaky
WLAN connection somewhat hampered the perceived user friendliness. Software issues
included some printing problems, use of free text fields, changing of charting timestamps,
order deletion, perceived complexity of some of the care plans etc.

The importance of detailed preparation, active involvement of the end users, a helpdesk
which was able to give direct feedback and extensive support at the bedside are not to be
underestimated here, lessons that were learnt the hard way during previous instalments of
new EPR modules. Software related remarks were either solved by parametrization or taken
up with Siemens, the EPR vendor, in order to further increase the user-friendliness or to
patch up discovered glitches.

Obvious advantages of the care plan introduction include visualisation of the total care
process, availability of all data within the EPR and better multidisciplinary coordination
which all result in better patient care. In addition to this, continuous objective workload
measurement becomes a reality.

3. Conclusions

In hospitals, the growing importance and maturity of electronic patient record systems and
the gradual shift towards clinical pathways and integrated care, has necessitated access to
the EPR from the bedside, only feasible in a wireless environment.
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Although WLAN technology is still evolving much, the current status no longer prohib-
its a secure, hospital wide WLAN instalment, with a preference for 802.11b/g. However a
number of smaller growing pains need to be addressed by implementers and by harmonisa-
tion of manufacturers’ products. Possibilities for securing a WLAN have also reached an
adequate level to minimize risk for sensitive medical data. Implementation still requires ex-
tensive domain knowledge for a correct and scalable set-up in the hospital environment.

The successful pilot implementation in the department of traumatology and the prepared
roll-out to 5 more wards by the end of 2005 show that bedside integrated care plans have
moved from the drawing board to reality thanks to the progression made in both EPR com-
pleteness and WLAN technology.
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Abstract. This paper describes the process of revising the Belgian Nursing Mini-
mum Data Set (NMDS). The study started in 2000. Implementation is planned from
2006. The project is divided in 4 major phases. The first phase (June — October
2002) implied the development of the conceptual framework based on literature re-
view and secondary data-analysis. The Nursing Interventions Classification (NIC)
was selected as framework for the revision of the NMDS. The second phase focused
on the language development (November 2002 — September 2003) with panels of
clinical experts (N=75) for six care programs. They indicated hospital financing,
nurse staffing allocation and assessment of the appropriateness of hospitalization as
priorities of a revised B-NMDS. A draft instrument with 84 variables, using NIC,
was developed during this period. This leads to an alpha version of a revised NMDS.
The third phase (October 2003 — December 2004) focused on the data collection and
validation of the new tool. The new NMDS was tested on 158 nursing wards in 66
Belgian hospitals from December 2003 until March 2004. This test generated data
for some 95.000 inpatient days. The interrater-reliability of the revised NMDS is
tested. The criterion-related validity of the revised NMDS is compared with the ac-
tual NMDS. The discriminative power of the revised NMDS is tested to select the
most relevant items for data collection. This will result in a beta version of revised
NMDS in December 2004. The records of the revised NMDS are linked with the
hospital discharge dataset and other mandatory datasets to integrate the revised
NMDS in the broader health care management. The fourth phase (January — Decem-
ber 2005) will focus on information management.

Keywords. Nursing Minimum Data Set, Nursing care management, Nursing Inter-
ventions Classification, Diagnostic related groups

Introduction and Background

Belgium has a 15-year tradition of computer hospital data collection. It developed its Hos-
pital Discharge Dataset (HDDS) in the 1980’s and started full implementation in the
1990’s. The dataset holds a set of relevant clinical information (primary and secondary
diagnosis, procedures, length of stay, .. ) for each patient discharged from an acute Belgian
hospital. Also, Belgium is still one of the few countries that complement this HDDS with a
nationwide uniform Nursing Minimum Dataset (NMDS) for a balanced sample of inpatient
days. This NMDS data allows investigating nursing care and interventions and nurse staft-
ing from 1987 onwards [1]. The mandatory registration resulted in an extensive dataset of
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more than 15 million selected in-patient days for some 6 million selected patients in all
2.500 nursing units in all Belgian hospitals. Nevertheless, the applications in clinical prac-
tice and health care management are still limited and touch only small part of the informa-
tion available in the NMDS. The main application remains the use of the NMDS in deter-
mining some percentage points of the budget of the hospital. A few hospitals already use
the data set to guide their staffing decisions. On the other hand, the evolutions in health care
and nursing care in particular demand to update the NMDS. The Ministry of Public Health
commissioned a research project to the Catholic university of Leuven and the University
Hospital of Lie¢ge to revise the Belgian Nursing Minimum Dataset (NMDS) for six care
programmes (cardiology, oncology, geriatrics, chronic care, paediatrics and intensive care)
[2]. The study started in 2000 and envisage the implementation of the revised NMDS in
2006.

The revision aims to take into account the changes in nursing practice, the international
development of nursing languages and classifications, the changes in healthcare manage-
ment and the need for integration with the hospital discharge dataset.

Methodology and Procedure

To change is much more difficult than to start from scratch. For the revision of the B-
NMDS a very strict plan is followed based on two main streams: 1) using panels of expert
nurses and NMDS-coordinators to build the acceptability of the tool and 2) making use of
existing and new empirical nursing data for developing a high-quality valid and reliable
tool.

The project is divided in four major phases: 1) conceptualisation, 2) language develop-
ment, 3) data collection and tool validation and 4) information management.
Each of these four consecutive phases will be discussed in this paper.

1. Phase I: Development of the Conceptual Framework

The first phase (June—October 2002) implied the development of the conceptual framework
based on literature review and secondary data-analysis. The Nursing Interventions Classifi-
cation (2™ Edition) or NIC was selected as framework for the revision of the NMDS. NIC
is a comprehensive, research-based, standardised classification of interventions that nurses
perform [3]. The 433 interventions in NIC (2" Edition) are grouped into 27 classes and six
domains for ease of use. This nursing language was selected for the revision of the Belgian
NMDS because of strong validation work, the existence of the instrument in French and
Dutch, the international use of the classification which allows further benchmarking and the
fact the classification has also been tested before in Belgian home care [4].

2. Phase II: Language Development

The second phase focused on prioritizing future application domains and language devel-
opment (November 2002—September 2003) with panels of clinical experts (N=75) for six
care programs. Previous NMDS experience highlights the need to balance the considerable
costs of registration with real-life improvements in nursing care and/or nursing manage-
ment. It is only genuine to propose the registration of new data when the data of the exist-
ing NMDS or other related data sets seem insufficient to update existing indicators or to
develop new ones.
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First, the working groups had to concentrate on the selection of meaningful nursing care
and nursing management indicators rather than to focus on individual data elements. They
indicated hospital financing, nurse staffing allocation and assessment of the appropriateness
of hospitalization as priorities of a revised NMDS. Secondly, the clinical experts of the 6
care programs selected the most relevant NIC interventions. All were studying the NIC
classification. They selected the NIC interventions that are present in their current practice
and indicated the relevance of each intervention for inclusion in a future nursing minimum
dataset with the previous nominated priorities. In total 256 interventions, out of 433 were
selected in at least 1 or more care programs. In a second phase, the results were presented to
the clinical experts of each care program. Completeness of the items was discussed and the
level of detail of measurement of the items was determined by the experts. All existing B-
NMDS items (3) were listed and mapped into one framework: the NIC framework with
domains, classes and interventions. NMDS items were put in the appropriate NIC domains
and classes. NIC interventions were used to produce NMDS-items and response categories
based on information of the six care program expert panels. This set of NMDS-items was
pre-tested by the researchers in more then 3 wards per care programme and more than 15
different hospitals. This leaded to an alpha version of a revised NMDS with 87 variables.

3. Phase III: Pilot-Test and Tool Validation

The third phase (October 2003 — December 2004) focused on data collection, validation of
the new tool and the integration with the HDDS.

3.1. Data Collection

Hospitals were solicited to participate in the study. This call for participation resulted in a
total of 85 applying hospitals (69% of all Belgian acute hospitals) with 244 nursing wards.
For feasibility reasons a selection was made based on well-defined selection criteria: equal
regional and national distribution, balance between small and large hospitals, even number
of private and public hospitals, teaching and non-teaching hospitals and an equal portion of
wards for each care program. Hence, 66 Belgian hospitals with 158 nursing wards were se-
lected to participate in this test. Each hospital nominated a project coordinator who is re-
sponsible for organization of education, data collection, data input and data transmission to
the research teams. These coordinators had previous experience with the NMDS and with
data handling.

The revised NMDS (alpha version) still uses a balanced sample of inpatient days and
one-day hospitalisations. The alpha version of the revised NMDS was collected for about
95.000 inpatient days during thirty days and three registration periods (1-15 December
2003, 1-5 February 2004, 1-10 March 2004). The current NMDS- and HDDS-data for the
patients included in this sample were also forwarded to the research team.

3.2. Reliability and Validity

Validity and reliability are important issues to consider when developing a new tool. In this
study interrater reliability, criterion related-, construct-, face- and content validity are inves-
tigated. [5]

The interrater-reliability of the revised NMDS was tested on three points in time. Be-
fore each registration period the 66 coordinators were asked to score two written cases, de-
scribing the patient condition and nursing care given during one patient day. The six cases
covered the six care programmes and included 60 of the 87 variables of the alpha version
NMDS. The research team developed a gold-standard score per case. The scores of the co-
ordinators were compared with the gold-standard scores.
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The criterion-related validity of the revised NMDS is compared with the actual NMDS.
This criterion-related validation approach, aims to objectively validate the revised NMDS
in comparison with the actual NMDS. The rationale for this approach is that the similar
elements of the revised tool should give at least the same level and detail of information as
the previously validated actual NMDS. Firstly, the data collected with the revised tool dur-
ing two of the three pilot-periods were coupled with the data of the available data from the
actual NMDS. After a coupling based on common identifiers (patient number, date ...), a
database of 20.000 records was available for the comparison. After that, these coupled-data
were recoded by the research team for every items of the 23 items of the actual NMDS, so
that the data definitions in both datasets were as similar as possible. RIDIT-analysis [6] was
used to standardize these variables and to aggregate them per nursing unit. The use of RID-
ITS makes it possible to assess the impact of the revised NMDS on the nursing profile of
the nursing ward, the financial impact according to actual financing rules etc.... Finally,
correlation of Spearman-rho and Kendall’s tau b correlation coefficients were used to de-
termine criterion-validity of the next B-NMDS. The analysis was performed on three lev-
els: items, hospitals and care programs.

The discriminative power of the revised NMDS is tested to investigate the construct-
validity of the tool. It is investigated how the items of the NMDS (alpha version) measure
the expected constructs stated by the clinical experts during phase II of the project. This
analysis-round aims to reduce the variables to a manageable number and withhold only
those for nationwide registration, which are prerequisite to profiling nursing care for differ-
ent pathology groups, nursing wards and hospitals. The registration of the revised NMDS
follows the NIC™ ¢4ion_¢]agses. Each NIC-class entails one or more variables. The data are
analysed, with principal component analyses (CATPCA®), in two steps using NIC as a
framework. First, data are analysed per NIC-class. These intra-class analyses lead to the
finding that variables are measuring the same latent variable, the aggregation of some (hier-
archical) variables and the selection of variables with the highest discriminative power. In
a second step, we repeated these analyses, using infer-class analyses to investigate the as-
sociation of variables between classes. Both types of analysis were done per care program
as well as on the total sample. This two-stepped analysis-round, will result in empirical
based recommendations: registration guidelines, distinction between general, care-program
specific and not-relevant variables.

The results from the interrater reliability, criterion related validity and construct-validity
tests will be presented to the clinical experts (October — November 2004) to assure face-
validity of the revised NMDS. They will discuss all the proposals of the researchers and
suggest improvements based upon their clinical expertise and nursing care management ex-
perience. Based on these empirical test-results and the opinions of the clinical experts ad-
justments to the NMDS (alpha version) will be suggested.

A last component includes the cross-check of the selected NMDS variables with exist-
ing instruments in the literature to guarantee content-validity. Some specific updated
NMDS variables should allow a patient classification system. This system will guide the
allocation of staff within the different hospital wards on a daily and long-term basis. To as-
sess the appropriateness of hospitalization we include the variables of the Belgian Appro-
priateness Evaluation Protocol in the updated B-NMDS. The NMDS-concepts will also be
mapped with the NIC taxonomy and language. This will result in a beta version of revised
NMDS in December 2004.

3.3. Integration of the NMDS with the HDDS

The NMDS-records are linked with the hospital discharge dataset. By linking both datasets
we aim to develop a methodology to link the nursing data with diagnostic related groups
(DRGs) in a logical and meaningful way and we also aim to measure the variability of nurs-
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ing care per DRG. This data linking allows not only investigating the calender time which
is important from an organisational perspective (e.g. nurse staffing, weekend-staffing...),
but also the clinical time (e.g. pre-operative or post-op inpatient days for surgery patients;
5™ 10™ chemotherapy inpatient days for oncology patients; etc.). As a result, the NMDS
allows a managerial as well as a clinical perspective. A main application is a relative
measurement of the type and intensity of nursing care per APR-DRG for each hospital and
its care programmes. This will be done by linking the length of stay, the day of major
surgical procedure, the day of chemotherapy,... from the HDDS with the nursing care and
intervention data, staff and qualification data,... per day-of-stay from the new NMDS. The
national data constitute the benchmark to delineate the frame of reference for each APR-
DRG and to compare each hospital’s specific situation. The methodology will be tested on
a set of high-volume APR-DRGs. Identifying the key medical events and mapping the nurs-
ing data in this clinical timeframe, are key for evaluating each hospital’s care processes.
The analysis holds the evaluation of the consistency/variability of the nursing activity per
day of stay, the degree of redundancy/uncertainty embedded in the HDDS and new NMDS
datasets and the degree to which that both datasets allow meaningful monitoring of the
whole care process. The study will help to understand how medical and nursing data inter-
relate. This understanding will be integrated in the final revised NMDS. The integration of
medical and nursing data will lead to new applications for healthcare policy and manage-
ment.

4. Phase IV: Developing Information Management Applications

The fourth phase (January — December 2005) focus on information management. The beta
version of the Revised B-NMDS will be piloted in a small number of hospitals in a variety
of departments and nursing wards to evaluate the external validity of the revised dataset.
Linking the B-NMDS with the hospital discharge dataset will provide nursing profiles per
DRG. Applications for hospital financing and nurse staff allocation will be developed. The
B-NMDS will be incorporated in the evaluation of the appropriateness of stay in the hospi-
tal. Feedback and audit modules will be built. I[CT-support in collecting and analysing the
data will be developed. Adaptation in legislation to allow this revised data-collection will
be prepared, to be ready for nation-wide implementation of the dataset in January 2006.
The feasibility of running the fourth phase within the actual timeframe is now discussed
with the Belgian Government.
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Abstract. The goal of this paper is to contribute to the improvement of the quality of
care. For physicians, it is a problem that they are often not aware of gaps in their
knowledge and the corresponding information needs. Our research aim is to resolve
this problem by formulating information needs automatically. Based on these infor-
mation needs, patient-specific literature can be retrieved. As a first step, we investi-
gate how to model a physician’s information needs. Thereafter, we design and ana-
lyse an approach to instantiate the model with patient data, resulting in information-
need templates that are able to represent patient-specific information needs. Our ex-
periments show that a physician’s information needs can be modelled adequately
and can be substantiated into patient-specific information needs. Since the number
of formulated information needs is rather high, future research will focus on meth-
ods that restrict the set of automatically formulated information needs to a more spe-
cialized set.
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Introduction

In our research', we investigate how to support physicians in the information-retrieval (IR)
process, so as to improve the quality of care. We start with an example that precisely illus-
trates the need for patient-specific literature.

An 84-year-old woman was brought into the emergency department of a hospital, suf-
fering from dyspnea and loss of consciousness. Five days earlier she had visited her general
practitioner who diagnosed her with suspected respiratory tract infection and prescribed a
drug called Clarithromycin. However, instead of improving, her condition worsened. In the
hospital the diagnosis pneumonia was considered and she was treated accordingly, but
without any effect. Upon her family’s request, the patient was not admitted to the intensive
care unit and she died one day after she was admitted to the hospital. Surprisingly, an au-
topsy revealed that the cause of death was not pneumonia, but a case of severe acute pan-
creatitis. The autopsy also revealed that the most plausible cause for the pancreatitis was the
use of Clarithromycin, since pancreatitis is a (rare) side effect of the use of Clarithromycin
[1].

Since the incidence of Clarithromycin-induced pancreatitis is quite low, it is under-
standable (but still undesirable) that the physician in the example above was not aware of
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this possible side effect. If the physician had performed a literature search in Medline on
the side effects of Clarithromycin, he® probably would have found an article by Leibovitch,
Levy, and Shoenfeld [2], in which another case of Clarithromycin-induced pancreatitis is
discussed. If he had read this article, he probably would have ordered additional diagnostic
tests to exclude pancreatitis (e.g., blood amylase) and he could have started the appropriate
treatment immediately.

The reason why the physician did not perform a literature search is twofold. First, the
physician was not aware of the fact that he needed information on the side effects of
Clarithromycin. So, he had no incentive to search for information on the topic. Hence, we
conclude that in this case there was an implicit information need. Second, even if the physi-
cian had been aware of his information need, he probably would not have had the time to
perform a proper search action. The rapid growth of medical information sources and the
complexity of the information spaces would impose too large a burden on a physician to
retrieve information relevant to the specific patient.

The example above clearly illustrates that the retrieval of relevant, patient-specific lit-
erature is vital to the quality of care (cf. [3]). Various articles discuss IR systems that pro-
vide such literature (e.g., [4, 5, 6]); our research concurs with these articles. However, in
our opinion the overall shortcoming of the systems mentioned in the articles above is that
the degree of necessary interaction with the systems is too high. This is especially true in
the area of making information needs explicit. Therefore, our main research objectives are
(1) to investigate to what extent a physician’s implicit information needs can be made ex-
plicit automatically, and (2) to implement our approach into a computer system supporting
physicians in their daily work.

The article describes our approach in making a physician’s implicit information needs
explicit automatically. In Section 2 we describe how we determine a physician’s informa-
tion needs and how we model these needs. Section 3 presents our approach to formulate
information needs regarding a specific patient, based on the patient data in the electronic
patient record (EPR). In Section 4 experiments and results are discussed. Section 5 provides
our conclusions and directions for future research.

1. Modelling a Physician’s Information Needs

Our approach to make a physician’s information needs explicit is to anticipate them. As a
starting point for this process, we need a set of a physician’s potential information needs.
However, such a set can never be complete, since it is impossible to capture all of a physi-
cian’s information needs. Moreover, a physician generates new information needs over
time, which should be added to the set. This is hard to facilitate.

One solution is to build a model of a physician’s information needs. As long as the
model represents information needs on a more abstract level it can be considered complete,
meanwhile anticipating future information needs. Modelling a physician’s information
needs involves two steps described below: (1) identifying a physician’s information needs
(Subsection 2.1) and (2) abstracting the identified information needs (Subsection 2.2).

1.1. Identifying a Physician’s Information Needs

To identify a physician’s information needs, we used two methods, viz. (1) a literature sur-
vey and (2) interviews. Both identification methods are briefly described below. Table 1
summarizes the sources, the identification domains, and the number of information needs
identified.



L. Braun et al. / From Patient Data to Information Needs 29

Table 1. Number of information needs identified by a literature survey and interviews.

Identification Source  Identification domain # INs
method identified
Literature survey [7] Qutpatient care, inpatient care, internal medicine 16
18] Gieneral practice, cardiology, pulmonology. allergology 77
191 Family care 10
[10] Primary care 16
[11] Various 32
[12] Various 10
[13] Surgical care 2
[14] Primary care 8
[nterviews Anesthesiology 2
Cardiology 1

Neurology
Pulmonology
Surgery

W L

In our literature survey, we searched for articles presenting information needs that are
general, i.e., not specific for a particular group of physicians or for a particular geographical
area. We found only eight such articles. This set of articles covered a large number of
medical domains from which the information needs were identified. In total we arrived at
171 information needs.

To obtain a set of information needs that is as diverse as possible, we succeeded in in-
terviewing five physicians in five different medical specialisms: (1) anaesthesiology, (2)
cardiology, (3) neurology, (4) pulmonology, and (5) surgery. The physicians were interro-
gated E)y means of an interview scheme composed in advance. This led to 9 information
needs.

1.2. Abstracting the Identified Information Needs

The identified information needs are highly context-dependent, which may render them
useless in another (different) context. To reduce context-dependency, we abstracted the in-
formation needs, so as to make them context-independent. For the abstraction we used an
approach similar to the one used by Ely, Osheroff, and Ebell [9]. Hence, we replaced each
medical concept in the information needs by its semantic type, which is a high-level de-
scription of the medical concept (e.g., the concept ‘Pneumonia’ has the semantic type DIS-
EASE OR SYNDROME). We obtained the semantic types of the concepts from the Semantic
Network of the Unified Medical Language System (UMLS) that comprises 135 types [15].

The abstraction resulted in a general class of information needs, called information-need
templates. Some information needs resulted in the same information-need template. For ex-
ample, Does Norpace cause fatigue? and Does Clarithromycin cause high blood pressure?
both resulted in the information-need template Does [CHEMICAL] cause [SIGN OR SYMPTOM]?
To obtain a proper set of information-need templates, we removed all doubles. Currently,
the set comprises 167 information-need templates.

2. Converting Information-Need Templates into Information Needs

To formulate a patient-specific information need, an information-need template has to be
instantiated with the patient’s medical data. The data are acquired from the EPR of the spe-
cific patient. In our research we used the Intensive Care Information System,' used at the
Intensive Care Unit of the Catharina-ziekenhuis in Eindhoven.
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Our approach of converting an information-need template into a patient-specific infor-
mation need comprises three steps described below.

(1) select EPR-queries that indicate the appropriate patient data’ in the EPR,
(2) execute the selected EPR-queries: the desired data are extracted from the EPR, and
(3) instantiate the information-need template with the results of the executed queries.

In the first step, selecting the appropriate EPR-queries, we start determining which semantic
types occur in the information-need template. To convert the information-need template
into an information need, each of these semantic types has to be instantiated with patient
data. Consequently, an EPR-query has to be selected for each semantic type in the informa-
tion-need template. The EPR-queries are selected from a list of EPR-queries, formulated in
advance. Each EPR-query in this list specifies how to find the patient data associated with
the corresponding semantic type. Some high-level semantic types have subtypes, which
should also be instantiated. We use the hierarchy within the UMLS Semantic Network to de-
termine the subtypes of the high-level semantic types. For them queries are selected as well.
Assume we have the following template:

What are the side effects of [CHEMICAL]?

Based on (1) the semantic type CHEMICAL, (2) the information structure of our EPR, and (3)
the patient number of the specific patient, the EPR-query below is selected (the names of the
database tables are in Dutch). Since the semantic type CHEMICAL has many subtypes (e.g.,
ORGANIC CHEMICAL and PHARMACOLOGIC SUBSTANCE), more EPR-queries are selected (viz.
one query for each subtype), but for brevity, they are not presented here.

SELECT Medicijn FROM Medicatie WHERE PatientNummer=1234567890

In this approach, a difficulty occurs. Since EPR-systems are not yet standardized, EPRs from
different EPR-systems have different information structures. Therefore, to adapt the system
to another EPR-system, new EPR-queries have to be formulated. To facilitate easy adapta-
tion, all potential EPR-queries for a specific EPR-system are specified in a model, which is
runtime consulted by the system and can be easily reformulated.

The second step is to execute the selected queries to extract the desired patient data
from the EPR. The actual query-execution process is handled by the database itself. Each
result that an EPR-query returns for a semantic type is called an instance of that specific se-
mantic type. Assume that our patient is taking three different medications (see Figure 1).
Then, our EPR-query has three results and consequently, the semantic type CHEMICAL has
three instances.

e Clarithromycine
o Amoxi/Clavulaan
o Furosemide-iv

There are two additional difficulties. First, the terms resulting from the EPR-query are in
Dutch, whereas the information needs to be formulated have to be in English, because our
system searches English literature databases. The translation of the terms is achieved by
means of the UMLS Metathesaurus [15]. Second, some terms are not present in the UMLS
Metathesaurus, because our EPR does not solely use standardized terms. Therefore, the
UMLS SPECIALIST Lexicon [15] will be used to standardize these terms first.

The final step is to instantiate the information-need template with the data obtained
from the EPR (the instances of the semantic types). We call an information-need template
applicable (i.e., it can be instantiated with patient data) if each semantic type within the in-
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il
Patient: 1234567890 De Vries Jansen j
Yondais Toedienings tijdstip:

e Eenheid + giao sl 111222 L
Medicijn Freq. Farm. vorm nog Begin Eind Dag 468024246802
Clantromycine 2 DGS 500 |mg maagsond| B/9/2004]KTN 0 T T TR TTTTIXCT
|Amani/Clavulaan (4 [<XDGS 1200 |mg Lv. 8/9/2004]KTN 0 [T T XIT XTI T =T 1%
Furosemide-iv 1 DGS 40 mg Lv. 8/9/2004]KTN o M TTTTTTTT BT

» 0 |DAG 0 8/9/2004 o WTTTITTITTT =

Toevoegen Medicatie I Stop Medicatie I

| Wijzigen Medicatie ] | Pompdosering I
I VYerwijderen Medicatie I | Info I

Figure 1. Interface of the Intensive Care Communication Information System, showing a patient’s medica-
tion.

formation-need template has one or more instances. The template is instantiated by system-
atically replacing each semantic type by one of its instances, until all possible combinations
are used. The total number of resulting information needs is the product of the numbers of
instances of all semantic types in the template. For three instances (which are currently in
Dutch) of the semantic type CHEMICAL, our information-need template is instantiated three
times.

e What are the side effects of Clarithromycine?
e What are the side effects of Amoxi/Clavulaan?
o What are the side effects of Furosemide-iv?

If a literature search were conducted, based on the above information needs, patient-
specific literature would be found. If not all semantic types have instances, the information-
need template is not applicable and consequently it is not instantiated.

3. Experiments and Results

To establish the feasibility of our approach for instantiating information-need templates, we
let our system formulate information needs based on the EPRs of 90 patients. Each EPR con-
tained information about all hospital admissions (in the hospital under consideration) of a
specific patient. We used our complete set of 167 information-need templates. For each pa-
tient, our experiment resulted in a set of information needs. We divided the number of for-
mulated information needs into four categories, viz. (i) no information needs, (ii) a man-
ageable number of information needs, (iii) a hardly manageable number of information
needs, and (iv) and unmanageable number of information needs. We placed each patient in
one of these categories, based on the number of formulated information needs associated
with the patient (see Figure 2).

As can be seen in Figure 2, the total number of information needs is quite high for most
patients. If a literature search were conducted for all these information needs, the set of re-
trieved literature would be unmanageably high. Since we do not want to overload physi-
cians with literature, the number of information needs for which literature is retrieved
should be restricted. In the ideal situation, all patients would be in category 1-100 informa-
tion needs.
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Number of patients

0 I
0 1-100 101-1000 >1000

Number of formulated information needs

Figure 2. Number of patients for which a specific number of information needs is formulated.

4. Conclusions and Future Research

The investigations with physicians, described in Subsection 2.1, showed that we succeeded
in identifying a physician’s potential information needs and in modelling them into 167 in-
formation-need templates by using 135 semantic types (Subsection 2.2).

In Section 3 we designed an approach to convert information-need templates into pa-
tient-specific information needs by taking patient data into account. When these informa-
tion needs are used as a starting point for a literature search, a physician can be provided
with relevant and patient-specific medical literature. From the experiments, we may con-
clude that our approach is adequate and can be generalized to other EPR-systems, as long as
they use a clear information structure. In Section 3 we mentioned that Dutch non-
standardized terms in the EPR present a problem to our approach. A part of our future re-
search will concentrate on solving this problem.

The number of automatically formulated information needs per patient is still high (Sec-
tion 4). Since a high number of information needs will lead to a large amount of retrieved
literature, physicians would be overloaded with information. So, our approach is not yet
sufficiently adequate. To improve the approach, the number of information needs for which
literature is retrieved should be restricted. Another part of our future research will focus on
this restriction by taking two additional parameters into account. The first parameter is the
usefulness of the patient data. In our experiment, data from all hospital admissions (in the
hospital under consideration) were used to generate information needs, whereas only pa-
tient data that are relevant to the patient’s current problem are important. Therefore, it is
essential to distinguish between useful and non-useful data. In general, the current admis-
sion will provide the most useful data. However, not all data from the current admission
might be useful. For example, when a physician has already selected chemotherapy as the
appropriate treatment for a lung-cancer patient, he may be assumed not to have information
needs concerning the selection of a treatment, e.g., What is the treatment for lung cancer
for this patient? Yet, he might still have information needs concerning the execution of the
selected treatment, e.g., How high is the dose of chemotherapy for lung cancer for this pa-
tient? The second parameter is the specialism of the physician. Since a physician’s informa-
tion needs are probably connected to his specialism, we might ignore several information
needs, because they are not linked to the physician’s specialism. Ignoring the information
needs is solely based on the patient data with which the corresponding information-need
templates were instantiated. As information-need templates contain no patient data, tem-
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plates cannot be ignored in advance. A series of experiments may clarify whether the two
parameters are appropriate filters for the number of information needs.

Endnotes

' This research is part of the MIA project (Medical Information Agent), which is funded by NWO (grant
number 634.000.021).

% For brevity we will use the pronoun ‘he’ (‘his”) where ‘he or she’ (‘his or her’) is meant.

3 Since we have to search English literature and several information needs were in Dutch, we translated the
Dutch information needs into English.

* Intensive Care Informatie Systeem, Version 2.8. INAD Computers & Software B.V. Eindhoven, Werkgroep
ICIS Afd. Intensive Care, Dienst Informatie Voorziening, Catharina-ziekenhuis Eindhoven.

3 All patient data used in the examples of Section 3 are fictitious.
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Abstract. The paper tackles the topic of collecting data from home visits using the
electronic patient record (EPR) of general practitioners (GPs), in a context with a
high proportion of home visits in primary care. Since data from home visits, repre-
senting about 40% of GPs’ consultations in Belgium, are rather scarcely recorded in
the EPR, we wanted to study the impact of not taking into account home visits for
quality assessment in primary care. Five quality indicators, which measured the ac-
cordance of the delivered care with guidelines on the management of osteoarthritis,
were compared between a pooled database (consultations and home visits) and a re-
stricted database (after removal of home visits). Our findings suggest that removing
home visits from a database collected from primary care may provide a slight modi-
fication of the estimate of the quality of care, whereas conclusions on quality im-
provement remain relatively stable. Quality of care assessment with the EPR of GPs
seems not to be dramatically hampered by the poor recording rate of home visits in
the EPR.

Keywords. Primary Health Care, Computerized Patient Records, Data Collection
Method, Home Visits, Quality of Care Assessment

Introduction

There is an emerging trend to conduct studies of quality assessment in health care using
data obtained from electronic patient records (EPRs), both in hospital [1] and in primary
care [2-5]. Obtaining information from EPRs for research on quality of care has encoun-
tered, however, some obstacles, such as the problem of missing data in the EPR [6]. Pa-
rameters need to be entered first by general practitioners (GPs) into the EPR before they
can be extracted from that EPR. But GPs record data in the EPR when they think they are
useful for daily health care practice and research objectives are not on their mind. Hence,
the situation where parameters needed for quality assessment are missing in the electronic
patient record is frequently occurring. It is, for instance, known that data from home visits
are recorded much less in the EPR than are consultation data [7]. Devices are being devel-
oped in order to bridge that gap (e.g. PDA, tablet PC) but are still unsatisfactory in their
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use. In a context with various EPR software systems on the market such as in Belgium (cur-
rently about twenty different systems) bridging that gap is even more difficult. We have
also to keep in mind that in Belgium many GPs’ contacts are home visits (47% in 1999;
slightly decreasing over the last years) [8].

The challenge for health services researchers is now to evaluate the usefulness of data
obtained from the EPR for research, by taking account of these obstacles. Given the poor
recording rate for data from home visits in the EPR, one of the questions posed is whether
we need data from home visits for quality of care assessment, anyway. Currently, we have
no knowledge of a study having explored that aspect.

In this paper the research question is whether the information on the quality of care for
osteoarthritis in general practice is significantly different when home visits are not taken
into account compared to when they are. We believe this question is of high importance for
the implementation of data collection networks with the EPR for quality of care assessment
in general practice in countries where GPs’ involvement in home visiting is substantial. In
one study Belgium was identified as on the top of 18 European countries for GPs’ involve-
ment in home visiting, but also other countries had a relative high number of visits per
week [9].

If the answer to the above question is negative, then, in a first stage, the obstacle of the
poor recording rate of home visits in the EPR can be overcome very easily, by leaving out
data from home visits from the analysis for quality assessment.

1. Methods
1.1. Data Collection

At the Scientific Institute of Public Health (IPH) and with the collaboration of the two sci-
entific associations of GPs in Belgium and a university, a cross-sectional study on the
medical management of osteoarthritis (OA) in general practice was conducted in 2001 and
repeated in 2003, respectively called the first and the second phase. In both phases, data on
prescribed drugs were collected from patients with osteoarthritis of 60 years or above, who
contacted their GP over a period of five weeks, respectively from 05/02/2001 till
11/03/2001 in the first phase and from 10/03/2003 till 06/04/2003 in the second phase. Pa-
tients were included in the study independently of the place of contact, which was also reg-
istered during both phases (consultation at the surgery or home visit). GPs could choose for
collecting data either on paper registration sheets or through an extraction of data from the
electronic patient record, but the set of parameters collected was equal for both data collec-
tion methods. Details about the electronic data collection method have been described
elsewhere [10].

1.2. Quality Indicators

In 2001 and 2003, we calculated five prescribing indicators, which were designed to meas-
ure the accordance of the delivered care with the recommendations of evidence-based
guidelines for the treatment of osteoarthritis (quality indicators). Guidelines suggest that
OA treatment should not start with drugs. When a drug therapy is decided, paracetamol — a
simple painkiller without side effects at the recommended dose — is preferred to non-
steroidal anti-inflammatory drugs (NSAID). Because the latter have negative side effects,
especially on the gastro-intestinal and renal systems, repeat prescriptions should be
avoided. Finally, the added value of the last generation of NSAIDs (COXIBS) is still under
debate in the literature. The indicators assessed respectively, whether or not there was a
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Table 1. Quality indicators.

Indicator Numerator Denominator
Drug prescription  Patients with a drug prescription for All patients with osteoarthritis
osteoarthritis m the past month

Paracetamol Patients who were prescribed paracetamol All patients with a drug prescription for
osteoarthritis in the past month

NSAID Patients who were preseribed an NSAID All patients with a drug prescription for
osteoarthritis in the past month

Coxib Patients who were prescribed a coxib All patients who received an NSAID for
osteoarthritis in the past month

Repeated Patients who received a repeat prescription All patients who received an NSAID for

osteoarthritis in the past month

drug prescription for OA during the past month, the type of drug and the type of NSAID
prescribed for OA during the past month and whether or not the NSAID prescription was a
repeat prescription (Table 1).

1.3. Analysis

In order to respond to the research question, we took three steps in the data analysis.

In step one, only data obtained from GPs collecting data through the EPR-method were
taken and comparisons were made for the five quality indicators between the database con-
taining data from consultations at the surgery and home visits (pooled database) and the
database after removal of home visits (restricted database). The comparisons were made for
both phases of the study, separately.

We then, as a second step, switched to the data obtained from GPs having collected data
on paper sheets (the paper group) and carried out the same comparison for both phases.

In the third step, we made a longitudinal assessment of change in quality (difference in
prescribing indicators between the first and the second phase of the study) and compared
the results between the pooled and restricted database. We did this analysis only with data
from the paper group. We made adjusted estimates of change for the five indicators using
logistic regression with year of data collection, patient age, sex and severity of disease as
independent factors.

Our hypothesis was that results probably would not differ a lot between the compared
databases (before and after removal of home visits) for data obtained with the EPR-method
since a minority of the contacts will be home visits (due to poor data recording), while this
is very likely not the case for data obtained with paper registration sheets. By taking the
data from the paper group, with an expected higher proportion of home visits, we simulate
the ideal situation where EPRs contain a large amount of data from home visits. Therefore,
we proceeded to the third step in the analysis only for the paper group (the ideal situation).

The analyses were restricted to data from GPs who participated in both phases and only
the first contact with the patient was retained in the case a patient was seen several times in
the registration period. We used SPSS 11.5 for all analyses.

2. Results

Hundred eighty-three (183) GPs contributed data from both phases to the study. Respec-
tively in the first and the second phase data was collected for 7843 (5711 in the paper
group, 2132 in the EPR-group) and 7456 (paper: 5272, EPR: 2184) patients with os-
teoarthritis. The proportion of home visits slightly decreased between the two periods (50%
in 2001 versus 48% in 2003).
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Table 2. Comparison of quality indicators, pooled database (consultations at the surgery and home visits)
versus restricted database (home visits removed): EPR, 2001.

Indicator Pooled database Restricted P of Chi’
database
N Yo N Yo

Drug . 673 316 443 28.6 0.052
prescription

Paracetamol 136 20.2 74 16.7 0.143
NSAID 424 63.0 300 67.7 0.106
Coxib 62 14.6 46 15.3 0.791
Repeated 226 533 158 52.7 .866

Table 3. Comparison of quality indicators, pooled database (consultations at the surgery and home visits)
versus restricted database (home visits removed): EPR, 2003.

Indicator Pooled database Restricted P of Chi’
database
N %o N Yo
Drug 338 528 316 0.158
- 738

prescription

Paracetamol 148 20.1 9 17.4 0.239
NSAID 489 66.3 350 66,3 0.992
Coxib 122 249 96 274 0.419
Repeated 260 53.2 193 55.1 0.572

Table 4. Comparison of quality indicators, pooled database (consultations at the surgery and home visits)
versus restricted database (home visits removed): PAPER, 2001.

Indicator Pooled database Restricted P of Chi-
database
N Yo N Yo

Drug o 3541 62.0 1415 60.5 0.207
prescription

Paracetamol 1134 32.0 388 274 0.002*
NSAID 2131 60.2 944 66.7 0.003*
Coxib 421 19.8 200 21.2 0.362
Repeated 1055 49.5 450 47.7 0.347

Step one:

Respectively in the first and the second phase, only 27% and 24% of the contacts with pa-
tients in the EPR group were home visits. After removal of these home visits, the five com-
pared indicators did not change with statistical significance, not in 2001 (Table 2), nor in
2003 (Table 3).

Step two:

In the paper group, 59% of the patients included in 2001 were seen during home visits. The
proportion of patients taking paracetamol and those taking NSAID both changed signifi-
cantly after removal of home visits from the database (Table 4). In 2003 the proportion of
home visits was 58%. The results for drug prescription, paracetamol and NSAID were sig-
nificantly different between the pooled and restricted database (Table 5).
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Table 5. Comparison of quality indicators, pooled database (consultations at the surgery and home visits)
versus restricted database (home visits removed): PAPER, 2003.

Indicator Pooled database Restricted P of Chi
database
N %o N %

Drug o 3692 T0.1 1476 66,3 0.001*
prescription

Paracetamol 1771 47.9 630 42.7 0.001*
NSAID 201 54.4 9212 61.7 <0.001%
Coxib 713 355 332 364 0,620
Repeated 1163 57.8 497 54.5 0.092

Table 6. Logistic regression for change in 2001-2003, pooled database versus restricted database: PAPER.

Indicator Pooled database Restricted database
Adjusted* OR 95% C1 Adjusted OR 95% (1
change change

Drug 1.49 (1.37-1.62) 1.31 (1.16 — 1.49)
prescription

Paracetamol 1.9 (1,72-2,10) 1.97 (1.68 - 2.31)
NSAID 0.82 (0.74 = 0.90) 0.80 (0.69 - 0.94)
Coxib 2.30 (1,99 - 2.66) 215 (1.74 - 2.65)
Repeated 1.43 (1.26 — 1.62) 1.35 (1.12 — 1.63)

* adjusted for patient age, sex and severity of osteoarthritis

Step three:

As already mentioned this step is only carried out in the paper group. When the results were
compared between both databases, the adjusted odds ratios for change between both years
were at the same side of the 1-value, although the values of the odds ratios changed slightly
(Table 6). In the pooled database, the proportion of patients with a drug prescription for OA
in the past month had increased between 2001 and 2003. There was also an increase for
paracetamol use, coxib use and repeat prescriptions. On the contrary, the proportion of pa-
tients with an NSAID prescription had decreased. The same observations could be made in
the restricted database.

3. Discussion

As expected, home visits were widely underestimated (27% in 2001 and 24% in 2003) in
the EPR group. This may be due to poor recording of home visits data in the EPR. The high
rate of home visits in the paper group (59% in 2001, 57.7% in 2003) compared to that of
the literature [8] (47% in 1999) could be explained by the investigated population in this
study (the elderly).

When home visits were removed from the pooled database obtained through EPR-
extraction, the five indicators showed no statistically significant change in their results, in
both phases of the study. This observation could lead us to conclude that quality assessment
for osteoarthritis in general practice with EPR-data does not need to include data from
home visits. However, our observation in the EPR-group may be due to both relatively
small sample sizes (and hence a small power to be able to find differences) and the rela-
tively small contribution of home visits to the pooled database.
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Therefore, we carried out the same analysis with the database obtained by paper regis-
tration sheets (the paper group), in order to simulate the situation when home visits are well
recorded in the EPR and when many data are obtained through the EPR. In this way, we
rule out the two factors (small contribution of home visits and small sample size) that could
confound our findings.

In the paper group, the observation is somewhat different. In both phases, two indicators
(proportion of patients on paracetamol, proportion of patients on NSAID) did not have the
same results when home visits were removed from the pooled database. Only in 2003, this
was the case for the first indicator (drug prescriptions).

When only data are used from consultations at the surgery, the cross-sectional assess-
ment of the quality of care for osteoarthritis provided a slightly underestimated judgement.
Indeed, when home visits were removed, the proportion of paracetamol users (indicator of
“g00d” quality) and NSAID users (indicator of “bad” quality), respectively, decreased and
increased. A possible explanation could be that patients seen during home visits have a
relatively higher probability of multi-morbidity and therefore a more conservative drug
treatment is applied (drugs with less side effects). Further research is required to explain
our findings.

The direction of the trends in prescription for osteoarthritis was equal after removal of
the home visits (increase in drug prescriptions, paracetamol use, coxib use and repeat pre-
scriptions and decrease of NSAID), although the extent of the trends was slightly different
(we do not have a statistical measure of difference between the odds ratios). This means
that the overall conclusions for quality improvement (trends for paracetamol and NSAID
supported by the guidelines and trends against recommendations in guidelines for drug pre-
scriptions, coxibs and repeat prescriptions) were the same independently of whether or not
home visits were included.

Although this study is about a specific part of general practice (the management of os-
teoarthritis in the elderly) and in a context of high GP involvement in home visiting we be-
lieve it may be of interest to researchers using EPR-data from general practice in other
countries with the same context regarding the importance of home visits in primary care
and the same difficulties to catch data related to home visits. Even in Belgium, where more
than 40% of GPs’ contacts are home visits, these contacts may sometimes be withdrawn
without dramatically hampering the results of quality of care assessment studies.

4. Conclusions

Quality of care assessment with data obtained from the EPR of GPs becomes more wide-
spread. However, there are still many obstacles to be overcome, amongst them the cumber-
some inclusion of data from home visits in these EPRs. In this paper the aim was to test the
impact of leaving out home visits from the research database on the results of quality of
care assessment studies.

Analyses of drug prescription data from a study on the management of osteoarthritis in
the elderly have shown that a cross-sectional assessment of the quality of care may be
slightly different when home visits are excluded (the data suggested, quite unexpectedly, an
underestimation of quality when home visits were removed). On the contrary, the assess-
ment of quality improvement (change in quality indicators over time) did not lead to differ-
ent conclusions between whether or not home visits were included.

By using a large database with a high proportion of home visits, we have simulated the
situation where EPRs contain a large amount of data from home visits and hence the above
conclusions can be extrapolated towards the future. Including data from home visits in the
EPR should not necessarily be considered as high priority for carrying out studies of quality
improvement in general practice, using data obtained from EPRs.
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Abstract. Introduction: The Electronic Medical Records (EMR), used every day for
primary health care may constitute an instrument for gathering locally usable data to
improve the quality of care and, on a larger scale, be a basis of epidemiological data.
In spite of a policy of promotion of the EMR made by the Federation of French-
speaking Belgian “Medical Houses”, its use remains very marginal.

Methods: Eight Medical Houses, motivated by computerization of medical re-
cords have been met. Quantitative indicators of use of the EMR have been assessed.
A qualitative assessment of the resistances to computerization, and solutions which
can be brought, has been realized through the technique of the nominal group.

Results: The use of the EMR remains slight, allowing for exceptions. The pro-
posed solutions could be put together in 5 categories : ethics, training, search for
sense, practice and interdisciplinarity.

Discussion: The practitioners are willing to computerize if they get immediate
advantages (knowledge of their patients and their team operating). They expressed
the need of having a tool easy to use, that doesn’t make them lose time and that has
respect for their specificity of work and organization (interdisciplinary and self-
managed teams). They expressed the need of an external support, under the form of
adapted training and supervision for the data management. Ethical concerns (secu-
rity, data transfer, place of the computer in the relationship with the patient) are sur-
prisingly not present enough.

Keywords. MeSH: Belgium, Group Practice, Prepaid, Electronic Medical Records,
Databases, Software design, Attitude to Computers, Qualitative research

Introduction

The use of structured records for each patient in primary health care makes it possible to
follow his story for a length of time and, in theory, to work towards giving him the most
appropriated care. The epidemiological database which can be gained from the aggregation
of those individual records is considerable and can be valorised [1, 2], and constitutes the
base of a Health Information System.

The Federation of French-speaking Belgian Medical Houses (FMH) has been develop-
ing for some years an interdisciplinary Electronic Medical Record (EMR). It is established
in 40 French-speaking teams and 6 Dutch-speaking ones. The professional’s motivation to
enter in an approach of gathering clinical data from the consultations is determining for the
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durability of the action and the quality of the data. In spite of some different encourage-
ments and personalized teams meetings [3], the use of EMR seems to remain very slight,
and the quality of some collected data very insufficient in the sight of what could be done
[4].

The objectives of this work were:

To assess of indicators of the present use of the FMH’s EMR.

To define, with the participation of the users, the content of an action program for
Medical Houses with having in mind the removing of the resistances to the data collec-
tion in Primary Care through the use of EMR.

1. Methods

1.1. Setting

A two hours meeting on their workplace has been proposed to eight Walloons teams who ,
at their demand, had enjoyed in 2002-2003 actions of promotion of the use of EMR. All
accepted. Those teams had been on an inclusive basis financed by the insurance companies,
and they worked in self-management. The used software (PRICARE 3.2.23) records the
meetings with the patients under the form of contacts bound to one or more episodes of care
(ICPC-1 classified).

The meetings (May 2004) consisted, on the one hand, in a quantitative measure on their
database and, on the other hand, in a qualitative estimation of the resistances on the use of
the EMR and the solutions which could be brought. The technique of the nominal group,
validated for problem identification and needs, and for hierarchical organization of solu-
tions has been used [5, 6]. In order to work on a positive formulation of the problems, the
question was focused on the considered solutions: “How can we beat the present block-
ings to valorise the data our EMR can contain ?”

1.2. Quantitative Measures

Three quantitative indicators of the use of the EMR have been measured:

e The proportion of patient met in 2003 with at least 1 episode of care in their record,
which expressed the minimum frequency of use of the EMR.

e The number of episodes per patient during 2003, per profession, expressing the inten-
sity of use of the EMR.

e The comparison of the number of (sub)-contact noted in the EMR (recorded clinical ac-
tivities) with the number of performed acts (real activity), per professional area.

Those indicators have been previously standardized in 4 reference teams (further called
REF1 to REF4). The last two indicators have been confronted with the measures of Okkes
et al. [7] for the doctors.

1.3. Qualitative Analysis

The content of discussions and votes in nominal group have been fully transcribed. The
priority rank of the verbatims of each team has been calculated immediately by totalising
the points and has been discussed with the participants. The semantic content has been ana-
lysed later, and closely related with the objective data of the databases.
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2. Results

2.1. Indicators of Use of the EMR

2.1.1. Proportion of Patients met in 2003 with at least One Episode of Care in their Record

One team (Nr 7) has a very high frequency of use of the EMR (96%) and 2 others (Nr 4 and
6) have surpassed the stage of isolated testing and are probably rising users (61% and 49%).
The others have an occasional use or isolated users in their team (0.1 to 12%).

2.1.2. Number of Episodes Created by Patient during 2003

The intensivity of use varies between 2.3 and 3.6 new episodes per patient and per year in
the reference teams, a little more than in the measures by Okkes (1.3 to 2.5 new episode per
year, according to different countries). The two rising teams are also in that standard and
team 7 exceeds it (4 new episode per year).

2.1.3. Professions who Incode Episodes

Everywhere, the doctors are responsible for the creation of more than 95% of the episodes,
except in one team where physiotherapists does it nearly exclusively.

2.1.4. Proportion of Sub-Contacts with Patients Noted in the EMR: Table 1

Only team Nr 7 uses EMR to note consultations in every professional area. The behaviour
of practitioners of the reference teams is rather heterogeneous, specially by the paramedical
personal. A part of the doctors record more than in the measures by Okkes et al.

2.2. Analysis of Content of the Nominal Groups

We met 57 practitioners, among them 24 doctors, 12 receptionists, 6 physiotherapists, 6
administrative clerks, 5 nurses, 2 psychologists and 2 social workers.

The 178 verbatims produced by the 8 groups after the stage of clarification have been
classified in 5 categories of items; they split rather differently according to the teams.

Item “ethics”, 14 verbatims (lowest priorities): confidential aspect and data security,
therapist/patient relation to be protected, difficult relation of some therapists with medical
informatics.

Table 1.
Nr Team Doctors Physiotherapists Nurses
Incoded 2 Relation Incoded Relation Incoded - Relation
) Performe o Performe AR, Performe
sub- contacts  sub- contacts  sub- contacts
d acts d acts d acts
contacts /acts contacts /acts contacts [ acts
7 11408 5638 2.02 635 1252 0.51 197 626 0.31
REF1 10507 17595 0.60 2205 6182 0.36 0 4414 0.00
REF2 5534 3020 1.83 5 582 0.01 | 178 0.01
REF3 10890 8209 1.31 4313 3251 1.33 731 1515 0.48

REF4 13238 4938 2.68 620 1662 0.37 1534 1826 0.84
Okkes 1.1to 1.7
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[tem “training”, 21 verbatims (average priority): fundamental training to data process-
ing, forming to logical reasoning (supposed or real) of computerized records, practical or-
ganization of those formings: pleasant, continuous, on the spot.

Item “search for sense”, 49 verbatims (rank of priority in the high average): local out-
put, statistics, and desire for using them in plans aiming at increasing quality of care; possi-
ble data sharing, essentially to compare with other practitioners or for common actions;
specific forming to reach these objectives; a greater motivation: exchanges with happy us-
ers, explanation of the meaning of epidemiology, of public health.

Item “practice”, 72 verbatims (average to high priority). Half of it had to do with the
software improvement. The other half concerned solutions linked to the internal organiza-
tion or to the time spent to the use of computers (training, data recording).

Item “interdisciplinarity”, 21 verbatims (high priority): a better coordination between
professional sectors, work where everyone feels supported by a collective effort, carrying
out of projects.

3. Discussion

Data collection in a regional epidemiological aim is a short range objective accessible to
some teams. Its quality must still be validated.

A local use of the consultation data in the aim of quality of care improvement should be
generalized. The practical solutions imagined by the teams we met may constitute the basis
of a support action program.

3.1. Results of the Intervention

The quantitative measures on the databases of the visited teams have confirmed the slight
use of EMR. Three teams on eight however have made the first step towards a computeriza-
tion of their data and this on various stages; an interdisciplinary use seems possible.

Those teams forms a rather heterogeneous unity as for the solutions they viewed, the
priority stage they gave them. Moreover, this little sample only included teams that were
very motivated by computerization. The collected results must be considered as a qualita-
tive reflection of the blockings. The measure of quantitative indicators in the reference
teams showed differences in behaviour between practitioners: the use rates of the EMR
when consulting and the effective interdisciplinary use are rather varying.

3.1.1. The Practical Side

The very great number of requests viewing the software improvement conveys a certain
exasperation of the users. The fear of loosing time because of data processing is very pre-
sent, specially during the consultation and, to a lesser degree, in forming.

The teams have identified their forming needs, first in basic informatics, then in the
logic of medical informatics. The wish of forming to exploit the data strengthen the need of
a structured and codified information. The reluctance of using classifications, found in my
experience [3, 8] as in literature [9], hasn’t been expressed any more in the nominal groups.

3.1.2. Motivation and Interdisciplinarity

Three points mark the original feature of Belgian Medical Houses. There is a strong de-
mand to see the outcome to learn things about the served patients or about the team organi-
zation. This strengthens the importance of the local loop for the quality of collected data

2].
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The internal organization of the teams has been recognized as one of the brakes. The
self administrative way of working can raise the number of responsible persons of being
convinced of the validity of changes [10].

The wish of a local data sharing with a software oriented towards the pure medical lo-
gics generates frustrations by the paramedical personal. In those self-managed interdiscipli-
nary teams, what is at stake is as important as having a common language and objectives
[11] as those of the liberal networks of home-coordinated care [12]. The data sharing
clashes with the differences between the members: facing the technique, facing motivation,
facing available time.

3.1.3. Ethics

As far as the security of the data is concerned, half of the teams seems to have no worry,
and that is disturbing. The flaws in security are potentially more important in a bigger net-
work [13]. The question of data transfer for an epidemiological use has not been evoked.
The place given to the computer in the relationship with the patient doesn’t take an impor-
tant place in the present worries, but most of the teams are not confronted with this prob-
lem.

3.2. Action Proposals to be Developed

If the objectives are partly shared, the needs of the teams can, at a given moment, clearly
differ. The ideal is to create conditions of a distinctive accompaniment in a whole move-
ment.

An audit of the situation of each team before computerization would be useful: knowl-
edge, attitudes and practices of the members, equipment, pursued objectives, time of bring-
ing it to play and available funding. The planning of changes can be inspired by existing
programs [14], and the logical follow-up consists in giving that allows solving of identified
problems.

The practitioners expressed the need of having a tool easy to use, that doesn’t make
them lose time and that has respect for their specificity of work and organization (interdis-
ciplinary and self-managed teams), or it will create a deep-seated allergy to machines [15].
It must propose typical interfaces for paramedical professions, structured around the central
point of record: the patient’s list of episodes. To reach the aim, the users must be more
closely associated to the different phases of development.

The practitioners are willing to computerize if they get immediate advantages (knowl-
edge of their patients and their team operating). In spite of a software that is often consid-
ered as unapproachable, some teams already use the EMR and treat data. A widely spread
information must make it possible to show the obtained results and their impact on practice,
as the met difficulties.

The users expressed the need of an external support, under the form of adapted training
and supervision for the data management. The forming persons must get closer to their
needs and demands, meet them on their workplace. The failure met by the participants, re-
luctant to accept “glorious” predictions of a radiant future, can be discussed [16, 17].

A support structure has to be made operational, so that it will be possible to propose
wholes of requests which give answers to the most frequent questions. If necessary, this
structure should also be able to process the data and advise the pertinence of collecting this
or that parameter or indicator. The British and Dutch efforts which have been accepted in
the 80s in collaboration with the professional organizations [18, 19, 20] have ended-up in
large scale projects which favour the data collection in primary care and its feed-back to-
wards the practitioners [21, 22]. The Belgian situation is less favourable, but is developing
at the moment in the right direction [23, 24, 25].



M. Vanmeerbeek / Exploitation of Electronic Medical Records Data 47

The basic principles of computerized data security are different from those which are
applicable to a room with files on a note trolley [26]. A piece of information about security
strategies, procedures and official requirements is all the more essential since the demand is
weak.

4. Conclusion

The practitioners are willing to improve the quality of care through self evaluation or pro-
jects. Specific tools and training have to be developed and proposed. Professional organiza-
tions and authorities have a leading part in developing this quality improvement.
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Abstract. The PropeR project studies a genric combination of an electronic health
record (EHR) and decision support software (DSS). This study comprises different
medical domains. GOAL — develop a distributed EHR system that is flexible enough
to be used in different domains without major modifications. METHODS — use of
standards and standardized specification and available open source components to
develop an EHR system that meets the goals. RESULT — PropeRWeb is a generic
webbased EHR system that is flexible enough to easily accommodate different do-
mains. DISCUSSION - discussion of some of the problems encountered in the de-
velopment of the EHR system.

Keywords. Computerized Medical Records Systems, Systems Integration, Software
Design, standards, components, open source

Introduction

The PropeR project [1] started in 2000 to study the combination of decision support soft-
ware (DSS) and an EHR in two settings. The first setting is the domain of stroke patients
receiving rehabilitation in their home environment by a multidisciplinary team of primary
care therapists [2]. The second setting is the protocol based treatment of AML (Acute Mye-
loid Leukemia) patients in the hematology department of the Maastricht Academic Hospi-
tal. This article focuses on the development of the EHR system.

1. Goals

The first goal in the project was identified as the development of an EHR system that would
meet the needs of the primary care team, but at the same time would be flexible enough to
be adjusted for the other subproject without major adjustments. This EHR system had to
meet the following requirements:

e accommodate data from multiple disciplines;

e extendable to connect to a decision support (DSS) component;
e integrate data from various data sources;

e available at various locations;

e standards-compliant;

e allow a change of domain without major modifications;

e be robust enough to last beyond the scope of the project.
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2. Methods

Research showed that, at the time, there was no system that would meet all our require-
ments. We therefore decided to build our own. We focused on the use of the OMG HDTF'
specifications Person Identification Specification (PIDS) and Clinical Observation Access
Specification (COAS) [3, 4] and the use of open source components to speed up the devel-
opment process, while still allowing the extension of the software for the necessary connec-
tion to the DSS component.

The OMG HDTF specifications provide a generic interface to various servers. This
simplifies the implementation of integrating various data sources. By separating patient
demographic information in PIDS servers and medical data in COAS servers, not only the
privacy of the patient is enhanced, but the medical data is also automatically anonymized,
which makes them more readily available for research. The OpenEMed implementation of
PIDS and COAS is generally recognized as reference implementation of the OMG HDTF
specifications.

To further standardize the data modeling we used the archetype specification of the
OpenEHR project [5, 6]. Archetypes are machine readable definition of medical concepts,
roughly equivalent to HL7 templates. By constructing archetypes from generic building
blocks, which can in turn be stored in a generic database, it is possible to delegate the defi-
nition of medical concepts in archetypes to medical specialists. The generic software for
handling archetypes can then be built by software specialists. Development of archetypes
and software can then be done in different paces. This principle can be identified as a
“Separation of Disciplines”.

Study of COAS and archetypes learned that the two specifications are complementary:
where COAS defines structure, archetypes define content.

The architecture of the system is service-based. Three layers can be recognized:

e A back-end containing the PIDS servers and COAS servers with their respective data-
bases,

¢ A middle layer containing the kernel and the archetype definitions and

e A presentation layer handling the user interaction.

3. Results

The resulting system, named PropeRWeb, is a webbased system written in Java. Figure 1
shows a schematic view of the system.

The OpenEMed [7] PIDS and COAS servers are used as data services. The middleware is
currently implemented using the open source OpenORB, which is CORBA-based.

The Cocoon Framework [8] is used for presentation and user interaction. The client side
of the system consists of nothing more than a web browser. A recent version of the browser
is requested to allow proper handling of the javascripts that are used to improve user friend-
liness.

The kernel (grey in Figure 1) was developed in-house. It handles the connections to the
PIDS and COAS servers and manipulates the archetype definitions to either convert them
to a Cocoon-compliant structure for user interaction or a PIDS or COAS-compliant struc-
ture for storage or querying and retrieval. There are two separate repositories for archetypes
and for forms. A PropeRWeb form is defined as a container for one or more related arche-
types. It is complemented with screen representations for review and editing of the informa-
tion in the archetypes. As figure 1 shows both archetype definitions and form definitions
are stored outside the kernel. They are implemented as XML documents. It is therefore pos-
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Figure 1. Schematic view of PropeRWeb, with the kernel (in grey) in more detail.

sible to replace the archetype and form definitions of one domain with those of a com-
pletely different domain with hardly any modifications to the software. Although not shown
in Figure 1, the screen definitions are also stored as external documents which also allows
for easy modification of the user interface.

The system was tested on various operating systems such as Windows 2000, Windows
XP, Linux in various flavours and Mac OS X. In all situations the system worked as ex-
pected and proved to be stable.

4. Discussion

The development of an EHR system based on standards and components, preferably using
existing open source, turned out to be more complex than expected:

e The OMG HDTF specifications PIDS and COAS have a steep learning curve and it
takes a considerable amount of time to appreciate the full implication of the specifica-
tions.

e The archetype specification is very elaborately documented but is also an elaborate
specification that could not be readily implemented in the course of the project.

e Another issue we came across when defining archetypes was the level of granularity of
the concepts to be defined.

e  We used the components of the open source projects OpenEMed and OpenORB. They
proved to be of excellent quality and the lack of extensive documentation was compen-
sated by the adequate responses from the communities. Still, since both are complex
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projects implementation required quite some time to study and get familiar with the fea-
tures and the concepts.

e Using existing software, as opposed to tailor-made software, means that the provided
functionality might not fully cover the requirements. This was true for OpenEMed.

e At first the presentation layer was developed with Java Server Pages (JSPs). As devel-
opment progressed the distinction between the presentation layer and the kernel disap-
peared.

In the current version, these issues are addressed as follows:

e We simplified the implementation of archetypes to the simplest possible definition. This
reduced the time necessary to fully implement all aspect of the archetype specification
as well as remove some of the complexity that could lead to errors.

e This simplification also lead to the conclusion to define archetypes at the lowest level of
granularity possible, i.e. that of the medical concept. This would also promote the reuse
of identical medical concepts in various forms.

e When the first implementation using JSPs was not flexible enough for the increasing
complexity of the PropeRWeb system, a major rewrite was necessary. Rather than using
the same techniques, we decided to use Cocoon which provided a much richer presenta-
tion framework than we could ever have built in a short time, yet allowed to scale it
down to a simple application.

e Both OpenEMed and Cocoon are used in various other projects, which contributes to
the generic nature of the software. Where possible we redesigned the necessary func-
tionality to use the software of both projects with as few modifications as possible. For
OpenEMed we proposed an extension we needed. The Cocoon community itself added
code that would make the integration of the PropeRWeb kernel easier.

5. Lessons Learned

Building an EHR system based on standard and components is not as straight forward as
one would assume. From the development of the PropeRWeb we learned:

e Although specifications are elaborate and well documented, actual implementation in
software reveals the ambiguities and problems.

e Designing software, especially in a research setting, cannot avoid running into unfore-
seen problems during implementation. Rather than trying to fix the problems with the
least possible change in design and/or code, a complete rewrite using different tech-
niques often results in a much better quality and flexibility of the software and justifies
the learning curve and the extra time necessary to get acquainted with the new tech-
niques.

e Software for healthcare is very specific and more complex than a counterpart in another
domain. It is therefore not possible to simply assume that time and effort required to
develop e.g. a banking application is equal to developing a similar application for
healthcare.

e Using complex open source projects such as OpenEMed and Cocoon requires either
extensive documentation or an active community. If one or both are present all the ad-
vantages usually stated in a discussion on open source are true. If both lack, it depends
on the perceived quality of the software and the ability of the user to interpret the source
code, whether there is an advantage.
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6. Test Plan

Although the first version of PropeRWeb proved to be stable on multiple platforms, we in-
tend to repeat this test with the Cocoon version. Simultaneously the flexibility will be tested
by defining a different set of definitions for the AML domain. Finally the functionality of
the software will be tested by both primary care users and the team at the hematology de-
partment.

Endnotes

! The OMG HDTF is the Object Management Group’s Healthcare Domain Taskforce. The OMG is an inter-
national, open membership, not-for-profit consortium that produces and maintains computer industry specifi-
cations for interoperable enterprise applications (http://www.omg.org). Virtually all large companies in the
computer industry are members.
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Abstract. Medical decision support systems will only be accepted by the medical
community if properly evaluated. However, little attention has been given in the sci-
entific literature to the topic of how to incorporate evaluation issues into the design
of a decision-support system. In this paper, we describe work in developing a deci-
sion-support system that is intended to support the management (diagnosis and
treatment selection) of ventilator-associated pneumonia in patients. From the begin-
ning of the development of this system, we have taken care to incorporate evaluation
issues into the design of the system. In the paper, we analyse the problems that need
be taken into account when evaluating a system. Next, we describe the consequences
for the functionality of the system.

Keywords. Decision-Support System, Decision Theory, Bayesian Network, Evalua-
tion Biases, Ventilator-Associated Pneumonia, Antibiotics, Intensive Care Unit

Introduction

The management, i.e. the diagnosis and the selection of optimal treatment, of disorders in
critical care is a challenging task, as patients are usually severely ill and often have a num-
ber of concomitant disorders; thus if treatment is delayed this may be the cause of death of
a patient. Diagnosing a disorder is in particular difficult if there are few signs and symp-
toms that are typical for the disorder and if a disorder does not occur very frequently. Fur-
thermore, selecting optimal treatment is difficult as there is normally no time to wait with
instilling treatment until the results of laboratory tests become available. This is, for exam-
ple, the situation with ventilator-associated pneumonia, or VAP for short. VAP is a form of
pneumonia that occurs in patients whom are mechanically ventilated in critical care units,
with signs and symptoms, such as high body temperature and high numbers of white blood
cells (leukocytosis) that are shared by many other disorders critically ill patients may have.
Hence, diagnosing, and therefore also treating, VAP is difficult. This has implications for
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the management of patients with VAP, as it is quite unlikely that Intensive Care Unit (ICU)
doctors are able to identify this disorder reliably, and prescribe optimal treatment. It is
therefore believed my many clinical experts in the field of VAP that ICU doctors need
some form of decision support.

In this paper we describe our work in the design of an architecture for a decision-
support system (DSS) that allows evaluating the efficacy of use of the system in a critical-
care environment. It is argued that in developing a DSS for clinical use, more attention
should be given to evaluation issues than currently is the case. However, the wish to evalu-
ate a DSS has also consequences for its user interface and organisation. In this paper we
relate general considerations found in the literature on evaluation to an actual architecture
of a DSS.

The structure of the paper is as follows. In the following section, previous research in
computer-based clinical decision support is described. In Section 3, the problem of the
management of VAP is described and the model that underlies our DSS is summarised in
Section 4. In Section 5, we analyse considerations with respect to evaluation for the archi-
tecture of the DSS. The resulting architecture is subsequently described in Section 6. The
paper is rounded off by some conclusions.

1. Previous Research

Over the last decades, much progress has been made in diagnosing and treating disorders in
patients. The medical community itself has introduced clinical guidelines as a vehicle of
quality improvement and control, and an increasing number of clinical guidelines have be-
come available. Modern clinical guidelines are evidence-based, i.e. based on results re-
ported in the scientific literature, and are meant to support clinicians in their decision-
making process. These clinical guidelines may contain cost components, organisational as-
pects and aspects for implementation. The main purpose of a clinical guideline is to provide
a standard that allows for all physicians to generalise the management of patients with a
specific disorder or illness and to reduce variation between physicians [2]. However, very
few physicians use a guideline when it is available on paper only. Computerising these
clinical guidelines eases their use, but most guidelines are designed with use on paper in
mind, and it is therefore not straightforward to convert them into executable form.

An alternative to quality improvement of clinical care is being offered by DSSs. In con-
trast to medical guidelines, medical DSSs are normally computer-based from the start and
thinking about the design of such systems involves taking into account how computer-
based systems can best offer support to the clinical user. These computer systems contain
medical knowledge provided by medical specialists, but can, of course, also be evidence-
based as modern guidelines. By helping physicians in their management process, a deci-
sion-support system aims to enhance patient outcomes.

There are many ways in which a DSS can be constructed. As the management of pa-
tients with a disorder involves uncertainty, due to the fact that the state of the patient is in-
completely known, and tradeoffs between pros and cons of various treatment modalities,
we think that Bayesian networks combined with decision theory offers the most suitable
basis for such systems [3].

2. The Problem: Incorporating Evaluation into the Design of a DSS

Most medical DSSs are designed and developed taking only into account their final use.
However, it has been stated again and again that for DSS to be accepted by the clinical
community it is essential that they are properly evaluated. This will have implications for



56 S. Visscher et al. / Incorporating Evaluation

the functionality and organisation of a DSS. For example, to obtain faithful evaluation re-
sults it is necessary that a DSS does not influence the decisions made by a clinician.
Clearly, this requirement contradicts the final use of a medical DSS, which is expected to
support clinical decision making, and thus to improve and change the clinician’s decisions.
The question, therefore, arises to what extent evaluation requirements are compatible with
the intension to produce a final working system, and to which extent incorporated evalua-
tion facilities restrict use of the final system. These questions are being addressed in this
paper for the specific system we developed for the management of VAP.

3. A DSS for VAP: its Underlying Bayesian-Network and Decision-Theoretic Model

The DSS for the management of VAP we developed is based on a Bayesian network and
also incorporates a decision-theoretic part to make treatment choices. We will only provide
a brief summary here; a more detailed description of the Bayesian network and decision-
theoretic model, including a motivation for their structure and content, is given in Ref. [7].

A Bayesian network consists of two parts: a qualitative part, i.e. the structure of the
network including all relations between the variables, and a quantitative part, i.e. condi-
tional probabilities P(X | pa(X)) for each variable X associated with a vertex V, where
pa(X) stands for the set of variables associated with the parents of V. The model for the
management of VAP consists of a diagnostic part and a prognostic part. The structure of the
diagnostic part is concerned with the diagnosis of VAP, based on the patient’s clinical
signs, the duration of stay in the hospital and whether or not the patient is mechanically
ventilated. To be able to identify the bacteria, which may have been the cause of the pneu-
monia, the process of bacterial colonisation as taking place in the ICU has also been mod-
elled. For the construction of the quantitative part, the infectious-disease expert had to es-
timate all conditional probabilities. The prognostic part of the Bayesian network is intended
to provide information about the most effective combination of antibiotics, i.e. it is used to
determine optimal coverage for VAP. As determining the optimal treatment uses decision
theory; the VAP expert was asked to provide utilities for all sensible combinations of anti-
biotics, taking into account presence and absence of VAP, side effects, financial costs and
antimicrobial spectrum.

The global structure of the resulting Bayesian-network model is shown in Figure 1.
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Figure 1. Global structure of the Bayesian-network model for VAP; single-lined boxes stand for sets of
variables, and antimicrobial therapy is the decision variable.
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4. Design of an Evaluation Study of the DSS for VAP

There are a number of issues that must be taken into account when evaluating a DSS. These
issues are described here. We also describe how a resulting system can be evaluated. Sub-
sequently in Section 6 the consequences for the architecture and functionality of the DSS
are discussed in detail.

4.1. Evaluation Biases

When using a DSS in a particular user environment, such as the management of a disorder
in an ICU, evaluation results may not faithfully reflect the reality due to unknown system-
atic effects. These confounding effects, or biases, have to be taken into account before de-
signing an evaluation study. Known types of biases include [1]:

e The volunteer effect: doctors who volunteer to use the system perform better than
others. A possible explanation for this effect is that a volunteer is probably more
willing to use the system than someone who is not volunteering;

e The assessment bias: knowledge of gold standard or system output may influence the
user’s decisions. Since there is no real gold standard for the management of VAP,
this does not apply. However, when taken into account the system’s output, the
judgement of a doctor might be influenced by it.

e The Hawthorne effect: clinical performance improves if clinicians know they are be-
ing studied.

e The checklist effect: performance improves if clinicians use a checklist. When using
a checklist, a clinician is reminded of the factors that are considered relevant in, for
example, diagnosing a certain disorder. This may cause improvement in clinical per-
formance.

Clearly, when evaluating a DSS these biases cannot be ignored, but should be addressed
somehow. We will do so in the following.

4.2. Design of the Study

Considering the discussed evaluation biases, we designed the evaluation study for the sys-
tem as follows. As the Hawthorn effect is difficult to avoid, we will ask al// ICU doctors to
use the decision-support system. By doing so, we make the assumption that all doctors be-
have like the employees in the Hawthorne factory [8]. Thus, in case usage of our DSS
causes a change in diagnostic behaviour, we in a way take into account this bias, as it has
been incorporated in all performance measurements. We eliminate the volunteer effect: in
this study, as every ICU doctor is expected to use the system when is not particularly reluc-
tant to use the system. As the three ICUs of the University Medical Centre Utrecht that act
as our study environment use an electronic patients record system, the doctors are already
used to the deployment of a computer-based system in the patient-care process. By making
sure that the system does not give an advice concerning a patient before having asked the
doctor to enter his or her expert opinion, the possibility that the doctor’s original opinion is
influenced by the system’s output is eliminated.

5. Resulting DSS for VAP
The decision-support system that is described in this paper is intended to be operating

within the ICUs of the University Medical Centre Utrecht. Building the system, we had to
take the evaluation biases, described in the previous section, into account. As such, it is
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necessary that the system is integrated with the clinical information system that is used in
the ICUs. This system is a full-fletched system that functions as an electronic patient re-
cords system (EPR). As no paper patient records are used any more within the three ICUs
deploying the EPR, this system contains a wealth of patient information which can be ex-
ploited for decision-support purposes.

5.1. Components of the System

The front-end of the DSS consists of a graphical user interface (GUI) with pop-up menus,
tables and some graphics, allowing clinicians to enter patient data and to inspect patient
data, mostly in textual form, but sometimes — for certain laboratory data — in graphical
form, as a time plot. The back-end is a relational database management system, which is
linked to the EPR system’s relational database system. This not only offers modern facility
for secure data storage, updating and retrieval, but also a Structured Query Language (SQL)
interface, allowing external systems access to the data.

It was decided to develop a separate user-interface for the decision-support system in
particular because this makes separate development possible. We used modern distributed
information system technology, in our case Hypertext Preprocessor (PHP). PHP is a server-
side HTML-embedded cross-platform scripting language, which allows one to generate
content of HTML pages dynamically.

PHP is actually used as the language to link various parts of the system together. The
majority of the functionality of the system is offered by a commercially available Bayesian-
network and decision-network package, which is used in our project to implement the in-
ference engine for the decision-support system. This part of the system processes patient
data, and offers various types of advice based on the results computed after instantiating the
Bayesian network model of VAP with the patient data. This advice is presented to the user.

The final components for the system are an HTTP server, and a Web browser. The
HTTP server that is used in the project is Apache. The Web browser acts as the user inter-
face to the decision-support system.

The architecture of the system is visualised in Figure 2.

5.2. Added Facilities for Evaluation

For every patient who is mechanically ventilated, the doctor is asked for his or her expert
opinion. When a VAP is concerned, also the prescribed antibiotic or combination of antibi-
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Figure 2. Global architecture of the system.
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Figure 3. A screenshot of a form that is part of the DSS representing symptoms of the patient.

otics is filled in, including the motivation for this choice. Following this, a form is shown,
representing the patient’s clinical details. See Figure 3 for a screenshot of this form. These
values are pre-selected from the clinical database and, when the doctor disagrees, he or she
can change them. This form, or checklist, might be a confounding factor. Unfortunately,
measuring or expressing this effect is difficult, if not impossible. But since all physicians
are expected to fill in the checklist, measurement of the effect is not necessary. After the
physician has filled in the checklist, a management advice is presented to the user at ran-
dom, i.e. on average in 50% of the consultations of the system an advice is obtained and in
50% of cases, no advice is being offered. The advice, if being offered, includes the likeli-
hood for the patient of having VAP and the optimal treatment for possible colonisation of
the respiratory tract. By doing so, we are able to compare the two groups of doctors who
were or were not presented with an advice. Only when the system’s advice is presented, the
doctor is asked again whether he or she suspects the patient having pneumonia, and which
therapy, i.e. combination of antibiotics, he or she wishes to prescribe, taking into account
the system’s advice. In this way, we are able to see if the physician changed his or her
judgement after the presented advice. One possibility is that the physician has become more
aware of some important symptoms of the patient, so that he or she revised the earlier
judgement. Another possibility is that the physician did not change his or her decision after
the system’s output, simply due to ignoring the advice or because filling in the symptoms
did not change the physician’s view regarding the patient. From this we can draw conclu-
sions concerning the influence of the system’s advice on the physician’s judgement.

6. Conclusions
Medical decision-support systems are meant to assist clinicians in the difficult process of

medical management. As was argued, the availability of medical decision support is even
more crucial in a critical care environment, as mistakes made by doctors usually have dras-
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tic consequences for the patient. However, certainly in critical care environments doctors
are reluctant to use DSS that have not been evaluated clinically. We have, therefore, taking
an actual DSS that supports the management of VAP as an example, developed a medical
DSS environment that incorporates facilities for clinical evaluation. The reasons for includ-
ing these facilities were motivated. We believe that more attention should be given to
evaluation issues, when developing medical DSSs than has been done so far. When these
evaluation issues are incorporated into the design of a decision-support system, it is possi-
ble to perform a reliable evaluation of such system by its users even when using it in a real-
life setting.
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Abstract. Operating Room (OR) information systems should manage the OR time,
assigned to every surgeon, thereby minimizing the sum of costs of unused OR time
and minimizing the costs of elective cases performed outside normal allocated OR
time (excess OR-time). The aim of this paper is to illustrate how the introduction of
an OR information system influenced daily OR activity performance.

Since January 2001, we introduced an OR information system with a visual, air-
port-like, screen as central part, displaying all scheduled OR activity linked in real-
time activity with all OR theatres. For the aim of this paper, we compared all data of
OR activity for elective abdominal surgery (EAS) for the first half of 2000 com-
pared to the first half of 2001, after the introduction of our information system.

In 2000, 764 elective cases were performed, compared to 815 cases in 2001. For
both periods, the total OR time allocated to EAS for this 6 months period was 805 h.
For 2000, the total duration of OR activity for EAS was 1044h50min (implicating
239h50min over-time), compared to 1127h35min (implicating 322h35min over-
time) for 2001. For 2000, we recorded 147h20min excess time (=exceeding the time
limits of OR activity and inducing extra costs) and 46h45min unused OR time. For
2001, we recorded 123h04min excess time and 35h21min unused time.

In conclusion, in 2001 we recorded an increase in total OR activity for elective
abdominal surgery by 7% in number of procedures and by 8% in total duration.
However, in 2001 we recorded a decrease in excess time by 16% (123h04min vs
147h20min), which was for a large part due to a 23% decrease in unused OR time in
2001 compared to 2000 (35h21min vs 46h45min). Therefore, the introduction of an
OR information system, with a real-time visual display of ongoing OR activity, re-
sulted in a increased performance of OR activity, with more OR procedures per-
formed despite less excess time and less extra costs.

Keywords. Operating Room, Information Management System, Operating Room
Efficiency

Introduction

Operating room (OR) activity plays an important and sometimes pivotal role in the finan-
cial budget of the total hospital activity [1]. Therefore, it is of utmost importance to acquire
an accurate and up-dated information on the structure of overall OR activity costs. A lot of
published data analyzed the exact structure of these total OR activity costs. They revealed
that not the direct costs (such as medication, material, etc...) but the indirect costs take the
largest part of the total OR budget. These indirect costs contain all fixed (administrative
support, buildings, technical support) and semivariable (nursing staff) costs and are for
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most of them not directly related to the incurred number of OR procedures [2,3]. Therefore,
not the number of OR procedures, but the efficient use of OR time is the major factor of
total OR activity costs. Every minute of OR time used or un-used is the main determinator,
as every minute of maximally staffed OR time costs a lot of money, especially if there is no
financial return in case no OR procedure is performed. Therefore, every available minute of
OR time should be optimally utilized in order to guarantee an optimal OR efficiency.

OR information systems should — in order to support an optimal OR efficiency — be able
to allocate (by scheduling and by managing) the optimal amount of OR time for every sur-
geon in order to minimize the sum of the costs of the unused OR time and to minimize the
costs of elective cases being performed outside their normal allocated OR times. Optimal
OR efficiency should by guided by an OR information system enabling centralized schedul-
ing, daily management of OR activity and posthoc evaluation of OR activity by analysing
all registered data in balanced scorecards [4,5].

In the present paper, we describe how the introduction of such an OR information man-
agement system influenced the efficiency of our daily OR activity.

1. Methodology
1.1. General Methodology

Since January 2001 we introduced a dynamic informatisation tool (Operating Room Man-
agement module) as a guide to everyday’s OR management in 16 operating theatres at 3
different sites (Ziekenhuis Oost-Limburg with campus St Jan in Genk, campus André
Dumont in Waterschei and campus St Barbara in Lanaken). ORM-m is part of the Yuse
Matrix Box, which is an integrated cross-department software package for hospital’s pri-
mary care processes. The Operating Room Management module is one of their departmen-
tal modules that, next to its primary objectives of providing a guide to OR management,
also provides access to all underlying functionalities (electronic orders, planning and ap-
pointments, medical records and medical archive). The key component of the Operating
Room Management module is an airport-like screen, displaying all scheduled OR activity
pro OR theatre, linked in real-time activity with all OR theatres, where predefined tracking
events (especially start (in) and end (out) of operation) are captured. As already described,
we implemented this OR information system, as part of this central hospital information
system, with interactive link to all administrative, all medical and all nursing data available
in the hospital.

In order to realize the dynamic features, necessary for optimal OR efficiency, the OR in-
formation system was build around 3 major parts, consisting of centralized electronic
scheduling of all OR procedures, daily management of all OR activity and balanced score-
cards.

1.2. Centralized Electronic Scheduling of OR Procedures by OR-Planner

First, the ORM-m contains an interactive centralized electronic scheduling of OR proce-
dures (OR-Planner), by offering a general OR agenda assigning allocated block times for
all surgical groups [6-10]. From their surgical booking offices (as well in- as out-doors the
hospital) surgeons enter all necessary information (for patient and procedure) concerning
the actual scheduling of an OR procedure into the OR-Planner. In the same time, this
scheduling evenso enables to reserve the patient’s bed (in-hospital facility — short- or long-
stay- or day clinic facility). All information provided by the surgical scheduling is readily
available for the OR management staff and is displayed on a dynamic “airport”-screen, as
part of the OR information system.
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1.3. Airport-Screen as Management Tool to Daily OR Management

Secondly, during daily OR-activity, the ORM-m guides, by the means of a visual display
screen, daily OR management by real-time registration of all OR “times” in all OR theatres
[11,12]. This implicates an automatic registration of patients entering the operating room
(in OR) and patients leaving the operating room (out OR). These “in-out” registrations
provide the central OR-activity display (airport)-screen with updated information on actual
activity. The difference in time between out OR and in OR results in the total real OR time
registered for every OR procedure. The knowledge of the real total OR time registered for
each OR procedure is an essential element in determining optimum OR utilization [11].

Next to time registration, there is also an electronic registration of all OR materials and
medications, used during the OR procedure. This automatic registration is linked to the in-
formation system supporting the activity of the pharmacy department. At time of schedul-
ing, all necessary OR medications and materials are predefined, referring to the specific OR
profile (=surgeon + specific OR code). These predefined defaults are prepared at time of
scheduling and are automatically transmitted to the pharmacy department. At the end of the
operative procedure, these defaults are confirmed or are modified, and then final confirma-
tion and facturation by the pharmacy department can be immediately performed [13].

A central displayed airport-screen offers an immediate overview of current, passed and
to-be-performed OR-activity. This central screen is connected to the automatic time regis-
tration performed in all OR theatres (at 3 different sites) and offers an immediate up-dated
view of ongoing OR activity. This dynamic screen offers moreover the possibility to a rapid
scheduling (by the OR management staff) of urgent (or semi-urgent) procedures, and to a
user-friendly re-scheduling of procedures from the central airport-screen, without the ne-
cessity to enter into the respective surgical booking modules (OR-planner).

The airport-screen also displays all necessary information on hospital admission (spe-
cific surgical ward), pre-operative anesthesia-screening, post-operative ICU admission
etc.... by simple visual effects (icons) displayed on the screen. It also provides an immedi-
ate link to all medical results, protocols and documents of the respective patients (e.g. ac-
cess to digital x-ray data readily availably to the surgeon in the operating theatre).

This dynamic overview of OR activity is available as a central information system
through all hospital departments that have any connection to OR activity, e.g. surgical
wards, postanesthesia care unit, intensive care units, day clinics, pharmacy department,
sterilization department.....[ 14]

1.4. Analysis of all Registered Data in Balanced Scorecards

Thirdly, at the end of a day of OR activity, all registered data on OR utilization become
available. These raw data are analyzed by pre-defined queries to obtain immediate balanced
scorecards. In the same time, any significant change compared to previously obtained re-
sults, is automatically analyzed, in order to anticipate or to immediate intervene in case of
any trend change. These balanced scorecards are generally divided into operational and
quality balanced scorecards. The operational scorecards include information on the number
of surgical interventions / OR code / surgeon; the average case duration / OR code / sur-
geon; the utilization ratio / surgeon / surgical block time; the scheduled versus the actual
case duration / OR code /surgeon; the excess-time / surgeon / surgical discipline; the under-
utilized time / surgeon / surgical discipline. The quality balanced scorecards offer as well
quality insights for patient’s well-being as quality insights into the surgical procedures
themselves.

The immediate availability of readily interpretable balanced scorecards offers an unique
opportunity to immediate fine-tuning of OR management, in view of any changes influenc-
ing the overall OR activity and efficiency [15].
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Before the introduction of ORM-m, all scheduling of OR activity was assembled and
guided by the OR head nurse, who obtained all necessary information from the surgeon or
on paper (typed or hand-written) or by telephone. All obtained information was then written
down in the central “OR-book”. During daily OR-activity, all time notifications, all materi-
als and medication were registered on papers (written down by the OR nurses). Afterwards,
all registered data were entered into excell-files by OR-administrative personal.

After the introduction of our current ORM-m system in our hospital, we wanted to illus-
trate its influence on the overall OR efficiency. For the purpose of this paper, we analyzed
all OR data registered for just one surgical discipline (abdominal surgery) before and after
the introduction of the information system. Statistical analysis was performed using the
Mann-Whitney U-test.

2. Results

For this paper, we compared all data of OR activity for elective (excluding all urgent and
semi-urgent cases) abdominal surgery for the first half of 2000 to the first half of 2001 (just
after the introduction of the ORM-m). Urgent and semi-urgent cases were excluded from
this analysis as these cases are not scheduled by the surgeons themselves but by the OR
management staff at request of the surgeon. In our instution, urgent cases are defined as
procedures that have to be performed within 6 hours from acknowledgement, whereas
semi-urgent cases can wait for as long as 24 hours, but anyhow they are not scheduled by
the surgeons themselves as the (electronic) OR-planner is closed at 36 hours before surgery.

From January to June 2000, 764 elective cases were performed, whereas 815 elective
cases were performed from January to June 2001. For both periods, the total OR block time
allocated to abdominal surgery for this 6 months period was the same, namely 805 hrs.

For 2000, the total duration of OR activity registered for elective abdominal surgery
was 1044h50min (this means 239h50min over-time, or more than the allocated 895 hours),
whereas for 2001 we registered a total of 1127h35min (implicating 322h35min over-time).

For 2000, we recorded 147h20min excess-time (= exceeding the normal time limits of
OR activity — from 8.00 am until 16.30 pm- and inducing extra costs) and 46h45min un-
used OR time. For 2001, we recorded 123h04min excess-time and 35h2 Imin unused time.

This means that for 2001, reviewing all data concerning elective abdominal surgery, we
observed an non-significant increase in the total number of cases performed (from 764 to
815 or +6.6%), with significant less excess-time (123h04min vs 147h20min or —16.3%),
partly explained by a significant reduction in unused OR time (35h21min for 2001 com-
pared to 46h45min for 2000 or — 23%).

After further analysis of the balances scorecards, the significant reduction in unused OR
time can partly be explained by a significant reduction in turnover time (defined as the time
lap between previous patient out of OR and next patient in OR). Mean turnover time regis-
tered (on paper) for 2000 was 12.3 min, whereas for 2001 we registered (electronically) a
mean turnover time of 7.8 min. The observed decrease in turnover time could partly be
caused by a methodological change in registration mode (electronic registration vs hand-
written registration).

2000 2001
Nr operative procedures 764 815
Total hours available 805h 805h
Total duration of all procedures 1044h50min 1127h35min*
Total excess-time 147h20min 123h04min*
I'otal unused-time 46h45min 35h21min*
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However next to these methodological changes, we also observed a significant reduc-
tion in arrival time from ward to OR. For 2000, we registered mean arrival times from ward
to OR of 21.32 min, whereas for 2001, this time significantly decreased to 14.15 min.

3. Discussion

The observed improvement in OR efficiency should be explained by many factors. Most
importantly, it should be interpreted as well in view of the introduction of an information
system allowing centralized scheduling of OR procedures as in view of the introduction of
an information system displaying a real-time overview on general OR activity over all thea-
tres, throughout the whole hospital, enabling optimal utilization of all disposable OR time
and registration of all relevant data, ultimately available for analysis by balanced score-
cards. Information systems introduced for cost- and quality-management of daily OR-
activity should support all items of OR-activity from scheduling to management (4). Infor-
mation systems only partly supporting OR-activity, such as anesthesia information man-
agement systems, can only partly alleviate and guide daily OR management [5,16,17].

3.1. How to Interprete the Role of Centralized Electronic Scheduling?

For already a long time, literature revealed that centralized OR scheduling, enabling to
book surgical procedures as well as to reserve hospital beds, was more performant than de-
centralized scheduling of OR procedures [21-23]. All authors reported a rise in utilization
of OR rooms when centralized OR scheduling was applied compared to a decentralized sys-
tem of OR scheduling. So for sure, the “central and electronic booking opportunity” of our
OR information system could have taken a great part in the observed improvement of OR
efficiency.

The electronic OR-planner, opening all allocated block time to direct scheduling from
the surgical booking offices, resulted for sure in a more accurate (as well concerning pa-
tient- as procedure-identification) and in a more complete information transmission to the
OR management staff compared to the former way of transmission before 2001.

The fact that the scheduling of an OR procedure in the OR-planner also includes the use
of predefined defaults, referring to the specific OR profile, off all necessary OR materials
and medication and the transmission of these data to the pharmacy department, supports a
just in time inventory control of all necessary material and medication [13]. This improve-
ment in material- and medication-management might also have contributed to the observed
improvement in OR efficiency (e.g. no long waiting times anymore during operation in
case of inavailibility of some specific OR material).

3.2. How to Interprete the Role of an “Overall” Available Screen, Displaying Real-Time
OR Activity?

The introduction of an airport-like screen, containing all scheduled information, and di-
rected by real-time registration from all OR theatres, changed our daily OR management
extensively, compared to the previous situation with just a hand-written OR book as daily
guide. Moreover, the visual display of all registered events, comprehensible for every par-
ticipant, enabled pro-active and accurate management, clearly reducing unused OR-time.

The immediate access (in all OR theatres) to all medical data (results, protocols...) of-
fers the best condition for pre-operative, pre-anesthesia preparation. The fact that there
were no missing results anymore might also have improved total OR efficiency.
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The availability of the ORM-m airport-like screen throughout the whole hospital, offer-
ing a way of direct communication between all participants in OR activity, also plays a ma-
jor role in the observed results [14]. The reduction in arrival time from ward to OR can
mainly be attributed to this “open-house” strategy, thanks to the hospital wide availability
of the OR-screen. Nurses on the surgical wards have immediate access to daily ongoing
OR-activity and anticipate to prepare their patients for surgical intervention, as they do not
longer wait for the final call from the OR. This anticipation is one of the main factors that
induced a reduction in arrival time from ward to OR, thereby reducing turnover time and
finally reducing unused OR time [18-20].

3.3. How to Interprete the Final Results from Balanced Scorecards?

All data registered by OR-Planner and ORM-m, concerning as well the scheduling informa-
tion as concerning the daily OR activity-information, are used for analysis by balanced
scorecards. Predefined queries can be obtained [15] and statistical analysis of different ele-
ments of OR utilization can be performed. Use of these balanced scorecards for the analysis
of the cases performed for elective abdominal surgery comparing the first half of 2000 to
the first half of 2001, revealed a (non-significant) increase in number of procedures per-
formed. This increase did however not incur at the expense of an increase in OR costs,
thanks to a better use of available OR-time, with less excess-time and less unused OR-time.

4. Conclusions

Information systems designed to guide OR management should support all aspects of OR
activity. Informatisation of OR management starts with centralized electronic scheduling,
enables the management of daily OR-activity by a visual display of all real-time ongoing
OR activity and results in the analysis of all registered data by predefined queries for bal-
anced scorecards. In this paper, we illustrated how the introduction of ORM-m supported
electronic central scheduling of all our OR procedures and guided our daily OR manage-
ment. As a final result, from the balanced scorecards, we observed an overall improved OR
efficiency, with more procedures performed at less expenses.
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Abstract. In 2003 a workshop was held in Innsbruck, Austria, on the topic of
evaluation of ICT applications in Health Care. A result of that workshop was the
“Declaration of Innsbruck”. In the current paper we will further elaborate on this
declaration and discuss some of the activities that are currently undertaken as sup-
portive measures to enable the realization of the vision expressed in the declaration.
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Introduction

Evaluation of health ICT applications is a topic of concern. Decision makers are seeking
information that will support ICT investment decisions. Policy makers are looking for evi-
dence whether the implemented systems produce the anticipated results. A recent report of
the Institute for Public Policy Research (IPPR) in England has identified a number of prob-
lems in relation of the British National Programme for IT in the NHS [1]. In this report sev-
eral reasons for the lack of evidence are listed:

e Maybe there are real problems with how ICT is used.
e Maybe we are not looking for the evidence properly.

The last point was further elucidated by statements like: too little time and too little re-
sources were allocated to evaluation; the rationale for the evaluation was unclear; no suffi-
cient data are present to enable evaluation of ICT; inadequate methods were used.

The interest in evaluation of ICT dates back till the early nineties. In Europe several
projects have been addressing the issue. Without being complete, useful results have been
presented by e.g. the ATIM project [2] and IMIA’s Working Groups 13&15 working
conference in Helsinki [3]. In 2003 a group of experts on evaluation with various
backgrounds convened in Innsbruck, Austria, to further elaborate on the issue. One of the
results of the conference was the Declaration of Innsbruck, which has been published in
2004 [4]. In the current paper, we will further elaborate on the declaration, taking into
account several discussions with researchers from all over the world at the MEDINFO 2004
conference in San Francisco.



J.L. Talmon and E. Ammenwerth / The Declaration of Innsbruck 69

1. The Declaration of Innsbruck
1.1. The Preamble

The declaration starts with a preamble that defines why evaluation is a necessary activity.

“Health Information Systems are intended to improve the functioning of health profession-
als and organisations in managing health and delivering healthcare. Given the significance
of this type of intervention, and the intended beneficial effect on patients and professionals,
it is morally imperative to ensure that the optimum results are achieved, and any unantici-
pated outcomes identified. The necessary process is evaluation, and this should be consid-
ered an essential adjunct to design and implementation of information systems.”

This statement is in line with the observations in the IPPR report. Also at MEDINFO
2004 it has been stressed that implementing a Health Information System without a proper
evaluation is bad practice.

As to further elaborate on this issue, the declaration consists of three parts: Definitions,
Observations and Recommendations.

1.2. The Definitions

The definition part has been included to make clear that a health information system is
more that a pure technological system.

SI. A system is a set of components (e.g., actors and artifacts), [...], which as a whole is
needed to accomplish an objective. A health information system (HIS) comprises ac-
tors [...] and artifacts [...] that together process health-related information in a
health care organization. It operates in an organizational environment made up of
people (e.g. system developers, politicians, managers, patients) and procedures,
which influence its development and operation.

From this definition it is clear that a too narrow conception of a HIS may lead to a tech-
nocratic approach that will not take into account the actors that need to work with the tech-
nology nor the others that are affected by the use of the technology.

The second definition deals with evaluation:

SII. Evaluation is the act of measuring or exploring properties of a health information
system (in planning, in development, in implementation, or in operation), the result
of which informs a decision to be made concerning that system in a specific context.
Evaluation of health information systems has to deal with the actors, the artefacts,
and their interaction to best support the decisions to be made.

The most important element in this definition is that evaluation is done with a purpose.
Without such a purpose evaluation has no value. It further makes explicit that all compo-
nents of the HIS have to be taken into account. It is commonly accepted that an evaluation
could address one or more of the following aspects: technical, clinical, organisational, eco-
nomic, psychological/sociological, ethical, and legal.

1.3. The Observations

(i) Evaluation generates information to improve knowledge and to generate insight.
Although this observation may seem self-evident, publications on evaluation studies not
always make explicit what knowledge or insight has been gained from the study. In particu-
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lar earlier studies on decision support systems and classification algorithms have often only
reported on their accuracy. The authors seldom refer to what has been learned.

(ii) Evaluation supports reflective practice.

This is a very important observation in our view. It expresses a professional attitude that
each medical informatician should embrace. Each and every professional should reflect on
his or her activities. Evaluation helps to assess to what degree one adheres e.g. to ethical
engineering principles. It is important to notice that doing evaluations also furthers the de-
velopment of evidence-based medical informatics.

(iii) Evaluation is a challenging endeavour.

The fact that validated evaluation frameworks and evaluation methodologies are largely
lacking is an indication that evaluation isn’t an easy task. Since many actors and artifacts
may be involved and since there are many dimensions to consider in an evaluation, clear
guidelines on how to set-up and execute an evaluation study are difficult to develop. Those
that are available approach the topic from a high level. They provide general guidance, but
when it comes to what precisely to measure and how these guidelines fall short. A factor
that further complicates the issue is that the various methods and techniques that could be
applied do not necessarily come from the field of medicine or computer science. Some
techniques have their roots in sociology, psychology, business science etc. Research para-
digms from the health sciences should be considered as well.

(iv) Evaluation is not firee.

Evaluation is expensive. It is not something to “just do at the end of the project to see
whether it is successful”. Evaluation has to be planned carefully and resources have to be
allocated. On the other hand, the results of the evaluation do have a value as well. Not nec-
essarily in monetary terms. Evaluations provide knowledge and insight about the complex
processes that takes place in health care. We may become better prepared when new appli-
cations are being conceived, developed and implemented. Evaluation results that inform
decision makers in the proper way could save a significant amount of money when they re-
duce the chance of making improper decisions. This observation entails that the earlier
evaluation can inform decision makers, the best chance exist that the available resources are
spend as good as possible.

1.4. The Recommendations

Some of the recommendations follow directly from the observations made above. Others
are based on experiences of the various participants at the Innsbruck workshop.

1. Evaluation should be seen as an ethical imperative.

This recommendation follows directly from observation (ii). As argued above ethics are
relevant. In the code of ethics adopted by IMIA, there are statements about evaluation [5]:
[Health Information Professionals] ... have a duty to ensure, to the best of their ability,
that appropriate structures are in place to evaluate the technical, legal and ethical ac-
ceptability of the data-collection, storage, retrieval, processing, accessing, communi-
cation, and utilization of data in the settings in which they carry out their work or with
which they are affiliated.

Although this statement is written in the context of electronic records, it is equally ap-
plicable for any artefact that manipulates patient data, including decision support systems.
This statement has been written to protect the patient, but it is also relevant to protect the
user of the system, i.e. the health care professional. Evaluations should demonstrate that the
HIS environment is safe, efficient and effective to work with.
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2. Evaluation should be sufficiently funded.

Appropriate resources should be made available for evaluation. It should be part of the
budget. There should be no pressure to reallocate evaluation funds to development. It is at-
tractive to spend some more money to improve the artefacts, but when it cannot be proven
that they are effective due to the limited resources left, the whole endeavour has to be con-
sidered as a failure. It will erode trust and in the end fund givers may become reluctant to
invest in ICT in health care due to the lack of evidence of impact.

3. Evaluators should be free from pressure.

Some stakeholders may have an interest in a certain outcome of an evaluation study. The
evaluator should, however, be guarded from any pressure with respect to the conclusions of
a study. The evaluator should perform a study based on his or her professional expertise.
During the design of the study, the evaluator may have to negotiate with the study commis-
sioner on the depth and breadth of a study. The evaluator should honestly discuss the value
of the study in relation with the funds available. As soon as the evaluation plan has been
agreed, the evaluator should be free from any pressure to present his findings and to bend
his conclusions in any specific direction.

4. Evaluation studies should be grounded on scientific theory and rigorous approaches.

Evaluation should be evidence based. The best available methods and techniques should be
used and applied in any given situation. What method to choose will of course also depend
on the actual problem at hand. Doing evaluations based only on rigorous scientific theory
will enhance the credibility of the evaluations. Such an approach will contribute to building
an evidence base for Medical Informatics as a profession.

5. Evaluation methods should be selected with an open mind.

Every evaluator has been educated with a particular research paradigm. Since evaluation is
multi-facetted the evaluator should in the selection of methods not be restricted to that
paradigm. Evaluators should be open to methods and approaches from other disciplines and
adopt those that are appropriate for the task at hand. This entails that evaluators should have
a broad knowledge of various disciplines. When detailed knowledge is needed, the evalua-
tor should involve professionals with the background needed.

6. Reports on methodological and methodical studies’ should be encouraged.

There is a need to expand the methodological arsenal for evaluation. The validity of meth-
ods and approaches need to be established. Also the application range and limitations need
to be documented as to support evaluators in the choice of the appropriate approach in a
given situation. Without a proper evidence base and scientific grounding of the various
methods it is difficult for the evaluator to act professionally. Personal preferences would
then reign the field. Specifically the integration of various (qualitative and quantitative)
methods in a multi-method framework is a challenging task.

7. Guidelines for good evaluation practice should be made available.

Guidelines can assist evaluators in selecting and applying the best methods according to
existing evidence. Comprehensive guidelines for good evaluation practice hardly exist.
Only rather general approaches have suggested[6-8]. Further work in this area is needed.
Guidelines should state the strength of the evidence for the recommendations given.

8. Terms, concepts and guidelines for reporting on results of ICT assessment studies

should be developed.

Current literature on evaluation studies varies largely in quality. Sufficient information is
seldom present to assess the value of a study. Methodological issues are hardly dealt with.
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This reduces the value and credibility of the studies. To improve the evidence base of
Medical Informatics more rigorous reporting of assessment studies are needed. We should
also avoid using concepts and terms that are poorly defined. Only when we are able to de-
fine and apply the proper language and structure of evaluation studies reports we will build
up evidence that is open to broad use, including meta-analysis.

9. Evaluation should be promoted by centres of excellence.

Good evaluation practice is not only relevant for the scientific development of Medical In-
formatics. It is also relevant for the Health Care industry. Promotion of good evaluation
practice is therefore a useful endeavour. Centres of excellence could play a role in this. To
avoid conflicts of interest such centres should operate on a not-for-profit basis and be inde-
pendent of providers of specific ICT for health care. Only then they can provide independ-
ent consultancy on evaluation.

10. Evaluation networks should be established.

(Inter-)national collaboration in evaluation is needed. Developing guidelines and building
an evidence base are sincere efforts that require broad input. Social and cultural differences
should be made explicit. A network of interested parties will provide a community in which
evaluation research can foster. Since the multi-disciplinary nature of evaluation such net-
works should cover professionals with different backgrounds as to provide the broad spec-
trum of disciplines that is needed to further the field.

11. An open access repository about evaluation studies should be established.

Experiences of others could inform decision makers about potential pitfalls and dead alleys
that should be avoided. A good evidence base on which strategies work and which not is
invaluable. Such an evidence base would assist evaluators to design studies that avoid pit-
falls that may lead to failed assessment. It could also be of value as a repository of success
and failure criteria for implementation of ICT in health care.

12. Appreciation of methods of evaluation should be part of health informatics curricula.

Each medical informatican should have at least a basic knowledge of methodologies and
methods necessary to accomplish evaluation of HIS. However to be a professional evalua-
tor requires further study and a broad experience.

2. Current Activities

The EFMI working group on Evaluation together with the IMIA working group on Tech-
nology Assessment and Quality Improvement have taken the lead in addressing several is-
sues listed above. There is a major interest around the world in these endeavours. The
Evaluation working group of AMIA is recently established and is joining in. Three activi-
ties are worth mentioning in this context.

2.1. GEP-HI

GEP-HI aims at the development of guidelines for good evaluation practice in health in-
formatics. Recent discussions have lead to the insight that one comprehensive guideline is
next to impossible to develop. GEP-HI is likely to develop a series of guidelines that ad-
dress either global approaches to assessment or more detailed and focussed aspects, e.g.
with respect to economic evaluations.
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2.2. STARE-HI

The objective of STARE-HI is to develop standards for the reporting of evaluation studies
in Health Informatics. This activity is inspired by the work on the CONSORT [9] and
STARD [10] statements as developed for reporting of medical research. Plans are to de-
velop a brief statement on how evaluation studies should be reported and an accompanying
document in which evidence is provided why the various recommendations are made.

2.3. EP-HI

One means to achieve the goal of open access to evaluation studies is to develop an evalua-
tion portal. The objective of such a portal is not only to provide access to study results. It
aims at being a “one-stop shopping” area for all kind of issues related to evaluation. Two
developments take currently place. Firstly a website is being developed. A proof of concept
is available at http://toolbox.unimaas.nl/. Secondly, activities are undertaken to secure the
financial basis of such a site.

Currently the site points to various guidelines (ATIM book, VATAM, PROBE). A
rather extensive glossary of terms is present. A link has been setup to a database with over
1000 references to evaluation studies, maintained at UMIT, Austria. An endeavour is made
to get the comprehensive description of a set of over 30 evaluation methods translated into
English. This will be the core of the “methods” section of EP-HI. We are also working on
collecting questionnaires that are of relevance for the evaluation of ICT in health care.

3. Summary

We presented the main statements of the declaration of Innsbruck dealing with evaluation
issues in Health Informatics. We elaborated the reasons for the various observations and
recommendations. We presented current developments at a European level to realize some
of the recommendations of the declaration. During MEDINFO 2004 it was decided by the
AMIA working group to critically assess the declaration and to make suggestions for im-
provement. The final goal is to have the declaration broadly adopted.

Endnote

! ‘Methodology’ means the ‘knowledge (logos) of methods’, i.e. how to deal with methods, while ‘methodical’ means that
methods are stringently applied.
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Abstract. Purpose: The ISO IS 18104 is intended for helping the nursing profession
to integrate their terminologies into computer systems and into larger health care
reference terminologies. One purpose of the standard is to map between different
terminologies.

Method: This mapping was tested, using three terminologies that are relevant
for nursing in the Netherlands. Concepts and terms where selected, and their equiva-
lence was determined by experts, and next these were dissected.

Results: The dissection revealed that several concepts can easily be inter-
changed among the three example terminologies, while others cannot, or only for
specific purposes.

Conclusions: The ISO IS 18104 fulfills this purpose very well and can be con-
sidered the gold standard for mapping of nursing terminologies.

Keywords. Nursing terminology, reference model, classification, standardization,
nursing minimum data set, nursing information management

Introduction

One outcome of international collaboration of nursing professionals in the area of terminol-
ogy, health information standards and nursing informatics is the current ISO standard IS
18104 [1]. This is based on earlier European standardization work [2, 3]. The IS 18104 ‘a
reference terminology model for nursing’ was approved in 2003 and its main purpose is to
establish a nursing reference terminology model consistent with the goals and objectives of
other specific health terminology models in order to provide a more unified reference health
model. This International Standard includes the development of reference terminology
models for nursing diagnoses and nursing actions and relevant terminology and definitions
for its implementation.
The potential uses for this reference terminology model are to:

o support the intensional definition of nursing diagnosis and nursing action concepts,

o facilitate the representation of nursing diagnosis and action concepts and their relation-
ships for computer processing,

e provide a framework for generating compositional expressions from atomic concepts
within a reference terminology,

o facilitate the construction of nursing terminologies which makes mapping easier,

o facilitate the mapping among nursing diagnosis and nursing action concepts from vari-
ous terminologies,

o enable the systematic evaluation of terminologies and associated terminology models,
and
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o provide a language to describe the structure of nursing diagnosis and nursing action
concepts to enable integration with other reference terminology models, and with in-
formation models [1].

The model helps for instance in mapping nursing terminologies into larger health and
medical terminologies [4, 5]. The standard has been tested for nursing interventions and for
nursing diagnoses [4, 5, 6]. Moss et al [6] checked the quality of nursing interventions in
documentation and Bakken et al [4] used the ISO model for inclusion of nursing concepts
into SNOMED CT, and Hwang et al to integrate nursing diagnostic concepts into a medical
dictionary [5].

This paper reports the test of the ISO standard IS 18104 for its usefulness for supporting
mapping between two health classifications and the items of the Dutch nursing minimum
data set (NMDSN). In this test, both the application of terminologies for clinical use, and
for aggregate purposes is taken into account. The NMDSN is intended to aggregate infor-
mation from clinical nursing documentation that is based on health classifications [7, 8]. If
the mapping is adequate, this helps in aggregating nursing information from individual pa-
tient records for aggregate purposes. If the concepts are sufficiently matching, they also can
be interchanged in nursing practice, for instance, in electronic messages.

1. Method

This ISO IS 18104 represents the semantic definitions of nursing concepts, relationships
between these concepts and the attributes of their characteristics. Figure 1 contains the ISO
model for nursing diagnoses. A nursing diagnosis must have a focus, which is an area of
attention, for example ‘breathing pattern’, ‘pain’, ‘activities of daily living’, or ‘social
skills’. One optional attribute for focus is timing. Focus has a relationship with site (e.g.,
pain has site leg) and has a relationship with the subject of information, e.g. the individual,
a group or other. The second mandatory part of a nursing diagnosis is the judgment of the
nurse, for instance ‘problematic’ or ‘limited’, which is applied to the focus. In addition, the
judgment can be enhanced with detail about degree of severity, actual or potential, or acute
or chronic. Dimension is useful for further specification; it can be a perspective on the fo-
cus. For example if the focus is the patients’ activity of daily living, dimension can be used
to define the detail, such as clothing, toileting among others.

To test the IS 18104 for its mapping capabilities, the following procedure was carried
out. Three sample terminological systems were selected. These are the Nursing Minimum
Data Set the Netherlands (NMDSN) [7, 8], the International Classification for Nursing

Dimension

Is perspective on Is applied to
Focus Judgement
Is applied to

timing Degree
Potentiality
Acuit

" \-ﬂas subject of information limin;
site Subject of information ISO/IS 18104, 2003.

Figure 1. The ISO reference terminology model for nursing diagnoses [1].
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Practice (ICNP® Beta 2) [9], and the International Classification of Functioning, Disability
and Health (ICF) [10].

The NMDSN has been developed and tested to describe the diversity of patient popula-
tions and the variation of nursing practice, and to calculate nursing workload [7, 8].
NMDSN consists of patient demographics, setting items, nursing diagnosis, interventions
and some results of nursing care.

The ICNP” is developed by the International Council of Nurses (ICN), with large finan-
cial support from the EU Telenurse project [9]. It consists of two multi-axial classifications.
The first multi-axial part contains concepts to describe nursing phenomena. Nurses can use
these concepts to document nursing diagnoses. The ICNP® consists of about 685 concepts
for the focus of nursing care, and 334 concepts for nursing judgments. The other axes con-
tain roughly 250 concepts that serve as qualifiers for frequency, duration, topology, ana-
tomical location, likelihood and bearer. The basic structure of the ISO model is largely
based on the ICNP®. Each ICNP® axis has a hierarchical structure in which the concepts are
organised and coded. Due to the combinatorial possibilities, the ICNP" is often referred to
as the nursing maximum data set. It allows describing many thousands of patient problems.
The second part of ICNP® consists of about 1500 concepts to describe nursing actions. The
ICNP™ functions as a combinatorial terminology for nursing practice and provides a unify-
ing framework into which local language and existing nursing terminologies and classifica-
tions can be cross-mapped [11].

The ICF is developed by the WHO and offers a structure and a classification of more
than thousand concepts describing human functioning [10]. The concepts are classified,
coded and defined according to three perspectives on human functioning. These are the
functions and structures of the human body, activities of the human being, and the partici-
pation of humans in society. Thus, the ICF structure consists of the following components,
which are each organised in a hierarchical tree: Functions, Structures, Activities, Participa-
tion, External factors, and Personal factors. Unlike the ICNP®, the ICF has only one quali-
fier which consists of a scale on which the seriousness of the concept can be expressed
(from no problem, via moderate problem, to major problem etc.).

Mapping in this study means the following: a NMDSN concept is compared with both a
similar or comparable concept from the ICNP® Beta 2 version and from the ICF. Next, it is
checked whether the terms and definitions have the same meaning. For the correct mapping
(also referred to as mediation by Hardiker [12]) of NMDSN concepts from ICF and ICNP®
equivalent concepts, terms and definitions are selected. In several cases this might imply
that arbitrary choices must be made for particular terms from ICF and ICNP® that represent
the NMDSN concepts as close as possible.

The following procedure was applied for mapping, loosely based on structural valida-
tion work of nursing terminologies by Hardiker and Rector [13]:

1. The 39 nursing diagnoses concepts from the NMDSN where put in a table.

2. From the ICF and ICNP" Beta 2 equivalent terms where chosen by the researcher.

3. Five external experts — three English speaking and two Dutch — validated the re-
searcher’s choices for equivalent terms.

4. The selected concepts were dissected according to the ISO model for nursing diagnoses.

Specifically, al concepts where analyzed according to the relevant elements as depicted
in the ISO model. When all or almost all elements are equivalent between the concepts for
the NMDSN and the two classifications, the mapping is adequate. Potentially, the terms can
be interchanged between all three terminologies, so including between ICF and ICNP®.
When these elements are not equivalent, further work is necessary to clarify the concepts
and the terms and definitions that describe them.

An important aspect here is to determine at which level the possible problems with the
semantics occur. This can be a problem at the clinical level: the granularity required for ap-



78 W. Goossen / Testing the ISO Nursing Reference Terminology Model

propriate description of problems for the individual patient does not allow mapping. Alter-
natively, it can be at aggregate level: the differences in concepts might render it impossible
to compare items for statistical purposes. Not all attributes of the ISO model where relevant
for all concepts; therefore, in most occasions a selection was made.

2. Results

The results include information on semantic equivalence, dissections of equivalent terms,
and insight in the extent to which concepts from the three terminologies can be inter-
changed. Thus, thirty-nine diagnostic concepts in the NMDSN are analyzed via the ISO
standard.

2.1. Equivalence

Researcher and experts selected independently of each other and for each of the 39 diagnos-
tic concepts in the NMDSN the equivalent term and definition from ICF and ICNP®. Deci-
sions for equivalence are mainly based on focus, and sometimes on judgment. There are
two concepts from the NMDSN that could not be matched at all: uncertainty about the fu-
ture and insight in ones health situation. Further, some NMDSN items are not present in the
ICF and not in the ICNP®. These are complications of investigations or treatment and acci-
dents. These obviously have not been dissected. Examples of equivalent terms for focus are
presented in Table 1.

2.2. Dissection of NMDSN Items

For those items about which the experts agree sufficiently, a dissection has been carried out
based on the model for nursing diagnoses from the ISO standard. Example results are listed
in Tables 2 & 3. An important finding is that the NMDSN concepts that concern problems
of both the individual patient and the family or next of kin, cannot be compared with the
ICF classification, because the ICF can only have the individual as subject of information.
The ICNP® Beta 2 is equipped to express nursing diagnoses for groups because of an axis
in which the bearer is described [9]. Upon choice, the kind of bearer can be used; individ-

Table 1. Examples for equivalent terms from NMDSN, ICNP® Beta 2 and ICF.

NMDSN item ICF equivalent for focus: | ICNP" equivalent for focus:

for focus:

3 Patient or b 1522 Range of emotion | 1A.1.1.2.1.1.5.8 Fear

family have Mental functions that is a type of Emotion with the specific

fear produce the spectrum of characteristics: Feelings of threat, danger
experience of arousal of or distress with known cause accompanied
affect or feelings such as by alertness, concentration on the source
love, hate, anxiousness, of fear, wide-eyed aggressive attack mode
sorrow, joy, fear and anger. | of behaviour or withdrawal from source of

fear.

8 Lack of | b 1301 Motivation 1A.1.1.2.1 Reason for Action

motivation to | Mental functions that produce | is a type of Nursing Phenomenon of the Person

co-operate in | the incentive to act; the with the specific characteristics: Motivation

treatment  and | conscious or unconscious providing understanding and explanation for

care driving force for action. behaviour of the person.
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Table 2. Dissection of the NMDSN concept ‘patient or family have fear’.

NMDSN item

ICF concept

ICNP” concepts

Dissection:
has focus fear

has judgment fear (meaning
present)

has subject of information
patient and/or family
has degree yes / no

has potentiality actual
other characteristics do not
apply

Dissection:

has focus range of emotion (as
part of emotional functions)
has judgment impairment

has subject ol information
individual client

has degree: no. mild,
moderate, severe. complete

has potentiality actual
other characteristics do not
apply

Dissection:
has focus fear

has judgment demonstrates fear
or fear yes, or decrease /
increase of fear,

has subject ol information
individual and / or family
has degree the set of options
from the selected judgment
category

has potentiality actual

other characteristics do not
apply

Conclusion: The focus for fear from NMDSN and ICNP are similar: ICF is different. it is too
broad. although fear is one of the emotions falling under the b1522 code. This is not specific
enough for nursing. where for all emotions a separate code would be required for documentation /

statistical use. The judgment wording differs. but the meaning (concept level) is similar. indicating
for all three that there is a problem situation. Subject of information is different for ICF (individual
only) compared to the matching NMDSN and [CNP. Degree in NMDSN differs from the others.

which use similar grading. Potentiality is similar for all three. Thus, this term cannot be mapped for
individual care. It is possible to map for aggregate purposes. such as health statistics, or illustrating

the diversity of patient populations, but only il it pertains to individuals and not to groups.

Table 3. Dissection of ‘Lack of motivation to co-operate in treatment and care’.

NMDSN item

ICF concept

ICNP® concepts

NMDSN

has focus motivation

has dimension cooperation in
treatment and care

has judgment lack of

has subject of information
client

has degree ves / no

has potentiality actual

ICF ability
has focus motivation

has judgment impairment

has subject of information
individual client

has degree: no. mild.
moderate. severe, complete

has potentiality actual
is perspective on fulfilling
needs

ICNP
has focus reason for action

has judgment insufficient or
inefTective

has subject of information
individual,

has degree the set of options
from the selected judgment
categories insuflicient /
inelTective

has potentiality actual

is perspective on understanding
and explaining behaviour of the
person.

Conclusion: This one does not match sufficiently, the focus. supported by the perspective on show
different coneepts. Also. additional attributes are supportive to reveal the meaning of the concepts
better. These terms cannot be interchanged between NMDSN., ICF and ICNPR

ual, family, or group. It is remarkable that many concepts from ICF and ICNP® can be ex-
changed easily. This works best for those concepts that need little detail, so for pain it is
adequate, but it is not for a detailed pain assessment. Thus, if very specific details are im-
portant, such as in clinical documentation, further mapping and dissection are required. For
the NMDSN it is not important.
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2.3. Mapping

Because some of the 24 items from the NMDSN consist of multiple-choice items, the grand
total of concepts used in the mapping and dissection is 39. It is assumed that for individual
patient care information that is more detailed is necessary in comparison to aggregate pur-
poses, like management information. The NMDSN is developed for aggregate purposes
[7, 8]. Thirty-nine diagnostic concepts in the NMDSN are thus dissected via the character-
istics of the ISO standard model for nursing diagnoses. This reveals the extent to which
these terms can be interchanged in for example electronic messages, or aggregated for sta-
tistical purposes.

Table 4 shows the NMDSN items, the equivalents from ICF and ICNP®" and the extent
to which they can be mapped.

Table 4. Level at which concepts from NMDSN, ICF and ICNP® Béta 2 can be interchanged.

NMDSN item

Interchangeable for clinical purpose.

Interchangeable for
aggregate purpose.

1. Problematic communication

Reasonable individual care. not groups

Individual care only

2. Need for information,
knowledge, or skills

Only if there is no need for detail.

Individual care only

0y

3. Fear

No. ICF code is 1o broad,

Individual care only

Not at all

Not at all

4. Uncertain about the future’
5. Problems in contact”

Only if there i1s no need for detail. And only
for individual care, not for groups.

Individual care only

6. No insight in health situation Not at all Not at all
7. Therapy / regimen Not at all Yes

8. Lack ol motivation Nol at all Nol at all
9. Behavioural problems Not at all Not at all
10. Disorientation Only for time, place and person Yes

| 1. Thinking process / confusion | Not at all. more detail required Yes

12. Restlessness Not at all. more detail required Yes

13, Pain Yes Yes

14, Problems wath sleep/rest Yes Yes

15, Coping / stressful situations Yes Yes

16. Pressure ulcer (all 4 stages). Not at all. more detail required Yes

17. Impaired elimination Not at all Yes

18. Fever (high temperature) Yes Yes

19. Breathing problems Yes, if the general concept is sufficient Yes

20. Problems with food and fluids | Yes, 1 the general concept is sufficient Yes

21. Self-care limitations Yes, 1f the peneral concept is suflicient Yes

22 Functional problems ADL Yes, if the general concept is suflicient Yes

| - walking / moving. 2 Prepare

food. 3 — eating 4 - personal

hygiene. 5 - Dress / undress. 6 -

Change body position & 7 -

Toileting

23- High nisk for complications. Not at all Not at all
accidents. patient falls, infection

and wound healing

23, High risk pressure ulcer Nol at all. more detail required Yes

24 Life threat circulation, Yes Yes
breathing and consciousness

25, Life threat elimination & Yes, il the general concept is sufficient Yes

emperature

* indicates problems that can belong to either the patient or family. so can refer to group level
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3. Conclusion

It is possible to determine the semantic equivalence of terms from different terminologies
that are used to describe similar concepts. The dissection reveals clearly what terms from
NMDSN, ICF and ICNP® can easily be exchanged from one to the other without loss of
meaning of the concepts for clinical and/or for aggregate purposes. Also, the conditions for
interchange are made explicit, like for the four items for individual care only. For purpose-
ful applications of the three terminologies under study, it is interesting to know that ex-
changing information, based on several of the terms can be done without information loss
according to the dissection results. If aggregation from nursing documentation is required,
and nurses in different settings use different terminologies, the use of mapping can help to
bridge the terminological divide that often exists. This is consistent with approaches for the
aggregation of nursing information [8].

Limitations however, exist in the origin of the NMDSN: it is largely based on the ICF’s
earlier version (then called ICIDH), which might cause some selection bias. Thus, addi-
tional mapping with other terminologies still needs to be done. Also, although the mapping
between ICF and ICNP® has been established for the 39 example concepts, and the method
does work, mapping of all other hundreds or thousands concepts from ICF and ICNP®
would need similar work to be carried out. A reference terminology will eventually assist in
preventing the mapping explosion due to too many combinations possible.

Dissections have revealed interesting findings about the usability of the ICF for nursing
care, such as its unsuitability to describe nursing care for groups. This is an important re-
quirement for nursing care and terminologies.

In addition, it is necessary to perform concept clarification for those concepts and terms
from NMDSN, ICF and ICNP® that did not match or those that showed great differences in
the dissection. It is especially important to pay attention to terms from the NMDSN that are
semantically not consistent, i.e. it is not clear what concept they represent. Because we will
face loss of information at aggregate level, this needs special attention to eliminate extra
problems due to unclear descriptions.

Dissections based on the ISO model allow a detailed analysis of characteristics of ter-
minologies, leading to discoveries of their usability. In this project, it was carried out for
mapping between nursing diagnoses, which proves to be a valid option for use of the ISO
standard. Given the adequacy of the ISO IS 18104 reference terminology model, to dis-
cover these characteristics from different terminologies, it can be considered as the ‘gold
standard’ for scientifically sound and meaningful mappings between nursing classifications
and terminologies.

However, the facilitation of mapping between nursing terminologies is only one of the
suggested purposes of the ISO IS 18104 standard. The ISO IS 18104 should also be tested
for its other purposes, like the examples presented [4, 5, 6]. The methodology to develop a
terminology model is not new [2] and not exclusive for the nursing domain. It can be ap-
plied to several other health care terminologies to achieve a proper and meaningful ex-
change of information about patients and care. It is important that all disciplines that want
to be part of the larger healthcare information exchange focus on harmonizing their termi-
nologies in order to achieve the more unified reference health model.

In summary, we now have insight into how different nursing and healthcare terminol-
ogies relate to each other and how the ISO standard IS 18104 can be used to analyze and
harmonize different nursing terminologies, and to support aggregation of nursing data via
mapping. The ISO standard model and the required and optional attributes of nursing diag-
noses provide a fit with terms from NMDSN, ICF and ICNP®. The IS 18104 does serve one
particular purpose for which it is intended: it facilitates mapping between nursing terminol-
ogies.
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Abstract. The Belgian Breast Cancer Screening program has been launched in 2002
according to the recommendations and quality assurance guidelines of the European
Union. Women in the age range 50—69 years are invited to pass a mammography
which is read by two independent radiologists. In case of discrepancy, a third read-
ing is requested. Each reading is documented in detail. In the absence of a nation-
wide central support computer system, a novel Web-based computer system was de-
signed and developed to support the program. The Web site is hosted on a Web
server running Windows Server 2003 with Internet Information Server 6.0 and uses
ASP technology from Microsoft. Patient data and readings results are entered from
the Web site and are stored in an SQL Server database. The support system devel-
oped bears all the advantages of Internet-based facilities (e.g., low cost, remote data
entry, flexibility, work comfort, ubiquitous access, user friendliness and advanced
technology). Difficulties related to graphical data entry on Web pages were smartly
resolved. A comprehensive algorithm for comparing mammography readings has
been implemented in the system, enhancing the quality of the screening program.
The application has been tested and implemented in the Province of Luxemburg, a
widespread rural region particularly suited for Internet solutions in preventive medi-
cine. More recently and with little efforts, the application was extended to the Prov-
ince of Namur. The Web-based system provides management facilities, ubiquitous
online statistics, and builds up a reservoir for official statistics and scientific re-
search. As the application is concerned with sensitive medical data, special attention
has been paid to provide a maximum of security. Administrative and medical per-
sonnel have expressed their total adherence to the system, while local health authori-
ties have used it to justify their involvement in the screening program. Currently, the
database for the Province of Luxemburg contains 25,321 women with a mean age of
59.5 £ 6.1 years (range: 50-70 years). The participation rate amounts 17.2%, about
twice as much as in the other provinces. After the first mammography reading,
20.4% of the women were found to be positive, but this figure dropped to 10.2% af-
ter the second mammography reading. The overall disagreement rate between the
first and second readings currently amounts 19.7%. It follows that a third reading is
required in about 20% of the cases. Statistical analyses have shown that Cohen’s
Kappa agreement coefficients between radiologists range between 0.37 and 0.70.
The application has been running for two years with success to the satisfaction of
managerial and medical personnel as well as of provincial public health authorities.
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Abstract. The Minimum Medical Record for Practitioners on Duty (DMMG) is a
share and consultation platform containing all patient’s essential medical data re-
quired in emergency cases. This prototype is now developed in the area of Verviers
and in Eastern Belgium. The project is carried out by the Meditel non-profit-making
organization and Professional Computing Solutions (PCSol).

The objective is to give to practitioners on duty, emergency services and mobile
intervention teams a quick access to critical information about the patient, according
to the duty lists. By this way, DMMG wants to improve the quality of care provided
to the patients with respect to their rights. The aim is also to position the usual treat-
ing practitioner at the center of the healthcare process and to meet the new social
challenges of emergency services.

The method used is a portal located on Internet with a high level of security.
With the agreement of the patient, the treating practitioner transmits in a secure way
to a central server all medical data that is considered as relevant in order to set up a
minimum data file for the duty roles. Under the supervision of ASBL MEDITEL,
access rights to the server are managed based on the active duty roles (GP and
emergency practitioners).

DMMG data file is then available for all General Practitioners on duty, emer-
gency practitioners and medical intervention vehicles (VIM). Remote reception of
data (out of the hospital) is done on a laptop or PDA via GSM (GPRS) connection.
In case of intervention, service on duty has access to DMMG. Every consultation or
added information is transmitted to the Treating Practitioner in order to ensure
healthcare continuity.

Results for the patient is the availability of reliable data about his health condi-
tion (responsibility of the patient for his health). He also avoids wasting time giving
approximative medical explanations in difficult or emergency situations. The com-
munication with the medical world is improved.

For the treating practitioner, DMMG optimizes medical data flows management
and enables a prompt and precise diagnosis by others physicians even for patients at
home. The physician is ensured of the healthcare continuity even during his absence.
He stays in the middle of the healthcare process and he has a trust relationship with
his patients and others colleagues.

Concerning the emergency services, DMMG allows an optimal management of
this department by avoiding double examinations and speeding up patients handling.

Address : Professional Computing Solutions (PCSol)
Avenue Hanlet 5b
B-4802 Verviers, Belgium
Tel : +32 8729 10 00 ; Fax : +32 87 22 39 66 ; info@pcsol.be
www.pcsol.be
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The JaWS Project: Knowledge Engineering
for Mobile Prevention Advisors

Dr Bart VIAENE?, Dr Patrick VERCAMMEN?® and Mr Vincent KEUNEN®
“DEWE vzw, "MANEX sprl

Abstract. Objectives : The recent legislation regarding “Well-being on the work-
place” sealed a paradigm shift for nearly 100 Belgian external prevention services,
leading to an important re-grouping movement — to 22 services at date — which has
not yet found its final equilibrium. In the early nineties it became clear that new ser-
vices requirements, multidisciplinary teams, higher quality standards — such as, re-
cently, ISO 9001 — and the implementation of a medical “numerus fixus” at the uni-
versities would soon necessitate structural changes and the development of innova-
tive instruments to meet future prevention needs.

The group IDEWE-IBEVE has played an active role in the genesis of the new
legislation and the shift of traditional occupational health & safety prevention prac-
tices towards risk assessment, medical and environmental surveillance and psycho-
social counselling at work, securing this revolution by the development of a modern
software infrastructure to support its mobile prevention experts in a changing land-
scape.

Methods : The JaWS project is the largest effort in this novel support infrastruc-
ture. It centres around knowledge engineering: capturing and formalizing the wealth
of expertise of a large multidisciplinary group of professionals, and applying it as
building blocks in an auditing and reporting instrument suited to experts and novices
alike.

The JaWS toolset is constructed to function as an automated refinery of expert
knowledge, funnelling user-applied changes to a reviewing committee and re-
distributing useful improvements to all mobile prevention advisors.

Stochastic methods are applied to detect and research possible relationships be-
tween observations belonging to distinct prevention domain ontologies (industrial
sectors, professions, hazards, health and safety problems, medical investigations...)
and to guide preventive measures tackling surfacing trouble spots.

Results : Hundreds of mobile prevention advisors have been using JaWsS for two
years now, generating standardized and tailored advisory reports. A team of epide-
miologists is developing feed-back procedures based on harvested observations, and
ICT-experts are shaping the JaWS mobile application generator to make maximum
use of future mobile computing platforms.

The JaWS project is gathering momentum, regularly integrating expansion
modules into the auditing platform. JaWS symbolizes the fact that IDEWE is sink-
ing its teeth in the delicate task of re-inventing its role in a changing industrial and
legal landscape, on the never-ending quest of making prevention work.
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A Medical Telematics Association
in Brussels

Didier du BOULLAY, Lawrence CUVELIER,
Geneviéve HANIQUE and Pierre LAMBRECHTS
The founding members of AbruMeT
Association Bruxelloise Médicale de Télématique

Abstract. Objectives : In the actual context of rapide changes in the health care en-
vironment, the need for efficient communications of medical data between the care
providers became critical. Therefore, hospitals, general and specialised practition-
ners started dicussions throughout Belgium. These initiatives led to the constitution
of non profit medical telematics associations (ASBL/VZW) which goals remain
similar : the elaboration of medical networks after analysis of the needs and the im-
plementation of exchange procedures. These associations will keep these medical
networks under the responsibility and management of physicians who must assess
the identification, authentication and certification of the potential users and guaran-
tee the respect of the patients rights and privacy. The same discussions have started
in Brussels. The goal is the implementation of a Brussels Medical Telematics Asso-
ciation. The name “ABruMeT” has been choosen to respect the utilisation of 3 lan-
guages : French (Association Bruxelloise Médicale de Télématique), Dutch (Asso-
ciatie of Brusselse Medische Telematica), and English (Association of Brussels
Medical Telematics).

Method : In 2003, delegates of general practitionners and hospitals started dis-
cussions. They defined what they want to do together and how, and summarised
their willing in three issues. The first one is to get together, as far as possible, all the
recognised associations of general pratitionners and all the hospitals situated in the
Brussels area, and to avoid commercial or financial interests. Therefore, the
ASBL/VZW formula was choosen. It implies the redaction of a juridical agreement,
the implementation of a specific structure, and the respect of each members'sensibil-
ity. The second issue is the need for an active collaboration with the Telematics
Commission of the Federal Ministry of Public Health. Finally, the third issue con-
cerns the medodology which included three aspects detailled in the results: which in-
formations do the health care providers need? Which are the technical needs and the
available tools? How to work in accordance with the law defining the patients rights
and privacy?

Results : The ASBL/VZW juridical agreement has been written, discussed and
submitted to a lawyer. Some members participating to the working cessions of the
Federal Telematics Commission, its projects and realisations have been immediatly
integrated into the task list. The task list detailed the three aspects mentionned in the
methodology. The needed informations have been described in the collaboration
chart and include bilateral secured messages, protected access to a synthetised health
care record for both partners, the bilateral alert concept and the access from outside
to the inhospital patient record. Besides a minimal computer equipment and optimal
securisation procedures for the data for both partners, we need secured channels and
standardised codification and structure. Such standardisation is going on with the
homologation of electronical health care records for general practitionners and the
developpement of a common language : the KMEHR. Finally, the procedures must
be implemented to permit the integration of the patients rights into a system with as
final goal the quality and the continuity of care.
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Digital Signature and Electronic Certificates
in Health Care

Advice nr 2 of the Belgian Telematics Commission
“Telematics Standards in relation to the Health Sector”
www.health.fgov.be/telematics/cnst

1. Digital Signature and Electronic Certificates

1.1. The digital signature techniques (Note 1) and procedures offer more guarantees and
advantages (e.g. in terms of integrity and authentication) than hand-written signa-
tures. Digital signatures should therefore be recognised as valid signatures and their
use should be - when appropriate - encouraged in the health care sector.

1.2. The provision of registration and certification services (Note 2) is an essential re-
quirement for achieving the levels of trust, security and quality in electronic commu-
nication as demanded by the health care sector.

1.3. In order to get the ‘best practice’, compliance is recommended with international
laws, standardised rules and agreements applicable to such services (cf. Directive
1999/93/EC of the European Parliament and of the Council of 13 December 1999 on
a Community framework for electronic signatures, published in the Official Journal
of the European Communities, 19.1.2000). Liaison will also be established with the
mixed national committee “Information Society”.

1.4. A distinction has to be made between identity certificates and attribute certificates.
The assessment of the identity and of attributes can be executed by different registra-
tion authorities. Several certificates can be associated with one pair of keys. The
owner of certificates should be able to use every certificate separately (Note 3).

Note 1 1 the Working Group Security a distinction has been made between an electronic signature and a digital signature.
The term ‘Electronic Signature’ is used in the context of ‘legal validity or evidential force’ whatever the technique used to
get an Electronic Signature (eg. a smartpen). By ‘Digital Signature’, the WG means the technique where hashing and
asymmetric encryption are used.

Note 2 pe registration authority checks the credentials of the applicant to grant a certificate. The certification authority

produces the certificates. Certification can be on-line or off-line. Examples of different certificate-types are : identity
certificates, qualifications certificate, ‘role within an organization’-certificate, mandate-certificate, for legal entities: rela-
tionship-certificate.

Note 3 Anybody (including eg. health professionals) should be in the possibility to make a selective use of certificates if he
wishes to do so in particular circumstances (without being obliged to show other qualification-certificates which are then
not relevant).



88 Digital Signature and Electronic Certificates

1.5. By Belgian Law, the Chamber of Physicians (through its Provincial Councils) and the
Chamber of Pharmacists are the responsible authorities for the registration and revo-
cation of physicians and pharmacists. In Belgium, there should be an agreement on
the choice of the organisation(s) maintaining a complete directory with appropriate
identification data on health care professionals (Note 4) in order to assess e.g. their
identity and professional qualifications (Note 5). The Ministry of Health and Social
Affairs could undertake such an initiative together with other relevant organisations
(eg. Chamber of Physicians/National Medical Council, Council of Pharmacists...)
and in co-operation with the Third Party Payer (RIZIV-INAMI). Such platform could
serve as national registration authority for the professional qualifications and as inter-
face with certification service providers (i.e. private companies acting as Trusted
Third Parties).

1.6. A framework should define the roles, the rights, the responsibilities and the obliga-
tions of the different actors involved in secure services implementing digital signa-
tures (cf. liability issue).

1.7. Where digital signatures are going to be used, health care information flows and
communication scenarios (with type and purpose of message, type of sender and re-
ceiver (Note 6), identity certification need, attribute certification need) should be
identified.

1.8. A key pair used for digital signature purposes should never be used for other pur-
poses.

1.9. Proof of identity should be stored as close as possible to the person as such. Private
keys used for digital signatures can be stored on smart cards which are considered
safe.

1.10. Access rights to resources should be kept close to the system and managed by the or-
ganisation responsible for the decision and/or implementation of access.

1.11. Multifunctionality should be promoted; i.e. it should be made possible of having sev-
eral attribute-certificates linked with one single identity.

1.12. In the case a conflict of interest might (Note 7) (Note 8) arise from the different quali-
fications of a single person it is the responsibility of that person to use the right at-
tribute-certificate(s) (the inclusion of a certificate should be a ‘conscious’act: this is a
non-technical issue). User applications should nevertheless follow procedures to
warn, ask and incite, where appropriate, to include the ‘right’ certificates.

Note 4 By health care professionals is meant not only physicians (general practitioners or specialists) but also all other

health care actors such as nurses, pharmacists, dentists, logopedists, dieticians,... and health care administrative personnel.
Note 3 4 physical person can have several qualifications (corresponding with attribute-certificates) granted by different
organisations or institutions (delivered by certification authorities).

Note 6 The communicationpartners can be either natural persons or artificial persons in private and public law or even ma-
chines (e.g. servers).

Note 7 . . . . . . . .
' E.g. clinican and/or medical adviser of an insurance company and/or industrial medical doctor and/or inspector.

Note8 o Working Group member still believes that, in the case of conflict of interest (antagonistic qualifications) and in the
interest of the patients, two identity certificates offer more guaranties than one identify certificate with two or more attrib-
ute certicifates. This is in contradiction with what the rest of the Working Group believes.
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1.13. Attribute-certificates can — under certain circumstances — be used without identity-

certificate or with pseudonyms.

1.14. Certificates should never be delivered behind one’s back. Verification should be

made possible. The person should be informed.

2. Trust Services

2.1.

2.2.

2.3.

In the health care sector there is an absolute need for services from Trusted Third Par-
ties (TTP). The roles of such trust service providers can be very diverse as they can of-
fer services in various security domains such as Public Key Infrastructure (PKI) sup-
port (key management, smart card personalisation and distribution, directory services,
etc.), anonymisation and pseudonymisation services (Privacy Enhancing Techniques,
PET) and notary services (eg time and date stamping, proof of delivery).

Priorities for health care sector are the PKI services (to enable the implementation of
digital signatures in health care) as well as anonymisation and pseudonymisation TTP
(to enable the unlocking of data for eg medical research and management purposes).

Guidelines for such TTP services in health care should therefore be drafted.
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Abstract. This paper aims to propose an action plan for the deployment of the use of
digital signatures in Belgian healthcare.

This action plan is the result of a number of technical, legal and organisational
requirements. It starts by establishing the functional components that are needed to
set up a framework for the deployment of digital signatures. The main components
should implement an infrastructure for:

— the creation of digital signatures;

— the verification of digital signatures;
— the certification of signature keys;

— the certification of attributes;

— the handling of revocation.

The tasks in the action plan are the logical consequence of all the functions that
need to be addressed.

The objective of this report is to list what has to be done and how it can be done
in the context of healthcare, rather to state who will perform the functions required.

Keywords. Digital signatures, Trusted Third Party, Registration Authorities, Certifi-
cation Authorities, Public Key Infrastructure, Digital Certificates

1. Background and Rationale

As the storage and communication of data is becoming more and more digital, the need be-
comes clearer to consider the legal value of transactions and documents. For paper docu-
ments procedures have been established that attribute legal validity, and the procedures for
the flow of these documents have been described (e.g. hand-written signatures). The present
text describes the requirements for the provision of a trustworthy digital equivalent of this
functionality. Rather than concentrating on ‘confidentiality of content’ issues or on privacy
issues of the actors or citizens involved (encryption'), it focuses on mechanisms for the fol-
lowing properties:

— protection of the integrity of the document. This implies that no part of the document
has been changed since the document was signed and that the document is complete;

— non repudiation of actions. This means that actions on documents, such as sending, re-
ceiving, or opening are attested and time-stamped,

' Although a remark on encryption functionality is made in Section 4.6.
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— non repudiation of content by the signatory;
— the ability for a signer to sign in a certain capacity or role, which is a healthcare specific
aspect.

In legislation the term ‘electronic signature’ is used to avoid the restriction of legislation
by the state of technology at a given time. Currently, however, the only practical solution
for electronic signatures is the use of digital signatures, i.e. electronic signatures based on
the use of asymmetric encryption within the framework of a PKI (Public Key Infrastruc-
ture) that provides all the supportive functions necessary for deployment and use.

The use of electronic signatures is not specific to healthcare alone. This project there-
fore will draw upon resources from any domain involving technical solutions and choices.
Nevertheless, the framework within which the signature and certification functions will be
deployed is specific to healthcare. Technical and operational choices need to be adapted to
the particular Belgian healthcare context.

The document has been drafted in English because of the technical nature of its termi-
nology. It is a basic text to be used in a bilingual environment and it can be translated on
demand.

2. Healthcare Flows (Certificates)

In addition to the creation of a PKI infrastructure that allows the use of digital signatures, it
is important to establish what documents have to be signed and by whom.

The following non-exhaustive list contains documents that require a signature of a
medical doctor (the English terms are translated from the Dutch terms used in Flanders):

v medical certificates for:
— medical care provided (doctor or hospital receipts, tax receipts)
— disability for work
school absence
social leave (parental leave, leave for illness of family member)
— 1illness invoked for cancellation insurance
— the inability to give informed consent (mental incompetence, e.g. dementia)
urgent medical assistance
— death
— birth

v’ treatment prescriptions:
— medicines
— physiotherapy

v' refund applications:
— medicines
— orthotic appliances

v medical inspection documents:
— accidents
— insurance
— recruitment
— intoxication
— assistance to third parties, integration allowance, income support
— parking permit
— social benefits
— admission to a rest home or nursing home
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V" requests for specialist or hospital care and laboratory medicine:
— radiology
— clinical laboratory
— pathological anatomy

referral

— hospitalisation: admission, prolongation, discharge

v minimum clinical data set registration

Further categories of documents that require signatures include:

docket for magnetic cards

receipt for out-patient invoicing

attestation for delivery by surgical truss-makers
individual out-patient medication invoice

collective hospitalisation invoice

statement of out-patient invoices

statement of normal out-patient rehabilitation services
statement of rehabilitation oxygen therapy

monthly statement of laboratory tests for out-patients
statement of blood products and derivatives
summary list of table of statements

NN N N N N N NN

3. Explanatory Part
3.1. Definitions

Non-repudiation

Definitions of non-repudiation may vary slightly, depending on the context. The definition
adopted here is: “non-repudiation is a signer’s inability to deny that he has signed the
document”

PKI — Public Key Infrastructure
The set of hardware, software, people, policies and procedures needed to create, manage,
store, distribute, and revoke Public Key Certificates (PKCs) based on public key cryptogra-

phy.

CA — (Public Key) Certification Authority”
An authority trusted by one or more users to create and assign public key certificates.
The CA may create the user’s keypair (private and public key).
It must be observed that the CA is responsible for all certificates during their entire life-
time, not just for assigning them. A CA can certify both end users and other CAs.

Root CA

The most trusted Certification Authority (CA), which is on top of a certification hierarchy.
The Root CA has a self-signed certificate, which means that this entity has to be trusted by
all members of that Public Key Infrastructure (PKI).

Subordinate CA
A Subordinate CA is a CA that has been certified by another CA.

% The terms “Certification’/*Certificate‘/ Certifying” Authority are all used in literature.
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ACA - Attribute Certification Authority (also called AC Issuer)

An authority trusted by one or more users to create and sign Attribute Certificates (ACs). It
is important to note that the ACA is responsible for the attribute certificates during their
whole lifetime, not just for issuing them.

RA — Registration Authority

An entity charged with performing some of the administrative tasks necessary in the regis-
tration of subjects, such as confirming the subject’s identity; validating that the subject is
entitled to have the values requested in a Public Key Certificate (PKC), and verifying that
the subject has possession of the private key associated with the public key requested for a
PKC.

ARA - Attribute Registration Authority
The equivalent of a public key RA for attribute certificates, i.e. a supporting entity for the
Attribute Certificate Authority (ACA) issuing Attribute Certificates (ACs).

PKC - Public Key Certificate

A data structure containing the public key of a person or organisation (CA or ACA) and
some other information, which is digitally signed with the private key of the CA that issued
it. The information contained in the Public Key Certificate (PKC) should be sufficient to
uniquely link the certificate to a real person or organisation.

AC — Attribute Certificate

A data structure containing a set of attributes for a person or organisation and some other
information, which has been signed digitally with the private key of the Attribute Certifica-
tion Authority (ACA) that issued it. The information contained in the AC should be suffi-
cient to uniquely link the certificate to a real person or organisation or to an existing Public
Key Certificate (PKC).

Repository

A database service capable of storing information, such as certificates and Certificate
Revocation Lists (CRLs), allowing unauthenticated information retrieval. Repositories in-
clude, but are not limited to, directory services.

Certificate Holder
An entity that is named as the subject of a valid certificate.

CRL - Certificate Revocation List
A CRL is a time stamped list identifying revoked certificates that is signed by a CA, ACA
or CRL issuer and made freely available in a public repository.

DTS - Digital Time-stamping Service

A DTS issues time-stamps that associate a date and time with a digital document in a cryp-
tographically strong way. The digital time-stamp can be used at a later date to prove that an
electronic document existed at the time stated on its time-stamp.

3.2. An Introduction to Digital Signatures

This section gives a short overview of the technology behind the digital signature, and in-
troduces the concepts of Public/Private key pair, Public Key Certificate (PKC) and Public
Key Infrastructure (PKI).
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3.2.1. Digital Signatures

Digital signatures are created and verified by means of cryptography, the branch of applied
mathematics that deals with transforming messages into seemingly unintelligible forms and
back again. For digital signatures two different keys are generally used: one for creating a
digital signature or transforming data into a seemingly unintelligible form, and another key
for verifying a digital signature or returning the data to its original form. Computer equip-
ment and software using two such keys are often referred to as an “asymmetric cryptosys-
tem”.

The keys of an asymmetric cryptosystem for digital signatures are termed the ‘private
key’, which is known only to the signer and is used to create the digital signature, and the
‘public key’, which is ordinarily more widely known and is used to verify the digital signa-
ture. A recipient must have the public key corresponding to the private key in order to be
able to verify that a digital signature is the signer’s. If a large number of people need to ver-
ify the signer’s digital signatures, the public key must be distributed to all of them, perhaps
by publication in an easily accessible on-line repository or directory.

Although the keys of the pair are mathematically related, it is computationally infeasible
to derive one key from the other, if the asymmetric cryptosystem has been designed and
implemented securely for digital signatures. Although many persons will know the public
key of a given signer and use it to verify that signer's signatures, they cannot discover that
signer's private key and use it to forge digital signatures.

The use of digital signatures comprises two processes, one performed by the signer and
the other by the receiver of the digital signature:

— Digital signature creation is the process of computing a code derived from and unique
to both the signed message and a given private key. For that code or digital signature to
be secure, there must be at most only a negligible chance that the same digital signature
could be created by any other message or private key.

— Digital signature verification is the process of checking the digital signature by refer-
ence to the original message and a public key, and thereby determining whether the
digital signature was created for that same message using the private key that corre-
sponds to the referenced public key.

A more fundamental process, termed a “hash function”, is used in both creating and
verifying a digital signature. A hash function creates in effect a digital freeze frame of the
message, a code usually much smaller than the message but nevertheless unique to it. If the
message changes, the hash result of the message will invariably be different. Hash func-
tions enable the software for creating digital signatures to operate on smaller and predict-
able amounts of data, while still providing a strong evidentiary correlation to the original
message content.

As illustrated in Figure 1, in order to sign a document or any other item of information,
the signer first delimits precisely what is to be signed (the “message”). Then a hash func-
tion in the signer's software computes a hash result, a code unique to the message, called
the message digest. The signer’s software subsequently transforms the hash result into a
digital signature by reference to the signer’s private key. The resulting digital signature is
thus unique to both the message and the private key used to create it.

Typically, a digital signature is attached to its message and stored or transmitted with its
message. However, it may also be sent or stored as a separate data element, as long as it
maintains a reliable association with its message. Since a digital signature is unique to its
message, it is useless when completely dissociated from its message.

Verification of a digital signature, as illustrated in Figure 2, is accomplished by comput-
ing a new hash result of the original message by means of the same hash function used in
creating the digital signature. Then the verifier checks whether the newly computed hash
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result matches the original hash result calculated from the digital signature using the public
key. If the hashes match, the digital signature is verified. Verification thus indicates (1) that
the digital signature was created using the signer’s private key, and (2) that the message has
not been altered since it was signed.

Various asymmetric cryptosystems create and verify digital signatures using different
mathematical formulas and procedures, but all share this overall operational concept.

The processes of creating a digital signature and verifying it achieve the essential effects
a signature should have:

— Signer authentication
If a public and private key pair is associated with a single identified signer, a digital sig-
nature by the private key effectively identifies the signer with the message. The digital
signature cannot be forged by a person other than the proper signer, unless the latter
loses control of the private key, such as by divulging it or by losing a computer-readable
card and its associated personal identification number (PIN) or pass phrase.

— Message authentication
The process of digitally signing also identifies the matter to be signed, typically with far
greater certainty and precision than paper signatures. Verification also reveals any tam-
pering with the message, since processing the hash results (one made at signing and an-
other at verifying) discloses whether the message is the same as when signed.
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The core algorithms used for digital signatures have undergone thorough peer review,
and an extensive scientific and technical literature underlies them. Digital signatures have
been accepted in several national and international standards developed in co-operation
with and accepted by many corporations, banks, and government agencies. The likelihood
of malfunction or a security problem in a digital signature cryptosystem designed and im-
plemented as prescribed by the industry standards is extremely remote, and far smaller than
the risk of undetected forgery or alteration on paper or of using other less secure electronic
signature techniques.

3.2.2. Public Key Certificate (PKC)

To verify a digital signature, the verifier must obtain a public key and be ensured that it cor-
responds to the signer's private key. However, a public and private key pair has no intrinsic
association with any person, as it is simply a pair of numbers.

In a transaction involving two parties the parties might succeed in bilaterally identifying
each other with the key pair each party will use, but achieving such an identification is no
small task, especially when the parties are geographically distant from each other, commu-
nicate over an open, insecure information network, are not natural persons but corporations
or similarly artificial entities, and act through agents whose authority must be ascertained.
Since reliably identifying a remote party involves considerable effort, establishing a remote
party’s digital signature capability especially for each of many transactions is utterly ineffi-
cient. Instead, a prospective digital signer will often wish to identify himself with a key pair
and reuse that identification in multiple transactions over a period of time.

To that end, a prospective signer could issue a statement such as “Signatures verifiable
by the following public key are mine”. However, others doing business with the signer may
well be unwilling to take the signer’s own purported word for its identification with the key
pair. Especially for electronic transactions made over information networks rather than face
to face, a party would run a great risk of dealing with a phantom or an impostor, or of fac-
ing a disavowal of a digital signature by claiming it to be the work of an impostor. To as-
sure that each party is indeed identified with a particular key pair, third parties trusted by
both others must associate an identified person at one end of the transaction with the key
pair creating the digital signature received at the other end, and vice versa. That trusted
third party is generally termed a Certification Authority (CA).

To associate a key pair with a prospective signer, a Certification Authority issues a cer-
tificate in the form of an electronic record that sets forth a public key and states that the
prospective signer (or “subscriber”) identified in it holds the corresponding private key.
Thus a certificate's principal function is to identify a key pair with a subscriber, so that a
person verifying a digital signature by the public key listed in the certificate is ensured that
the corresponding private key is held by the person listed in the certificate.

To assure the authenticity and inviolability of the certificate, the Certification Authority
digitally signs it. The issuing Certification Authority's digital signature on the certificate
can be verified using the public key listed in another certificate, and that other certificate
can be verified by the public key listed in yet another certificate, and so on, until the person
relying on the digital signature is adequately assured of its genuineness.

3.2.3. Attribute Certificate (AC)

The relationship between a real identity and a public key is not the only one that can be cer-
tified digitally in the way described above.

It may sometimes be necessary that a person be required to prove in the digital domain
that he has certain characteristics, e.g. being a doctor. Certificates proving someone’s char-
acteristics or more specifically linking certain attributes to a person are called Attribute
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Certificates (ACs). The issuers of these certificates are called Attribute Certificate Authori-
ties (ACAs), by analogy with Certificate Authorities. The certifying techniques are the
same as for PKCs, i.e. a fixed format message containing information on the certificate
holder’s attributes is signed by the issuing ACA.

The ACs themselves are linked to an identity (the certificate has to link its attributes
uniquely and non-repudiably to a person or organisation) by listing the identity of the per-
son directly in the certificate (preferred method) or by referring to the person’s PKC.

3.2.4. Public Key Infrastructure (PKI)

Turning the theory of public key cryptography, and digital signatures in particular, into a
useful, real-world system requires more than just the implementation of the core algorithm.
A number of supporting operational elements need to be in place before public key cryptog-
raphy can be used effectively. The supporting infrastructure is collectively known as Public
Key Infrastructure, or PKI.

A PKI consists of a set of policies, procedures and services to support applications of
public key cryptography. The operational issues of running a PKI include how keys should
be managed, how users have their identities checked, and how a specific user’s public key
is made available to other users. Most PKIs have the following main constituents:

— a Security Policy;

— one or more Certificate Authorities (CAs) and possibly one or more Attribute Certifi-
cate Authorities (ACAs);

— one or more Registration Authorities (RA) and possibly one or more Attribute Regis-
tration Authorities (ARAs);

— one or more Repositories.

Security Policy

The security policy contains definitions of the actual operation of the PKI. The operation of
each PKI component should be detailed here, as well as procedures for key generation, is-
suance, storage, and revocation. In effect the security policy is the framework for the PKI.

Certificate Authority (CA)
As explained above, a CA issues Public Key Certificates. It is responsible for the certificate
during its complete lifetime (from issue date to expiration date).

Once issued, a certificate may prove to be unreliable sometime before expiration. For
example, if the subscriber loses control of the private key, the certificate becomes unreli-
able, since digital signatures created by the lost private key would appear to be the sub-
scriber's according to the certificate. In such situations, where the certificate has become
unreliable, the certification authority may suspend (temporarily invalidate) or revoke (per-
manently invalidate) the certificate. Immediately upon suspending or revoking a certificate,
the certification authority must publish notice of the revocation or suspension, or at least
notify persons who inquire or who are known to have received a digital signature verifiable
by reference to the unreliable certificate. The security policy of a PKI should therefore con-
tain a revocation policy and describe the mechanism for revocation.

Several CAs can co-exist, either side by side or in a hierarchical structure. Apart from
issuing end-user PKCs, CAs can also sign each other, stating that they accept certificates
issued by another CA as equivalent to their own. The many topologies and systems of in-
teraction that exist between CAs are beyond the scope of this introduction.

Attribute Certificate Authority (ACA)

The Attribute Certificate Authority’s operation is completely equivalent to the CA’s, but
deals with attribute certificates only. CA and ACA functions are often combined into one
entity.
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Registration Authority (RA)

When a user applies to a CA for a digital certificate, the CA has to verify that the applicant
truly is who he claims to be. In most PKIs the strictly administrative task of verifying one’s
identity in the real world is separated from the technical task of signing a certificate. The
role of the Registration Authority is to provide this verification. A real-world analogy
would be with a notary public. Certain legal contracts require the signing to be witnessed
by a notary, who verifies the signer’s identity. In a similar way the RA verifies the appli-
cant’s identity and passes the application on to the CA. The degree of rigour applied by the
RA during the verification will affect the degree of trust in the digital certificate. Some
PKIs actually use notaries to act as RAs — an applicant physically signs a form, witnessed
and notarised by a notary, before their PKC is issued by the CAs.

Attribute Registration Authority (ARA)

Attribute Certificate Authorities accredit a person with a certain attribute (e.g. a role).
Analogous to the RA/CA relationship, an Attribute Registration Authority (ARA) assists
the ACA administratively. These ARAs should check whether an applicant is entitled to the
requested Attribute Certificate.

Repository

A repository includes, but is not limited to, directory services. A directory service is the
PKI equivalent to a telephone directory. A telephone directory is used to look up someone’s
telephone number, a directory service to look up someone’s digital certificate. Apart from
the digital certificates a repository can also list revoked certificates.

4. Proposed Solution
4.1. Problem Definition

The main objective of a scheme for digital signatures in Belgian healthcare is to allow a
healthcare professional (HCP) to sign documents in his different roles in such a way that
signer authentication, message integrity and non-repudiation are guaranteed.

For large-scale (nation-wide) deployment of the solution to be feasible, it should com-
ply with global standards and, if possible, mature technology should be chosen for its im-
plementation.

4.2. Healthcare PKI Architecture

4.2.1. Introduction

Healthcare professionals (HCPs) act flexibly in several capacities or roles. They can sign a
single document in various capacities at the same time or they can sign multiple documents
in different roles. This is the case for a general practitioner or a specialist who works part-
time for an insurance company as a medical expert. When requesting medical information
about a patient he must distinguish between his roles and clearly state this in his electronic
communication.

When HCPs are acknowledged in their specific function by different organisations,
multiple certifiers co-exist on a technical level. Typically, an HCP will be accredited by
some co-ordinating organisations and by a number of local organisations.

A naive and unrealistic approach to this problem consists in providing a new Public Key
Certificate (PKC) for each role an HCP takes up. This would result in an unmanageable
system that is doomed to collapse when deployed on a nation-wide scale. To name but a
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Figure 3. A healthcare practitioner and his certificates.

few drawbacks, a person would possess several private/public key pairs for his function as
an HCP. This would undoubtedly create both logistic (key storage) and management prob-
lems. Signing in multiple capacities would be quite inconvenient (one document would be
accompanied by multiple signatures).

This sort of solution is absolutely impractical. It is mentioned here only to illustrate the
difficulties that are tackled by the PKI architecture further suggested in this document. Be-
sides, such a solution does not correspond at all to the hand-written equivalent. When sign-
ing paper documents in different roles, one always uses the same (hand-written) signature.
In such a case the capacity in which one signs is often listed next to the signature (as an at-
tribute), e.g. ‘CEO’ when signing a contract in the role of company executive.

4.2.2. Architecture

Structure

The proposed solution avoids these problems by using one Public Key Certificate (PKC)
per HCP and a set of Attribute Certificates (ACs). The PKC binds a public key to a person,
thus identifying him within the digital domain (Figure 3). The attribute certificates (ACs)
link a certain role (capacity, characteristic) to a person, or rather to his public key or his
PKC.

In short, an HCP possesses a public/private keypair for signing all healthcare related
documents (its use is not restricted to healthcare, see below). He will also possess a PKC
that binds his public key to his identity. As the PKC should remain valid over a long period
of time, it must not contain any information on the HCP’s position in the healthcare system
(often changing), but only information about his identity in order to bind his person
uniquely to the digital key.

Next to the PKC, the HCP possesses a set of ACs that not only describes, but also
proves his different roles in the medical system. These ACs range from nation-wide certifi-
cates (e.g. the right to practice as a doctor in Belgium) to local certificates (e.g. a certificate
as a medical superintendent in a hospital).

For clarity’s sake: ACs are separate entities. Some will be mutually exclusive, so that an
HCP never signs in certain capacities at the same time, and thus never use the two ACs to-
gether, other ACs will be frequently used together.

Architecture and Health Authority Platform
The previous paragraphs show that different (local or national) accrediting organisations
should be able to certify an HCP for a certain function. Such accreditation will be imple-



100 G. De Moor et al. / Implementation Framework

Root CA
1 3
Single RA,
%
. # ] HCPCA Local and ACA ACA - ACA
: Nationwide
One or more ARAS"..,

HCP RAs

F v AC AC
AC AC AC AC

Figure 4. Proposed architecture of the Belgian healthcare PKI structure for digital signature.

mented as an Attribute Certificate (AC) linked to a PKC, which means that these organisa-
tions need to act as an ARA and/or an ACA. Forcing all the accrediting organisations to act
as an ARA only would not only create an immense overhead for a centralised ACA, but it
would also be illogical as certain roles are managed by the local organisation (e.g. a physi-
cian accredited as the head of a hospital department). It follows that all local organisations
willing to accredit HCPs should be encouraged to implement an ACA. As this scheme pro-
vides for multiple certificate issuers, a policy should be determined for their interaction.

Next to the accrediting of HCPs a structure for binding them to a public key is required.
In contrast to the ACA/ARA requirements, this is a centralised function.

The proposed architecture to implement these requirements is shown in Figure 4. It is a
strictly hierarchical CA architecture (2 levels) with a single Root CA (Root CA being the
top level CA, i.e. the third party everybody trusts in a strictly hierarchical PKI).

The top level CA issues only subordinate CA certificates, certifying two kinds of au-
thorities: a HCP CA and several ACAs. The HCP CA issues one and only one PKC per
healthcare practitioner, which certifies the unique link between a public key and a specific
HCP. Because the HCP CA is a subordinate CA to the Root CA, extension to multiple®
HCP CAs is possible with little or no impact on the entire structure (and implementation). It
also allows merging with the Belgian initiative on the electronic ID card (see Section 4.5).

As explained above, the ACAs issue only Attribute Certificates (ACs), and no Public
Key Certificates (PKCs). These ACAs represent the technical branch? of accrediting or-
ganisations that need to certify an HCP’s function in the ‘national’ healthcare system (i.e. a
function that has significance outside the scope of the organisation). These accrediting or-
ganisations (e.g. hospitals, third party payers, etc) should all be certified by the top level
CA.

A major task in the proposed digital signature framework solution is that of registration
(i.e. RA or ARA). There are three main different types of registration in the scheme as
shown in Figure 4. First of all, one single RA should be responsible for the registration of
new accrediting organisations in the healthcare digital signature scheme. There is no need
(though it is possible) to divide this task among multiple RA organisations, as it is expected
to be a small task once initial introduction of the network is completed.

* It is expected that one single HCP CA will suffice for the Belgian healthcare system.
* Which can be contracted out.
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A second registration task is the support of the HCP CA (or maybe multiple HCP CAs
at a later stage). The HCP RA (or RAs) are responsible for verifying the identity of HCPs
so that a public key can be uniquely bound to an identity.

Finally, the ARAs takes up the administrative part of accrediting HCPs with certain
healthcare roles. It is clear that many ARAs will co-exist, some dealing with nation-wide
accreditation (e.g. the RIZIV/INAMI could issue a certificate that services performed by a
certain HCP are covered by the social security system), others with regional/local accredita-
tion (e.g. certifying someone as a medical superintendent in a hospital). As explained
above, because of technical limitations not all institutions will have a proper ACA, but sev-
eral organisations can share this technical functionality, while remaining responsible for
their own registration.

The main functions in this architecture (Root CA and corresponding RA, HCP CA and
HCP RA, some national ACAs and ARAs) should be implemented by a Health Authority
Platform’. This Health Authority Platform could consist of the major healthcare related
bodies in Belgium, like for example the Ministry of Health, the RIZIV/INAMI, the profes-
sional associations (chamber of physicians, chamber of pharmacists, etc), the future federal
database of healthcare practitioners, etc. The exact allocation of functions within this plat-
form is however outside the scope of this document. It is clear that several institutions can
and will fulfil different roles, e.g. the Department of Health could act as HCP RA, RA and
as ARA.

The proposed architecture meets all functionality requirements while remaining rela-
tively simple. Allowing multiple top level CAs, islands of trust, using deep levels of certifi-
cation, all are possibilities that make the PKI architecture even more flexible. But many
PKI initiatives have failed because of their urge to use all available technical features. The
architecture proposed here is not only adequate and scalable, but, if implemented properly,
it allows expansion to any complex architecture in a later phase (if at all necessary). It is
our experience that the setting up of such an architecture on a national scale is a strong
enough challenge already.

Key Management

Key Storage

The secrecy of one’s private key is the principle underlying the digital signature system.
Once a person’s private key is compromised, an attacker can impersonate that person in
such a way that no distinction whatsoever can be made between documents signed by the
genuine certificate holder and the impostor.

We therefore advise that private key storage be only allowed on appropriate tamper-
proof storage devices such as smartcards or security tokens. Disk storage of sensitive pri-
vate keys should be prohibited.

The reasons for this are quite obvious. Everyone having access to a computer where a
private key is stored, can copy it. Even if the key is encrypted, an attacker can take it home
and try to break the encryption. Usually users use weak protection mechanisms to protect
such things as keys stored on a disk (simple passwords), which makes matters worse. Peo-
ple also tend to copy their private key on each system they use it on, thus the key gets
spread, increasing the security risk. Tamperproof secure devices do not have these disad-
vantages. Private keys cannot be extracted from such cryptographic devices, thus they can
never be backed-up (copied and spread). These devices do the cryptographic calculations
internally, only presenting the result of the calculation to the outside world, not the private
key. Furthermore, protection against compromise of the private key after loss or theft of the

> Or contracted out, under their responsibility.
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device exists. Access is protected with a password, and the device disables itself after a few
unsuccessful access attempts.

Key Generation

Ideally the signer generates his keypair and sends the public key to the CA to obtain his
Public Key Certificate (after verification of his true identity and right to certification). In
this way the private key never leaves the signer (subscriber), who maintains full control
over the operation and is therefore completely certain that his key did not get compromised
during the certification process.

In the Belgian healthcare situation, however, this certification method is hardly feasible.
We therefore advise that keypairs be generated and issued by the HCP CA. Appropriate
technical (tamperproof devices) and legal measures should prevent access to the generated
private key by the HCP CA.

Certificate Management

Public Key Certificate Distribution
To verify a signature on a document, first and foremost the PKC of the signer is needed.
Common practice is to list these certificates online at central points (directory service).

The proposal for the Belgian healthcare system provides for only one HCP CA issuing
PKCs (possibly expanded to multiple HCP CAs on the same level, if needed), allowing
easy centralisation of such a directory service. Such a function could be contracted out,
preferably to organisations already having an operational infrastructure.

The two-layer structure of the proposed PKI, makes verifying the genuineness of the
public key quite simple. Only a HCP CA certificate and the Root CA certificate are needed,
and both can be stored locally on the end-users’ systems.

Thus the chain of certificates needed to verify a signature is in this case restricted to the
signer’s PKC, an HCP CA certificate, and a single Root CA certificate. Therefore it is rec-
ommended that in this situation documents be always accompanied by the relevant PKC to
facilitate signature verification.

Attribute Certificate and ACA Certificate Distribution

As the attribute certificates listing the HCP role are always included in the signed document
(see 4.3), no additional distribution mechanism is needed. The ACA certificates needed to
verify the ACs could also be included in the document (see below). If this is not the case,
the verifier will have to obtain them first. The ACs provided should therefore list the loca-
tion of the ACA certificate repository.

Certificate Revocation

A major aspect of certificate management is certificate revocation. A CA or an ACA is re-
sponsible for a certificate from the day it is issued to the day it expires. If for some reason
the certificate were to be considered invalid (e.g. private key compromise), it should be
possible to make this public.

There are two main methods for managing revoked certificates. One is to distribute lists
(Certificate Revocation Lists, CRLs) with revoked certificates on a regular basis. Checking
revocation of a certificate takes place with a locally stored copy of the issued list (i.e. an
off-line certificate revocation mechanism). The other is to check on-line for revocation each
time a certificate has to be verified (e.g. by the Online Certificate Status Protocol, OCSP).

One of the problems with the first system is time granularity. Until the next list update,
a revoked certificate may still be operational if the verifying party cannot get the latest in-
formation by any other means. There are several procedures in the revocation management
protocols to overcome the most obvious problems with CRLs, such as growth of the CRL
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(Delta-CRLs, Partitioned CRLs), simultaneous update of all local CRL lists (Overissued-
CRLs), ...

On-line revocation check has the disadvantage of creating large amounts of traffic when
a large number of certificates need to be checked, and thus creating problems of network
connectivity. This method is generally used in environments where real-time certificate
verification is essential for correct operation, e.g. online payment.

In a first phase, an off-line revocation system using certificate revocation lists is a suffi-
cient means of revocation for the Belgian healthcare system. CRLs contain the unique serial
numbers of the certificates that were revoked by a CA or ACA. These CRLs are typically
distributed centrally by the CA/ACA in charge.

The healthcare information system has three entities issuing certificates. The Root CA
issues subordinate CA certificates, the HCP CA issues HCP PKCs, and the ACAs issue the
Attribute Certificates. As each CA/ACA is responsible for the certificates it issues, they
should be responsible for their CRL distribution. This means that if they are unable to or-
ganise a CRL distribution point (there will be many small ACAs), they should contract it
out. Typically, Health Authority Platform members could organise large distribution points.
To manage this cluster of CRL distribution points we advise that inclusion of the location
of the CRL in the certificates is mandatory. Each certificate issued should list an URL with
the location of the CRL that could list this certificate.

An important part of the revocation policy is that of determining the CRL expiration pe-
riod (“when should the local CRL copy be updated?””). The AC CRLs would typically have
a much higher expiration rate than the PKC CRLs.

Key and Certificate Lifetime
Keys (i.e. corresponding certificates) and ACs should not be valid indefinitely. An impor-
tant aspect of operational and certificate management is deciding on the lifetime of the cer-
tificates. Several aspects should be taken into account when drawing up the related policies:
legal aspects (validity of signed documents), logistic aspects (signature keys should be
valid for a long period, i.e. several years), management aspects for key replacement, etc.
Different certificates will clearly need different lifetimes. HCP PKCs will obviously
need long validity periods, some ACs could have short periods of validity (e.g. for roles
representing a temporary function).

4.3. Operational Procedures

4.3.1. Creating and Verifying Documents

This section describes the common operational procedure in the proposed digital signature
infrastructure. First of all, the method of creating a signature in a certain healthcare capacity
is described, and then necessary additional services to create a fully functional, reliable and
trustworthy digital signature system are explained.

When an HCP wants to sign a document his digital signature application should prompt
him to indicate in which capacity he wants to sign. Depending on the capacities in which
the HCP wants to sign, different ACs corresponding to those capacities are attached to the
original document by the software (Figure 5). It would be good practice to include the cor-
responding ACA certificates for the ACs to simplify the work of the verifier. This com-
posed document should then be signed by the HCP’s private signature key.

The signature now proves that the HCP himself has signed the composed document and
that it has not been altered since. This not only means that the content of the medical docu-
ment was approved by the signing HCP, but also that he signed in the capacity as listed by
the ACs, because the attached ACs could not possibly have been tampered with unless the
HCP’s private key was compromised.



104 G. De Moor et al. / Implementation Framework

Original Document Pre-signing Document Composition Final Document
HCP's
private key
Medical 4
Document Medical
Document
Medical _— _S_...__.’
Document i
AC
AC
AC ssuind ACA -
AC
Optional —4 ACAPKC .
ACAPKC
AC - Issuing ACA
AC
[ ACAPKC
ACAPKC
Signature

Optional HCP PKC

Figure 5. Construction of a signed document.

HCP PKC
Revocation
Medical Chea
Medical
Cane Document AC and ACA PKC
Revocation Check
: 5 | Valid Yes
:;' Signature? » I AC I
: —_— Valid Yes
ACAPKC Certificates
BARE ...
s speaific
Signature 1‘ ‘ appiication
-

HCP PKC

Figure 6. Verification of a document.

The final document can then be stored or forwarded. It is recommended to attach the
corresponding signer’s PKC to the final document, as this facilitates the verifier’s work (no
directory search). As explained above, the two-level hierarchy requires only the signer’s
PKC to verify one’s trustworthiness (considering the fact that each entity has a local copy
of the root CA certificate and HCP CA certificates).

Supplying all the necessary certificates for verification is often called a “push” mecha-
nism, whereas a “pull” mechanism forces the verifier to search actively for the necessary
certificates in repositories. Due to the nature of this application, the use of a “push” mecha-
nism should be considered and could even be made mandatory.

The verification steps are straightforward (Figure 6). First of all, the origin and the in-
tegrity of the document should be checked by verifying the signature. If the signature veri-
fies positively, then the composed document proves to be unaltered and effectively signed
by the holder of the public key used for verification.

Depending on the application, certain attributes of the signer need to be checked. To do
so, the application should search for the necessary ACs attached to the verified document.



G. De Moor et al. / Implementation Framework 105

If found, the validity of the ACs should be checked. The AC’s origin can be verified by us-
ing the issuing ACA certificate while the latter can be checked with the root CA certificate.
If the ACA certificates are not included in the signed message, they will have to be fetched
first. Their location should be listed in the ACs. Again, possible expiration or revocation of
each certificate has to be checked.

4.3.2. Long Time Storage, Time-Stamping

The described system of document verification presents one serious problem. After a key or
an AC expires, anything that was signed with that key, or that contained the AC, will no
longer be considered valid. If a signed document must remain valid after the signature key
or ACs expire, the document should be time-stamped by a Digital Time-stamping Service
(DTS)®. A DTS issues a time-stamp that associates a date and time with a digital document
in a cryptographically strong way. A time-stamp proves that the digital document existed at
the time stated. It is the digital equivalent of a notary service.

If the signature key or an AC expires or gets revoked after document time stamping, the
document can still be verified as valid. Time stamping should be performed by a trusted
party. A policy and protocol should be devised to avoid time stamping of documents that
contain revoked ACs or that are signed with a revoked key.

For the sake of confidentiality, the contents of the document need not be revealed to the
DTS. The author can compute a message digest of the document using a secure hash func-
tion and then send the message digest to the DTS, which returns a digital time-stamp con-
sisting of the message digest, the date and time it was received, and the digital signature of
the DTS.

To allow revocation checks of the ACs and key used for signing the document, the au-
thor could send both the message digest and a copy of all certificates used to the DTS. The
DTS could then check all certificates, and include them with the message digest in the digi-
tal time-stamp. A time-stamp of a document can be considered genuine if the hash verifies
and all certificates (or unique references to them) used are included in the time-stamp itself.
Another method could be splitting the DTS into an administrative body, which is permitted
to see the complete document for certificate verification, and a technical body, which per-
forms the actual time stamping.

The above explanation is merely an illustration of the time-stamping principle. In reality
DTSs take additional technical measures to guarantee the trustworthiness of their services.

Digital Receipts
In some scenarios an HCP needs confirmation that the document he sent has been received
by the other party or proof that he has actually filed his document on time. In other words,
the HCP wants a receipt for his document. A receipt proves that a transaction between two
entities has taken place.

A receipt could be a message composed of a unique reference to the original document
(a message digest), the date of reception (optionally a third party timestamp), and possibly
some extra information (e.g. the original sender). This message should then be signed by
the receiver and handed over to the sending HCP. If needed, the receipt could also include
ACs in the same way as the signed document. Technically speaking, a receipt is nothing
more than another signed document.

Non-repudiation
True non-repudiation is difficult to implement. An HCP can sign a document and subse-
quently claim that he did not. Consider the following example: first the HCP signs a docu-

® Also called a Digital Time-stamping Authority (DTA).
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ment in the usual way. Later he denies that he himself signed the mentioned document and
he claims that his private key was compromised before the signature date of the examined
document. Although the same problem arises with the CA and ACAs, they can be consid-
ered trusted in the proposed scheme (policy). Use of tamperproof devices (smartcards) and
DTS (time-stamping services) can, however, limit the effect of this type of cheating. There
are other methods to reduce this risk, but their description is beyond the scope of the pre-
sent document.

The above should be considered a technical remark that is made to avoid any argu-
ments. Nevertheless, digital signatures can be regarded as non-repudiable within the admin-
istrative context of a given set of a strict (legally binding) policy and rules, and considered
as more secure than their paper counterparts.

4.4. Normative References

The architecture proposed in this document can only be implemented successfully on a real-
istic time-scale and if it is based on existing standards.

The infrastructure and methods listed above have been proposed with widely accepted
standards (or drafts) in mind, a non-exhaustive list of which follows:

v" ISO/TS 17090-1:2002
Health informatics — Public key infrastructure
Part 1: Framework and overview
v' ISO/TS 17090-2:2002
Health informatics — Public key infrastructure
Part 2: Certificate profile
v' ISO/TS 17090-3:2002
Health informatics — Public key infrastructure
Part 3: Policy management of certification
v Various IETF/RFCs regarding X.509 PKIX, including but not limited to:
— RFC3280: Internet X.509 Public Key Infrastructure Certificate and CRL Profile
— RFC2527: Internet X.509 Public Key Infrastructure Certificate Policy and certifica-
tion Practices Framework
— RFC3261: Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)
RFC3281: An Internet Attribute Certificate Profile for Authorisation
v’ Various IETF/RFCs regarding S/MIME, including but not limited to:
— RFC 3369: Cryptographic Message Syntax
— RFC 2633: S/MIME Version 3 Message Specification

4.5. Healthcare PKI Architecture and the National Identity Card

The decoupling of identity and healthcare role in the proposed digital signature infrastruc-
ture allows a high degree of flexibility in its implementation. The private/public keypair
used for signing and verifying a signature is not linked at all to the healthcare function. In
other words, the PKC of the HCP does not contain any information on the fact that he is
actually an HCP, it merely links a public key to a real-world identity. This means that the
PKC should not necessarily be issued by a governing healthcare body. As long as the end-
user PKC CA (HCP CA) is trusted nation-wide and acceptable for all HCPs and healthcare
organisations, it can be used for the healthcare digital signature framework.

These conditions are perfectly met by the initiative taken by the Belgian government to
introduce the electronic national identity card (BELPIC — BELgian electronic Personal
Identity Card). This e-ID card will give every citizen the possibility to authenticate himself
and to create signatures in the digital world (i.e. it will contain keypairs and certificates).
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Figure 7. (a) Structure of Belgian e-ID CA hierarchy (b) possible merging of healthcare digital signature plat-
form.

Figure 7a shows the structure of the Belgian CA hierarchy (as it is known to the authors
today). As all functions needed for a digital signature (as required in healthcare) are pre-
sent, healthcare practitioners could use their e-ID card for this function. The implementa-
tion of Certification Authorities within the healthcare digital signature framework could
then be limited to a ‘Healthcare Attribute CA’ and its subordinate ACAs, as illustrated in
Figure 7b.

Basically, the Root CA of the stand-alone architecture (Figure 4) becomes subordinate
CA to the ‘Belgian Top Root CA’ and the ‘HCP CA’ is replaced by the ‘Belgian Citizen
CA’.

Integration of the healthcare digital signature framework in the Belgian PKI structure
would not only simplify implementation and reduce costs, but also promote maintainability,
user-friendliness, and general acceptance of e-government services.

The work on the national ID card has already reached the point where these cards are
being actively tested. However, nation-wide distribution of the eventual e-ID card will take
more than one year. It is now being studied how accelerated distribution among specific
target groups such as HCPs could be encouraged in order to allow early use of infrastruc-
tures relying on the digital signature architecture. If this is not possible, it might be neces-
sary to look for a temporary hybrid solution, before merging the national e-ID card with the
digital signature infrastructure for healthcare purposes.

4.6. Merging to an Encryption Framework

The following notes on expanding the architecture for digital signatures to encryption may
be beyond the scope of this document in the strict sense, but they are relevant to the issues
discussed here.

Basically, what is needed for encryption is a new keypair (reasons are given below), the
distribution of encryption keys (i.e. public key certificates containing the keys) and the
means for revocation. As with the signature keys, encryption keys can be certified by a Cer-
tificate Authority (CA) to bind them to an identity (to ensure that encryption is done for the
correct person).

Separate keys are commonly used for signing and encrypting’ for a number of reasons.
First of all, the nature of signature keys and of encryption keys is quite different. Encryp-
tion keys should be backed up to ensure the recovery of data that has been encrypted by
them. Digital signature keys on the other hand must never be backed up, because they need
to stay in the users’ control to ensure non-repudiation.

7 And for authentication.
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Secondly there is the issue of security. The more frequently a key is used, the greater the
chance that it will be compromised: a key may get lost, breaking a key becomes more prof-
itable if more information is secured by it, more ciphertext® allows more effective cryptana-
lysis, etc. Therefore, it is advisable to use keys with a short lifetime, but this would logi-
cally be very inconvenient for signature keys. Thus one would want a shorter lifetime for
encryption keys and a longer lifetime for signature keys, which implies different key pairs.
Furthermore, if data is both signed and encrypted with the same public key pair, subtle
weaknesses might be introduced that render the data vulnerable.

Because signature keys need a longer lifetime, a greater key length (stronger security)
can be chosen without having to worry about performance, because this is usually not an
issue for signatures (whereas it often is for encryption). Also, as far as implementation is
concerned, there is a reason for splitting the keys. Not all digital signature algorithms are fit
to be used for encryption. RSA can be used for both, DSA is a signature-only algorithm.

Because of the shorter lifetime for encryption keys, key management becomes more
complex and time-consuming for CAs. To reduce the workload, users could take upon
themselves some of the responsibilities by using the digital signature infrastructure. They
could certify their own encryption keys, binding the public encryption key to their identity
with their digital signature.

5. Action Plan

This document has proposed a solution for the introduction of digital signatures in Belgian
healthcare. In order to deploy this framework the following action plan is proposed.

5.1. Consensus on the Proposed Model and Action Plan

The proposed PKI architecture, digital signature and action plan should be discussed and
fine-tuned where necessary. Several decisions should be made before proceeding further
(e.g. the interface with the BELPIC initiative).

It may be necessary to take into account information that is not currently available but
still relevant to choices made in this document.

5.2. Establishment of a Health Authority Platform

Section 4.2.2 introduced the concept of a Health Authority Platform. This is the collection
of healthcare bodies that will implement the different PKI authority functions (Registration
Authorities, Certificate Authorities and Attribute Authorities). Once the model and the ac-
tion plan approved, the different tasks within the proposed architecture must be assigned to
the members of the Health Authority Platform.

5.3. Healthcare Domain Specifications

After allocation of the different responsibilities, the details specific for the healthcare do-
main should be elaborated. This includes:

— formatting Healthcare Roles in Attribute Certificates. Although at this point the tran-
scription of all possible roles into attributes need not be determined, a global framework
should be defined, to make gradual extension (new roles) of the attributes possible.

¥ Encryption generates a far greater amount of cipher text than digital signatures.
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— healthcare specific elements of the operational procedure and dataflows should be de-
fined (e.g. when Digital Time-stamping Services or receipts are needed).

5.4. Legal and Financial Studies

Important financial aspects may have to be considered. Existing legislation may have to be
fine-tuned to ensure a robust legal and regulatory framework for healthcare. Operational
procedures should be matched with present legislation. Topics such as duration of long time
storage, non-repudiation and revocation policies should be dealt with.

5.5. Technical Specifications for RFP

At that point all elementary’ aspects of the architecture, security policy, operational proce-
dures (including protocols for signing, attaching ACs, creating timestamps, requesting and
receiving receipts, interoperability guidelines, etc.) and workflows should be defined. This
work should result in several detailed documents to be used as specifications for a Request
For Proposal (RFP).

5.6. Launching a Tendering Procedure
Once the specifications are set, the tendering procedure can be launched.
5.7. Pilot Implementation

A pilot should be used to evaluate the implementation of the framework and allow for small
changes to be made after review by end-users.

5.8. Deployment

After a successful test phase, nation-wide deployment should be planned. Care must be
taken to allow a smooth transition to a uniform digital signature system. If the healthcare
digital signature platform relies on the BELPIC initiative, the deployment of both systems
will have to be synchronised.

6. The ISO PKI Technical Specification

6.1. Introduction

On 15 October 2002, ISO (International Standardisation Organisation) released the first
edition of a technical specification of the way in which PKIs can be used to provide secu-
rity services in general and digital signatures services in particular in healthcare. It de-
scribes the common technical, operational and policy requirements that need to be met for
PKI to be used in the protection of the exchange of healthcare information. This Technical
Specification is to be revised after three years and will then be turned into a full Interna-
tional Standard.
The Technical Specification comprises three documents:

? ‘elementary’ means that e.g. some details of the security policy can be left open for the RFPs.
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1. Framework and overview: ISO/TS 17090-1 defines the basic concepts of a health-
care public key infrastructure (PKI) and provides a scheme of interoperability re-
quirements for a PKI to be able to secure communication of health information.

2. Certificate Profile: ISO/TS 17090-2 provides healthcare-specific profiles of digital
certificates based on the International Standard X.509 and the profile of this speci-
fied in IETF/RFC 2459 for different types of certificates.

3. Policy Management of certification authority: ISO/TS 17090-3 deals with manage-
ment issues involved in implementing and operating a healthcare PKI. It defines a
structure and the minimum requirements for certificate policies (CPs) and a struc-
ture for associated certification practice statements.

6.2. Relevance of this Document to the Belgian Situation

Rather than an international standard, the document itself is currently a technical specifica-
tion intended as a guideline. This indicates that reaching a consensus on all aspects in-
volved in setting up and operating a PKI is a difficult process. Nevertheless, the specifica-
tion itself draws upon a number of established de facto and de jure standards that have been
implemented into standard applications, e.g. Internet browsers, e-mail packages, etc.

The specification should therefore serve as a guideline for working out the specific tasks
resulting from this project. The terminology list may also be of use to the wider community
of different specialists involved.

The context of the document takes in more than just signatures, and only those parts that
are relevant to the signatures issue are to be considered. Section 3 on management issues, in
particular, is to be taken into account when setting up and operating a Belgian PKI health-
care solution.

According to the ISO PKI specification for healthcare, a healthcare PKI has to meet the
following objectives to be effective in securing the communication of personal health in-
formation:

— reliable and secure binding of unique and distinguished names to individuals and or-
ganisations that participate in the electronic exchange of personal health information;

— reliable and secure binding of professional roles in healthcare to individuals and organi-
zations;

— reliable binding of attributes to individuals and organisations.

These objectives shall be accomplished in a manner that maintains the trust of all who
rely upon the integrity and confidentiality of the healthcare PKI.

7. Abbreviations

AC Attribute Certificate

ACA Attribute Certification Authority

ARA Attribute Registration Authority

BELPIC BELgian electronic Personal Identity Card
CA Certification Authority

CRL Certificate Revocation List

DSA Digital Signature Algorithm

DTA Digital Time-stamping Authority

DTS Digital Time-stamping Service

HCP HealthCare Professional/Practitioner

HCP CA HealthCare Professional Certification Authority
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HCP RA HealthCare Professional Registration Authority

ISO TC215 International Standard Technical Committee on Health Informatics
OCSP Online Certificate Status Protocol

PKI Public Key Infrastructure

RA Registration Authority

RFP Request For Proposal

RSA Rivest-Shamir-Adelman

URL Universal Resource Locator
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Recommendations Regarding National
Development of Standardized Electronic
Health Care Messages
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“Telematics Standards in relation to the Health Sector”
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1. Recommendation 1: XML

The use of the XML (eXtensible Markup Language) format is recommended as a syntax for
health care messaging implementation.

Advantages of XML are its widespread industry acceptance, almost total support for

XML throughout the world and global availability of an ever-increasing number of tools
such as editors and browsers. In addition, it is demonstrated that XML has a number of
benefits for storage or exchange of medical record information.

2. Recommendation 2: Generic Message Structure

The generic message structure defines a simple, minimal and practical framework for the
exchange of clinical data.

2.1. Overview

A message is composed of a header (including the communication parties — sender and
recipients, and the date and time of the creation of the message) and one or more ex-
changed documents related to one or more patients.

A document is a container for an amount of information that is linked to one and only
one single patient.

A document contains one or more transactions related to the patient concerned by the
document.

A transaction is defined as the information generated about a patient by a single author
(who is responsible of the accurracy of the information) at one point of time (the crea-
tion date and time).

A transaction is commonly linked to a contact of the related patient within the health
care system or an interaction, when the patient is not present, between a health care
practitioner and the record of the patient.

The information contained by a transaction encapsulates a cohort of clinical findings (or
data entries) organized in items and/or collections.
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A transaction does not contain other transactions.
Each transaction relates to a single transaction type (or name).

— An item is an elemental unit of data entry and is the smallest unit of information which
remains meaningful when considered alone.
Each item relates to a single item type (or name) and has a content (or value).
The content of an item can be atomic (one single element) or compound (multiple ele-
ments).
The elements of an item can be a wide range of data types including text strings, nu-
meric values, dates, files or reference to external stored files.
An item content can then accommodate any textual, numerical, quantity, time-related,
coded (referring to a given coding scheme) or multi-media data type.

— A collection contains groups of data entries : it is a recursive structure for aggregation
of additional collections, items or a mixture of the two.
Each collection relates to a single collection type (or name).
The collection structure allows contained item(s) and other collection(s) to be hierarchi-
cally organized and grouped under common data subject.

2.2. Detailed and Formal Description
The message and the message elements have the following minimal structure :

Message
» Message = Header + Document(s)

A message is composed of an header and one or more exchanged documents.

Message Header
» Header =[ ID + Date + Time + Sender + Recipient(s) + Version/Level] + Services

The message header contains identification elements and services elements.

Identification elements are

— unique message identifier (ID),

— creation date and time,

— identification elements of communication parties — sender and recipient(s),

— version (see recommendation 8) and level (see recommendation 3) of the standard to
which the message complies.

Service elements are

— request for acknowledgement,
— indication of urgency,

— references to other messages.

Document

» Document = [ ID + Patient ] + Transaction(s)
A document contains identification elements and one or more transaction elements.

Identification elements are
— unique document identifier (ID),
— patient identification element.
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Transaction

» Transaction = [ ID + Date + Time + Author + Agents + Type ] + Item(s) + Collection(s)
A transaction contains identification elements and at least one collection or item.

Identification elements are

— unique transaction identifier (ID),

— creation date and time,

— author,

— one or more other related agents (validator,requester,provider) attributes (identification,
date and time),

— type of transaction (coded).

Collection
» Collection =[ ID + Type | + Item(s) + Collection(s)
A collection contains identification elements and at least one collection or item.

Identification elements are
— unique collection identifier (ID),
— type of collection (coded).

Item

» Item =[ID + Type ] + Content
An item contains identification elements and a content (made of elements).

Identification elements are
— unique item identifier (ID),
— type of item (coded).

3. Recommendation 3: Standardization Levels

Four standardization levels are defined to allow a phased approach of the complexity of the
messages implemented using the generic message structure.

3.1. Overview

The level A implements message, message header, document, transaction types, the file
item type (the content of the item is a file) and the free item type (the content of the item is
a user-defined XML structure).

The level B implements collection types in addition to level A.
The level C implements other item types in addition to level B.
The level D implements coded item content in addition to level C.

Basic data types will be implemented while required.

3.2. Level A: Normalized Transaction Type

A message of level A contains transactions with one single file or free item.
Collection and other item types are not used.
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» Transaction = [ ID + Date+Time + Author + Agents + Type ] + Item
» TItem = [ ID + (TypeFile | TypeFree) ] + [ File | Free ]

3.3. Level B: Normalized Collection Type

A message of level B contains transactions with collections of file and/or free items.
Collection types are used. Other item types are not used.

» Transaction = [ ID + Date+Time + Author + Agents + Type | + Collection(s)
» Collection =[ ID + Type ] + Item(s) + Collection(s)
» TItem =[ ID + (TypeFile | TypeFree) | + [ File | Free ]

3.4. Level C : Normalized Item Type

Same as level B plus the use of other item types without coded item contents.
Same as generic message structure but coded item contents are not used.

» Transaction = [ ID + Date + Time + Author + Agents + Type ] + Item(s) + Collection(s)
» Collection = [ ID + Type ] + Item(s) + Collection(s)
» TItem =[ID + Type ] + Uncoded content

3.5. Level D : Normalized Item Content

Same as level C plus the use of coded item contents.
Same as generic message structure.

» Transaction = [ ID + Date + Time + Author + Agents + Type ] + Item(s) + Collection(s)
» Collection = [ ID + Type ] + Item(s) + Collection(s)
» Item=[ID + Type ] + Coded content

4. Recommendation 4: Priority List for Implementation

The working group recommends the following priority list for implementation :

Transaction types

— Contact report

— Admission notification
— Discharge notification
— Death notification

— Admission letter

— Provisional discharge letter
— Discharge letter

— Laboratory test request
— Laboratory result

— Procedure request

— Procedure result

— Drug prescription

— Note

—  Alert

- RCM/MKG

- RIM/MVG
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— RPM/MPG
— Epidemiological survey

Item types

— Free item : the content of the item is a user-defined XML structure
— File item : the content of the item is a file

— Drug and drug therapy item

— Laboratory test and result item

— Clinical coded item

Basic data types

— Patient (including person identification and demographic data)

— Healthcare party (including person or institution identification and address representa-
tion)

— Code (with reference to a given coding scheme)

— Moment (date and time representation)

— Number (real, integer)

— Text (string and set of string)

— Boolean (logical data)

— File (embedded file or reference to external file)

Necessary collection, other item and basic data types will be implemented while required.

5. Recommendation S: Creation and Maintenance of a National XML Templates
Repository Server and a National Terminology Server

It is recommended that the generic message structure and necessary related elements should
be implemented in the form of XML templates (DTD — document type definitions or
Schema) using English terms.

The resulting templates, together with help documents for users, should be freely avail-
able on a national templates public repository web server.

The English terms of the templates should be translated and explained in national Bel-
gian languages and these informations should be freely available on a national terminology
public web server.

An permanent expert team for maintenance of the results and users assistance should be
available.

6. Recommendation 6: Standard Coding Systems — Creation and Maintenance of a
National Multilingual Coding Systems Server

Standard coding systems should be recommended.
The corresponding code lists, with the texts (in English and national Belgian languages)
describing the code definitions, should be freely available, together with help documents

for users, through a national multilingual coding systems public web server.
An expert team for maintenance of the results and users assistance should be available.

7. Recommendation 7: Existing International Standards

As for the current recommendation, the working group will consider CEN (Comité Eu-
ropéen de Normalisation — European Committee for Standardization) 13606 pre-norm
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(Electronic healthcare communication) and GEHR (Good European Health Record) euro-
pean model, together with national initiatives, namely Prorec conceptual model based on
CEN 12265 pre-norm and the KMEHR (Kindly Marked-Up Electonic Health Care Record)
project results, for further recommendations and developments about clinical health care
exchange messages.

The working group acknowledges HL7 as a widely used international exchange stan-
dard for deployment within health care institutions. The reuse of HL7 messages, in particu-
lar administrative ‘admission — discharge — transfer’ (ADT) and orders messages, is rec-
ommended whenever appropriated.

8. Recommendation 8: Further Actions

The working group will validate a concrete XML (recommendation 1) implementation of
the generic message structure (recommendation 2) and the proposed priority list of types
(recommendation 4).

The working group will consider in the future an enlarged list of transaction, collection,
item and data types.

It is also proposed to enrich the generic message structure elements with attributes and
modifiers fields.

As the generic message structure will evolve, a simple linear version scheme will be
proposed having the following characteristics : a new version will be based on the previous
version and each version will be uniquely identified with a systematic revision indentifier.

To allow secure and efficient data communication in complex contexts and environ-
ments, distribution rules have to be formalized and implemented.
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Long Term Preservation of
Hospital Patients Records

Advice nr 7 of the Belgian Telematics Commission
“Telematics Standards in relation to the Health Sector”*
www.health.fgov.be/telematics/cnst

The « Archives » working group of the Commission « Norms for Telematics in the health-
care sector » (in short « Commission Norms ») examined how to preserve patients records
for the long term (electronic, photographic or paper records) in the hospital sector.

Contents of the patient record as well as of the medical record, objects of the present
recommendation, have been defined by Royal Decree on 3 May 1999. Minimal general
conditions have been established to which the medical record, as described in article 15 of
the law on hospitals, coordinated on 7 August 1987, has to answer (Moniteur Belge, 30-07-
1999).

The Royal Decree on 3 May 1999 indicates that the medical record has to be preserved
in the hospital at least during 30 years. It does not mention any delay for the nursing record.

Given real logistic problems of storage that such 30 years delay induces for hospitals,
the working group studied an adaptation proposal to make to this Royal Decree. Attention
was focused on the double aim linked to patient record preservation :

v' To assure continuity and coherence of care in the follow-up of the patient, from
womb to tomb (birth to death) and

v' To guarantee long term quality and availability of relevant data abstracted from pa-
tients records for epidemiologic studies and scientific research purposes.

Accounting and administrative documents are not concerned by the present recommen-
dation.

Upon reserve of further considerations in relation to hospital integration in telematics net-
works, and contingent to the role that the patient could play in the preservation of his re-
cords, the Commission “Norms for Telematics” approved the following recommendations:

1. Documents that make up patient records should all have a date and a validation author.

2. Documents storage should use techniques that prevent data falsification.

3. The Commission “Norms for Telematics” recommends to be in line with the legal pre-
scription delay of the Civil Code (article 2262 bis § 2 of the Civil Code) and, therefore,
to preserve whole patients records during at least 20 years since the last contact (en-
counter) of a “major” patient (18 year) with the institution, or after 18 year for a patient
of younger age (article 2252 of the Civil Code: prescription does not run against minors
in age).

The last contact is defined as the discharge date of a hospitalized inpatient or the date of
the last visit in ambulatory care (outpatient visit, including in emergency service, for



Long Term Preservation of Hospital Patients Records 119

technical examination, for treatment, or as day case) spontaneous or planned for the pa-
tient in a hospital.

4. Beyond the legal prescription delay of 20 years, synthetic patients records have to be
preserved. These records should contain at least hospital inpatients discharge letters,
outpatients visits reports, pathology reports and surgery protocols.

The selection of the last problem list of the patient as well as the follow up of evolu-
tions specific to some pathologies (diagnoses) is recommended.

Except if a motivated conservation note has been ratified by the chief of staff physician,
other documents can be destroyed (among which let’s mention radiological images,
electrocardiograms and electroencephalograms, nursing and paramedical records, and
drugs prescriptions).

5. Preservation of patients records is under the liability of the hospital chief of staft-
physician who will look in particular after security, validity, exhaustivity, confidential-
ity and availability of stored documents to be assured. The hospital archiving organisa-
tion might include storage outside the hospital. Documents preservation can be en-
thrusted to specialised firms in respect to article 16 of the law of 8 December 2002 on
the “protection of private life in relation to personal character data processing”.®
As a consequence, it is suggested to modify the wording of the Royal Decree of 3 May
1999, so that “the medical record has to be preserved in the hospital” becomes “the
medical record should be preserved by the hospital ...”. The localization of stored
documents outside of the hospital should be available inside the hospital.

6. Documents that make up patients records might, in general, be electronic in nature
(electronic computerized patients records), photographic (images, microfilms) or in pa-
per. Conversion of paper documents in electronic or photographic documents and of
photographic documents in electronic documents should use techniques that guarantee
integrity of content and authenticity of the conversion result. Supports of unique rewrit-
ing (“write-once”) are recommended, being electronic (for example CD) or photo-
graphic (for example microfilms), for the long term preservation of documents.

7. Possibilities to store patients records in the general archives of the Kingdom of Belgium
should be examined.

Endnotes

The Belgian Commission approved this text in plenary meeting on 18 June 2002.

Law of 8 December 1992 on the protection of private life in relation to personal character data process-
ing : Article 16 (partim) : « When data processing is enthrusted to a subcontractor, the person liable for the
processing, or his proxy in Belgium, should ... Upon advice of the Commission for the protection of pri-
vate life, the King might dictate appropriate norms in matters of informatics security for all or some cate-
gories of processing.
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Advice nr 8 of the Belgian Telematics Commission
“Telematics Standards in relation to the Health Sector”*
www.health.fgov.be/telematics/cnst

Given

v’ the key role of the patient record, made at least of the medical record and of the nursing
record;

v' the quantity and the value of patient information generated by medical, nursing, para-
medical, pharmaceutical, social, logistical and financial activities;

v' the need to ensure quality and optimal data processing for the support, analysis and
evaluation of all facets of a hospital work;

v’ the obligation to respect patient rights, private life and professional secrecy protection
by high level security measures when any of these sensitive data is processed;

v’ the growing importance of communication or of these data sharing inside and outside
the hospital,

v' the unavoidable use of informatics and telematics for the production, the process, the
exploitation, the valorization and archiving of these data, and

V' the official agreement of physicians “specialists in health data management”:

the “Hospital” working group of the Commission “Norms for Telematics in Healthcare”
finds that the management of information, informatics and telematics should be structured
in the hospital.

In answer to this structuring need, the Commission recommends to create a “coordination
function for medical and hospital information” in each hospital.

This function would be obtained by :

v’ the setting up of a global “business” plan in order to develop and to exploit informa-
tion as well as informatics and telematics resources in the hospital, and

v to appoint a multidisciplinary coordination group mandated to approve the “busi-
ness” plan, its evaluation and its updated versions.

The Commission “Norms for Telematics” feels preferable not to define a fixed model
for the internal organisation, each institution being free to set up this function in relation to
its needs and capacities.

However, the Commission recommends to include at least in the multidisciplinary co-
ordination group, directly, or by delegation, the manager, the director, the chief of staft-
physician, the chairman of the medical council, the head of the nursing department, of the
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medical imaging department, of the laboratory of clinical biology, persons in charge of
pharmacy, and in charge of informatics department. This group will also include physicians
with the title of specialist in health data management.

Appointments in the coordination group will be submitted to the approval of the man-

ager.

The “business” plan will include an agenda of actions and an evaluation procedure for re-
sults. It will plan regular updates at least annual.

v

The “business” plan will at least take into account :

The coordination of the integrated and secure setting up of the electronic patient re-
cord in accordance, among others, of the Royal Decree of 3 May 1999 that specifies
“minimal general conditions to which the medical record (as described in article 15 of
the law on hospitals, coordinated on 7 August 1987) should correspond”.

The distribution of liabilities for the validity and quality of clinical and administrative
data available in the hospital.

The management of communication and of the patient electronic record data sharing
with every authorized health care professional, in particular the physician in charge of
the patient.

The organisation of the needed data gathering and verification for establishing the
minimal clinical summary (MCS) and the minimal nursing summary (MNS), their
transfer on electronic device to the Ministry of Public Health in the required delays, and
the interpretation of feedbacks.

The analysis of clinical and administrative data available in the hospital in order to
monitor management, to evaluate internally activities, and to proceed to scientific re-
search.

The setting up of a plan for security procedures, i.a. for access rights control, quality,
preservation and communication of data that make the electronic patient record.

Endnote

" The Belgian Commission approved this text in plenary meeting on 15 October 2002.
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